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RIS and RIPEstat
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RIPEstat Routing Widgets
• Routing Status 
• BGPlay 
• BGP Update Activity 
• Routing History 
• Looking Glass 
• Visibility 
• Related Prefixes 
• Prefix Routing Consistency 
• Upstream Visibility

Full widget list:  
stat.ripe.net/widget/list

http://stat.ripe.net/widget/list
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RIS Looking Glass
How are my prefixes seen right now?

• Simultaneous view of a prefix from 
all peers

• The most up-to-date RIPEstat 
widget
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RIS Live
Is anybody hijacking my space?

• https://ris-live.ripe.net/

• Feed of BGP messages in real 
time through web-sockets

• BGPalerter

• https://github.com/jaredmauch/
rislive

• https://github.com/morrowc/rislive

https://ris-live.ripe.net/
https://github.com/nttgin/BGPalerter
https://github.com/jaredmauch/rislive
https://github.com/jaredmauch/rislive
https://github.com/morrowc/rislive
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BGPlay
How neighbour ASes interact on updates?

• https://stat.ripe.net/widget/bgplay

• RIPE Labs: BGPlay Integrated in 
RIPEstat

https://stat.ripe.net/widget/bgplay
https://labs.ripe.net/Members/vastur/bgplay-v2-integrated-in-ripestat
https://labs.ripe.net/Members/vastur/bgplay-v2-integrated-in-ripestat
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Example Case: RIS Beacons
• RIS Beacons

- Announce at 00:00, 04:00, …

- Withdrawal at 02:00, 06:00, …

- BGPlay replay

• RIS “anycast simulation” beacons
- Continuous announce from RRC14

- Announce/withdrawal from RRC03 every 2 hours

- BGPlay replay

https://www.ripe.net/analyse/internet-measurements/routing-information-service-ris/current-ris-routing-beacons
https://stat.ripe.net/widget/bgplay#w.resource=84.205.64.0/24&w.ignoreReannouncements=true&w.starttime=1604447000&w.endtime=1604491200&w.rrcs=0,1,2,5,6,7,10,11,13,14,15,16,18,20&w.type=bgp
https://stat.ripe.net/widget/bgplay#w.resource=84.205.72.0/24&w.ignoreReannouncements=true&w.starttime=1604447000&w.endtime=1604491200&w.rrcs=0&w.type=bgp
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How exactly did THAT happen?
Digging through raw data

• Download files from data.ris.ripe.net
- Files are in MRT format (RFC 6396)

- RIB dumps (bview.*.gz) every 8 hours 

- BGP updates (updates.*.gz) grouped per 5 min

• You need tools to parse them:
- bgpdump

- bgpscanner

- mrtparse

- go-mrt

https://www.ripe.net/analyse/internet-measurements/routing-information-service-ris/ris-raw-data
https://tools.ietf.org/html/rfc6396
https://github.com/RIPE-NCC/bgpdump
https://gitlab.com/Isolario
https://github.com/ANSSI-FR/mabo
https://github.com/kaorimatz/go-mrt
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bgpdump
• use -v flag (log to STDERR)

• use -m or -M for single-line output
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What About Route Origin Validation?
• RPKI by AS

• RPKI by Trust Anchor

• RPKI by Country

• AS Routing Consistency

https://stat.ripe.net/widget/rpki-by-as
https://stat.ripe.net/widget/rpki-by-trust-anchor
https://stat.ripe.net/widget/rpki-by-country
https://stat.ripe.net/widget/as-routing-consistency
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New RIPEstat UI

https://beta-ui.stat.ripe.net/


?Questions
oleg@ripe.net
stat.ripe.net
ris.ripe.net
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BGP Hijack, DNS Impersonation, Cryptocurrency 
Theft 
• On 24 April 2018, between 11:05-12:55 (UTC), AS10297 

announced five prefixes used by Amazon for Route53 authoritative 
DNS service

• Fake DNS servers were activated

• DNS queries for myetherwallet.com returned 46.161.42.42 with 
long TTLs, all other domains – SERVFAIL 

• Hijacked route leaked through HE to some clients, including 
Google’s and CloudFlare’s free DNS resolvers

• 1.1.1.1 and 8.8.8.8 started to return forged answers for 
myetherwallet.com
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BGP Hijack, DNS Impersonation, Cryptocurrency 
Theft 
• 205.251.199.0/24 on 24 April 2018, 11:00-13:00 (UTC)

- BGPlay replay / Routing history

• 46.161.42.42 on 24 April 2018, 11:00-13:00 (UTC)
- BGP replay

- BGP/DNS Hijacks Target Payment Systems

https://stat.ripe.net/widget/bgplay#w.resource=205.251.199.0/24&w.ignoreReannouncements=true&w.starttime=1524567600&w.endtime=1524578400&w.type=bgp&w.rrcs=0,1,2,3,4,5,6,7,10,11,12,13,14,15,16,18,19,20,21,22,23,24&w.instant=null
https://stat.ripe.net/widget/routing-history#w.resource=205.251.199.0/24
https://stat.ripe.net/widget/bgplay#w.resource=46.161.42.0/24&w.ignoreReannouncements=true&w.starttime=1524567600&w.endtime=1524578400&w.type=bgp&w.rrcs=0,1,2,3,4,5,6,7,10,11,12,13,14,15,16,18,19,20,21,22,23,24&w.instant=null
https://blogs.oracle.com/internetintelligence/bgp-dns-hijacks-target-payment-systems

