()¢

—+

u/Po)

Cucrema moHutopuHra TLD nom ej-l 08 (R

+

AnekcaHap NnbuH v
CTO MSK-IX



AsToputeTtHbin DNS gTLD

Cuctema pacnpeaeneHHbix Anycast obnakos DNS

18 yanos B EBpone, A3suw,
CeBepHou u IOXxHOM AMepuKe, B
TOM yucne 9 B Poceuum
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OTKa3oycToMYMBas apxXuTeKTypa
Ha annapaTHOM U CEeTeBOM
YPOBHE
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TexHonorusa anycast gns
onTUManbHOM AoCTynHocTU DNS-
cepBepa 13 /1l060i TOYKMU CETH
UHTepHeT

HenpepbiBHbIA MOHUTOPUHT U
KpyrnocytoyHas TexHu4yeckas
nopaepxka

&

Y

MpsamMon nupuHr c cetamu 100+
onepaTopoB, OTKpbITas
nUpuHrosas nonutuka Ha MSK-IX

PerynsipHbie ayauThbl
6e30nacHOCTM M 3awumTa oT
DDoS-atak



O6naka Anycast (DNS .RU)
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Llenn cuctembl MOHUTOPUHTA "X

* KOHTpoaAnpoBaTb MaKCMMaNbHYIO AOCTYNMHOCTb
cepBuca

* KoHTpoanpoBaTb BpemAa oTKAUKA DNS

e [apaHTMpPOBaTb CTAOUNBHOCTb NNATPOPMbI

* KoHTponupoBaTtb cobnroaeHmne SLA




KoMnoOHeHTbl MOHUTOPUHTA "X

e CeTeBOWM MOHUTOPUHT

*  MOHUTOPUHI NApPaMeTPOB CEPBEPOB

*  MoHutopuHr DNS y3nos

e MoHutopuHr DNS obnakos

* AHanus, koppenaumnsa cobbiTUK, reHepaLma OTYETOB
 KoHTpoO/ab NOKasaTenen AnAa 3aluTbl OT aTakK




TexHn4yecKue pewieHusa ()¢

Pa3pabotaHada cncrtema BHYTPEHHEro aHaAn3a,

onpoca obopyaoBaHUa U Koppenaumnm cobbiTUN
Pa3BepHyTasa ceTb COOCTBEHHbIX MPOOHMKOB MO BCEMY MUPY
[MpmeHeHne BHewHUX NpobHnKoB RIPE Atlas
Buayanmnsauma sHewHmnx npodbHukos ICANN MOSAPI



3awmTta ot DDoS

Cepsuc 3aWwmTtbl y Upstream onepatopos
* bBnoknpoBaHme 60NbLLUMX NOTOKOB AAHHbIX
* ToHKaA oumnctKka DNS TpaduKa c yyueTtom npodpunen
CobcTBEHHAA CeTb AETEKTUPOBAHMA aTaK
 Ha 6a3e ctatnctnkm un FastNetMon
* bBbicTpoe pearnpoBaHne C OTYETOM
ANA AeTaNbHOro aHanAMn3a
* WM3yyaem 610KMpPOBKY Ha H6a3e flowspec



SLA new gTLD (ICANN) )%

Service Level Agreement Matrix

'DNS | DNS service availability 0 min downtime = 100% availability

| DNSnameserveravailabiliy | <432 minof downtime (=99%)
| TCPDNSresolutionRTT | = 1500 ms, for atleast 95% of the queries
| UDPDNSresoluionRIT | = 500 mes, for at least 95% of the queries
[ DNSupdatetme | =60 min, foratleas 95%of the probes




YTo mbl npoBepaem? )¢

* |lenoCTHOCTb AOMEHHbIX 30H,
NOCTYNHOCTb CEpBEPOB ANUCTPMNOYLIUU

* [lapameTpbl ceTeBON MHPPACTPYKTYPbI, KAHA/IOB CBA3MN,
XM3HecnocobHOCTb cepBepos

 Koppenaumnsa napameTpoB B pamKax obiakKa.
N3mepeHne meTpuKk ana Kaxkaoro obnaka B uenom



MeTtoauKa BHYTpPeHHero TeCTMpoBaHuUA 0,

1 3anpoc (6e3 pekypcun) no npotokonam UDP nam TCP.

* OtBeT aonxKeH cogeprkatb MHbopmauuto s MSK-IX DNS, nHave 3anpoc cumTaTtaem
HEeOTBEYEHHbIM.

e 3anpoc c RTT > 2 cekyHAbl byaeT cHMTaTbCA HEOTBEYEHHbIM.

Bo3moxcHbie pe3ynbmamoel mecma DNS: yucao 8 munnucekyHoax (ms),

coomsemcmayrouwiee RTT paspeweHus DNS unu HeonpedeneHHoe / HeomeeyeHHbllU.

* "N3amepeHune napameTtpos DNS" BbInoNHAETCA KaXKAYIO MUHYTY,
KaxKabin 3oH4, DNS BbinonHAaeT Tect DNS no npotokonam UDP nan TCP ana Kaxaoro m3
3aperncTpupoBaHHbIX IP-agpecos, obcnyxusarowmx cepsmuc MSK-IX DNS.

* Ecnun pesynbrat Tecta DNS He onpeaeneH / He nonyyeH oTBeT, |P-aapec cuntataercs
HeAOCTYMHbIM ANA 3TOro Tecta A0 CAeAyoWnX NU3MEPEHUN.



ExxemecAuyHble oT4yeTbl

Monthly DNS SLA

Parameter Status  SLR (monthly basis)
MSK-IX DNS service availability [100%  100% availability
[Pv4 A.DNS name server availability 100%  99%

[Pv4 TCP DNS resolution RTT 99.807% less than 1500 ms, for at least 95% of the queries
[Pv4 UDP DNS resolution RTT 99.782% less than 500 ms, for at least 95% of the queries
[Pv6 A.DNS name server availability 100%  99%

[Pv6 TCP DNS resolution RTT 99.857% less than 1500 ms, for at least 95% of the queries
[Pv6 UDP DNS resolution RTT 99.706% less than 500 ms, for at least 95% of the queries
[Pv4 B.DNS name server availability 100%  99%

IPv4 TCP DNS resolution RTT 99.613% less than 1500 ms, for at least 95% of the querles
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BusyanbHbIN aHaNU3 "X

IPv4 Server Availability: 100%
IPv4- A.DNS

80
60
40
20

0
Week 36 Week 37 Week 38 Week 39

[1o BCcem O6j'|a|-(aM O total 95,5555 % Last 95.8333 % Max 90.8944 % Average

B Critical 50
,DII'IFI an”V\epa a.d nS Generated 2020-?3’?3{ 22813?12
SA CYNTAEeTCAa B npoule HTaX IPv4 UDP RTT < 500 ms, for 99.782% of the queries

IPv4-UDP- A.DNS

KOPPEKTHbLIX OTBETOB MO
3dMnNpocCam 30HA0B

Week 36 Week 37 Week 38 Week 39

O max_rtt 209.1247 ms Last 580,.9033 ms Max 210.3132 ms Average

M Critical 0.5
Dummy Template

Generated 2020-10-01 06-01-28

IPv4 TCP RTT < 1500 ms, for 99.807% of the queries




AHanun3 moHutopuHra ICANN

UHTerpauma c ICANN:

e (C6op AaHHbIX (TEKYLLEE COCTOAHUE, AaHHbIE U3MEPEHUNN)
 XpaHeHune pgaHHbix (B Clickhouse)

e Bwusyanmsauma gaHHbix (Grafana)

Bu3yanunsmpyoTcs OCHOBHblIe METPUKN

* DNS service availability
* DNS name server availability
* DNSresolution RTT



@ 88 icann/xn—-p1ai/SLA_metrics ¢ <3 & @Thismonth v Q O

XN--P1Al XN--P1AI DNS service availability

,

100%

10/01 10/04 10/07 10/10 10/13 10/16 10/19 10/22 10/25 10/28 10/31
DNS service avai Ia b I I Ity — a.dns.ripn.net Avg: 100.000% — b.dns.ripn.net Avg: 100.000% — d.dns.ripn.net Avg: 100.000% — e.dns.ripn.net Avg: 100.000% — f.dns.ripn.net Avg: 100.000%

a.dns/193.232.128.6 a.dns/193.232.128.6 a.dns/2001:678:17:0:193:232:128:6 a.dns/2001:678:17:0:193:232:128:6

100.000% 99.993% ® 99.958%

IPv4 name server availability IPv4 UDP Resolution < 500 ms IPv6 name server availability IPv6 UDP Resolution < 500 ms

b.dns/194.85.252.62 b.dns/194.85.252.62 b.dns/2001:678:16:0:194:85:252:62 b.dns/2001:678:16:0:194:85:252:62

100.000% 99.905% m 99.993%

IPv4 name server availability IPv4 UDP Resolution < 500 ms IPv6 name server availability IPv6 UDP Resolution < 500 ms

d.dns/194.190.124.17 d.dns/194.190.124.17 d.dns/2001:678:18:0:194:190:124:17 d.dns/2001:678:18:0:194:190:124:17




Busyannsauua moHutopuHra ICANN (2 X

P® status P® f.dns ipv6

DNS DNSSEC updated +
U U 2020-10-30

P P 07:34:43 —

P® f.dns ipv6 (bad result)
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Cnacubo 3a BHMMmaHue! X
Bawu sonpocobl?

AnekcaHap UnbuH
CTO MSK-IX

Appec B ceTn

msk-ix.ru

+7 (495) 737-92-95

Facebook
127083, r. Mocksa, yn. 8 mapTa, 4. 1, ctp. 12

facebook.com/msk.ix
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