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Methods of Monitoring and 
Collecting Evidence



Terminology

OUTAGE: a period when a service, such as 
Internet, is not available

SHUTDOWN: the act or process of stopping 
the operation of a computer or other machine



Terminology
“An internet shutdown is an 
intentional disruption of 
internet or electronic 
communications, rendering 
them inaccessible or 
effectively unusable, for a 
specific population or within 
a location, often to exert 
control over the flow of 
information.”

Намеренное нарушение работы 
интернета или электронных 
средств коммуникации, в 
результате которого они 
становятся полностью или 
частично непригодными для 
использования конкретными 
людьми или в конкретном месте, 
зачастую осуществляемое для 
получения контроля над потоками 
информации.
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Organization



What are we doing



What happened

https://atlas.ripe.net/probes/?af=&amp;status=&amp;country=BY&amp;search=&order=__status__#!tab-public

https://atlas.ripe.net/probes/?af=&amp;status=&amp;country=BY&amp;search=&order=__status__#!tab-public


What happened

https://labs.ripe.net/Members/alun_davies/our-first-glance-at-the-belarus-outages
https://telegra.ph/Nash-pervyj-vzglyad-na-otklyuchenie-interneta-v-Belarusi-RIPE-NCC-08-12

https://labs.ripe.net/Members/alun_davies/our-first-glance-at-the-belarus-outages
https://telegra.ph/Nash-pervyj-vzglyad-na-otklyuchenie-interneta-v-Belarusi-RIPE-NCC-08-12


What happened

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/BY&ioda-triple-signal-dialog.chartType=line&from=-1w&until=now

https://ioda.caida.org/ioda/dashboard#view=inspect&entity=country/BY&ioda-triple-signal-dialog.chartType=line&from=-1w&until=now


What happened

https://transparencyreport.google.com/traffic/overview?hl=ru&disruption_history=product:1;region:BE;size:4&lu=fraction_traffic&fraction_tra
ffic=start:1596153600000;end:1597449599999;product:21;region:BY

https://transparencyreport.google.com/traffic/overview?hl=ru&disruption_history=product:1;region:BE;size:4&lu=fraction_traffic&fraction_traffic=start:1596153600000;end:1597449599999;product:21;region:BY
https://transparencyreport.google.com/traffic/overview?hl=ru&disruption_history=product:1;region:BE;size:4&lu=fraction_traffic&fraction_traffic=start:1596153600000;end:1597449599999;product:21;region:BY


What happened

https://explorer.ooni.org/country/BY

https://explorer.ooni.org/country/BY


What happened

https://cert.by/?p=1722

https://cert.by/?p=1722


What happened

https://cert.by/?p=1722

LYING

https://cert.by/?p=1722


Why happened
 
IPv4

https://radar.qrator.net/blog/what-happening-BY 
https://telegra.ph/What-is-happening-with-the-BY-internet-segment-in-terms-of-BGP-and-IPv4IPv6-08-11

https://radar.qrator.net/blog/what-happening-BY
https://telegra.ph/What-is-happening-with-the-BY-internet-segment-in-terms-of-BGP-and-IPv4IPv6-08-11


Why happened

IPv6



В управлении 
интернетом должно 
быть как можно 
меньше государства



What will we do next



Prediction machine learning 



As IDEA
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