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Terminology

OUTAGE: a period when a service, such as
Internet, Is not available

SHUTDOWN: the act or process of stopping
the operation of a computer or other machine



Terminology

“An internet shutdown is an
intentional disruption of
internet or electronic
communications, rendering
them inaccessible or
effectively unusable, for a
specific population or within
a location, often to exert
control over the flow of
information.”

HamepeHHOe HapyLueHne paboThl
NHTEPHETA NN SNTEKTPOHHbIX
CcpeacTB KOMMYHUKaLUn, B
pe3ynkraTe KOTOPOro OHU
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NCNOJb30BaHNSA KOHKPETHbIMU
noabMn N B KOHKPETHOM MECTE,
3a4acTylo OCyLLEeCTBNseMOe AN
NoNy4YeHna KOHTPOA Had NoTOKaMu
MHdoopmMmauunn.
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Organization
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Ccblsika
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What are we doing
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What happened
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https://atlas.ripe.net/probes/?af=&amp;status=&amp;country=BY&amp;search=&order=__status__#!tab-public

What happened
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https://labs.ripe.net/Members/alun_davies/our-first-glance-at-the-belarus-outages
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What happened
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What happened
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What happened
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https://explorer.ooni.org/country/BY

Ce rt. by OHAC COOBINTb OB NUHLUMUAEHTE KOHTAKTbI HOBOCTH

W h at h a p pe n e d HaunoHanbHbIM LLIeHTPOM pearmpoBaHus Ha KOMMbIOTEPHbIE MHLMAEHTbI Pecnybnuku Benapych (CERT.BY) 8.08.2020 okono

22:00 3acdhmkcnpoBaHa 6osnbluas BonHa DDoS-atak Ha MHdpacTpykTypy ceTu BY-NET.

YCcTaHOBNEHO, YTO aTakaM NMofiBeprasocb 060py0BaHNe, Ha KOTOPOM pasMelLeHbl, B TOM YKCIIE, CaiiTbl KomuTeTa
rocygapcTeHHol 6esonacHocTn Pecnybnukm benapychb (kgb.gov.by) n MuHucTepcTBa BHYTpeHHMX gen Pecny6nunku
Benapycb (mvd.gov.by).

Bo3gencTBue npopomxunock 1 9.08.2020. Bbiniv coBepLueHbl aTaku B 2:52 1 6:17, UX NPOJO/MKUTENBHOCTb COCTABUIIA OKOI0
1 4aca gns Kaxpown. HeobxoarMo OTMETUTb, YTO MMKOBOE 3HaYeHne 3ahMKCMpoBaHo Ha oTMeTKe 203 [6/c, a cpegHee 13
pacyeTta 91+49 6/c.

3710y MbILLEHUKI UCTOb30BANV CNEAYIOLME TEXHONOTMN BO3AENCTBUS:

= UDP Flooding
= UDP Fragment
= UDPO Flooding
= DNSFlooding
= |CMP Misuse

= NTP Flooding

https://cert.by/?p=1722



https://cert.by/?p=1722

Ce rt. by OHAC COOBINTb OB NUHLUMUAEHTE KOHTAKTbI HOBOCTHU

W h at h a p pe n e d HaunoHanbHbIM LLIeHTPOM pearmpoBaHus Ha KOMMbIOTEPHbIE MHLMAEHTbI Pecnybnuku Benapych (CERT.BY) 8.08.2020 okono

22:00 3acdhmkcnpoBaHa 6osnbluas BonHa DDoS-atak Ha MHdpacTpykTypy ceTu BY-NET.

YCTaHOB/EHO, YTO aTakaM NofiBepranock 060pyfoBaHue, Ha KOTOPOM pa3MelLLeHbl, B TOM YnCe, cailTbl KomuTeTa

cynapcTBeHHo 6e3onacHocTy Pecny6nuku Benapych (kgb.gov.by) u MuHmctepctsa BHyTpeHHUX Aen Pecnybnnku

apycb (mvd.gov.by).

.2020. Bblnn coBeplUeHbl aTaku B 2:52 1 6:17, UX NPOAO/MKUTENbHOCTb COCTaBUIA OKOJIO
MO OTMETUTb, YTO MMKOBOE 3HaYeHMe 3adMKCMPoBaHO Ha oTMeTKe 203 [6/c, a cpeaHee U3

OBanu cnepyrwouimne TexHonornn BO3A€VICTBMHZ

DP Fragment
DPO Flooding
NS Flooding
ICMP Misuse

= NTP Flooding

https://cert.by/?p=1722
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Why happened
IPv4

https://radar.grator.net/blog/what-happening-BY
https://telegra.ph/What-is-happening-with-the-BY-internet-segment-in-terms-of-BGP-and-IPv4IPv6-08-11



https://radar.qrator.net/blog/what-happening-BY
https://telegra.ph/What-is-happening-with-the-BY-internet-segment-in-terms-of-BGP-and-IPv4IPv6-08-11

Why happened
IPv6




B ynpasneHun
MHTEPHETOM [JOITKHO
ObITb KK MOXXHO
MEHbLLE rocyaapcTBa



What will we do next

India’s top court rules indefinite
internet shutdown in Kashmir
unwarranted and amounts to
abuse of power

] comment

Manish Singh @refsrc / 1:30 PM GMT+5 + January 10, 2020

[2] Image Credits: Saqib Majeed / SOPA Images / LightRocket / Getty Images

ECOWAS Court upholds digital
rights, rules 2017 internet
shutdowns in Togo illegal

25 JUNE 20201 7:19 AM

Tweet o Share

June 25, 2020 — Today, the Economic Community of West African
States (ECOWAS) Community Court of Justice ruled that the
September 2017 internet shutdown ordered by the Togolese
government during protests is illegal and an affront to the
applicants’ right to freedom of expression. The court ordered the
government of Togo to pay two million CAF to the plaintiffs as
compensation, and to take all the necessary measures to guarantee
the implementation of safeguards with respect to the right to
freedom of expression of the Togolese people.

“Congratulations to the civil society of Togo, who brought the
world’s attention to this egregious censorship and held their
government accountable for interfering with their work advancing
the public interest and democratic values,” said Peter Micek,
General Counsel at Access Now. “Digital rights are human rights,
the court has declared, and Togo’s government must meet its
commitments to protect human rights, online as offline.”

Indonesians seek justice after
internet shutdown

13 MAY 2020 | 9:11 AM

Tweet ° Share

Last week, ahead of the expected May 13th hearing, Access Now filed
an amicus brief with the Jakarta Administrative Court in relation to a
legal case challenging the 2019 internet shutdowns in the Papua and
West Papua provinces of Indonesia. This “friend-of-the-court” brief
argues that state-ordered internet shutdowns are incompatible with
international law, as well as Indonesia’s Constitution and domestic
law.

In 2019, at least 33 countries shut down the internet, with a minimum
of 213 incidents globally. Governments in Asia, like in the previous
years, ordered the lion’s share of internet shutdowns around the
world. Indonesia shut down the internet at least three times in 2019.

Civil society has pushed back. The Alliance of Independent
Journalists (AJI) and Southeast Freedom of Expression Network
(SAFEnet) filed a lawsuit against the Ministry of Communication and
Information of the Republic of Indonesia (Kominfo RI) and the
Indonesian President to challenge these shutdowns. They argue that
the government’s actions that terminated the internet violated the
freedom of the press and the right to information because journalists
were unable to report and inform the public about the protests. We
support their arguments and their bid for justice after a series of
measures violating freedom of expression and other human rights in
Indonesia.
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Prediction machine learning
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