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DDoS Attacks 
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DDoS for Hire - Booter Services 



Serviceplans 



DDoS Order 

Ú  Flat rate for DDoS attacks 
•  x attacks a day 
•  x concurrent 
•  Usually 30 days 

 

Ú  10 - 20 different types 
•  Application à high pps 
•  Amplification à high bandwidth 

 
Ú  Claim to offer 5 - 100 Gbit/s 



Payment 

Ú  Fake services exist 

Ú  Payment with crypto currency 

Ú  Payment and activation takes 
time 

Ú  Prices $20 - $200 



Measurement System Motivation 

Ú  Requirements 
•  Minimal impact during DDoS 
•  Record 10 Gbit/sec to disc 
•  Record at least continuous 30min 
•  Global reachability 
•  Direct connection to many ASNs 
•  Keep costs low  

 

We built a server and network setup to attack 
ourselves and record the attack traffic 

Measurement  
System 



Measurement System and Setup 

Ú  Mesurement Limitations  
•  Tcpdump à up to 10 Gbits/sec 
•  sFlow à up to 10 Gbits/sec 
•  IPFIX à over 100 GBit/sec 

Ú  Internet Connectivity 
•  10G Peering 
•  10G Transit 
•  Own ASN and IPv4 Space 

IXP 

Transit 

Measurement  
System 

IXP Members 



Measurement System and Setup 

Ú  Hardware 
•  Dedicated second NIC as mirror 
•  Fast write speed: SAS RAID-0 
•  Dedicated Raid Controller 
•  Singe core performance 

Ú  System Setup 
•  Linux as a BGP Router and Network 
•  Bird & Docker 
•  ARP! à ARP tables and IP tables 

Measurement  
System 



DDoS Attacks - Overview 
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DDoS - NTP Reflection 

Ú  20 Gbit/s 

Ú  4 million pps 

Ú  930 source IPs (reflectors) 

Ú  350 source ASNs (networks) 

Ú  Top 3 ASNs 23% of traffic 

•  China, Taiwan, Hungary 

Ú  Majority of traffic via transit 



NTP DDoS Attack Landscape 

Ú  We profile our attack traffic 
•  Number of reflectors 
•  Max bytes per second 

 
Ú  Map it to all other NTP traffic  

  at the same time 

Ú  At least 60 possible similar attacks 

Similar attacks 
We are here 

Normal NTP traffic 



Booter Services vs. FBI 
Ú  FBI operation took down prox. 15 DDoS 

 for hire services at the end of last year 



DE-CIX Product Development - 
  Next Generation Blackholing 
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ISP DDoS Defense Toolbox 

ACL 

•  Filters at 
arbitrary 
granularity 

•  Vendor- specific 
•  Per device 

config 

TSS 
(Traffic Scrubbing 

Services) 

•  Carefree 
service 

•  Redirects traffic 
to scrubbing 
centers 

•  On-demand vs. 
always on 

Flowspec 

•  Configures 
rules at 
neighbor 
network 

•  Filters at 
arbitrary 
granularity 

•  Cooperation 
required 

RTBH 

•  Configures 
rules at 
neighbor 
network 

•  Filters at IP 
granularity 

•  Cooperation 
required 
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Traditional Blackholing at IXPs 
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Blackholing – Limitations 

Ú  Relative traffic of 40GE IXP port 

Ú  Mostly web traffic (80, 443, …) 

Ú  Attack 70% memcached traffic 

Ú  Still significant share of web traffic 

à Collateral damage! 
à Granularity too coarse! 

RTBH 
collateral 
damage 
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Ú  How “ineffective“ can it be? 

•   NTP DDoS attack 

•   AS at IXP via ML peering 

•   Attacks for 10 min to /32 

Ú  Drop all traffic to /32 

Ú  Traffic: 800 to 600 Mbps 

Ú  Peers: 38 to 26 

à  Signaling too complex! 

Works better for >/24s, 
but /32s make up for 

99.99% of blackholing 
traffic. 

Blackholing – Limitations 
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Advanced Blackholing Requirements 
Ú  Granularity 

•   Fine-grained filtering (src/dst header fields) 
  

Ú  Signaling complexity  
•   Easy to use, short setup time 

 

Ú  Cooperation  
•   Lower levels of cooperation among the  

 involved parties 

Ú Telemetry 
•   Feedback on the state of the attack at any time 

  

Ú Scalability 
•   Scale in terms of performance, filters, reaction   

 time, config complexity 

Ú  Cost 
•   Meeting all requirements with min. invest (CAPEX  

 & OPEX) 
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Advanced Blackholing System  
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Advanced Blackholing System  
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Advanced Blackholing Signaling (BGP part) 
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Building Blocks 

Ú  Granularity 
  - UDP, TCP, Ports, … 

  

Ú  Signaling complexity  
 - BGP communities or API 

 

Ú  Cooperation 
 - Enforced by IXP 

Ú  Telemetry 
 - Monitoring with statistics 

 

Ú  Scalability 
 - Line-rate in hardware 

 

Ú  Cost 
 - Implemented in existing hardware 



24 

Measurement Experiment 
Ú  How “effective“ is it? 

•   NTP DDoS attack 

•   AS at IXP via ML peering 

•   Attacks for 10 min to /32 

Ú  Drop / shape UDP NTP 

Ú  Traffic: 1000 to 200 to 0 Mbps 

Ú  Peers: 60 to (almost) 0 
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Takeaways 
Ú  Booter Services 

•  Popular on demand, DDoS for hire for anybody 
•  Usually max. 5 - 20 Gbit/sec  

Ú Traditional DDoS Mitigation at IXPs (Blackholing) 
•  Limited effectiveness for common /32 announcements 

•  Last resort at the event of DDoS attacks 

Ú  Next Generation Blackholing 
•  Meaningful addition to the IXP DDoS mitigation options 

•  Fine-grained and effective DDoS mitigation 



Q&A - Discussion - Feedback 


