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Network configuration management today B

Various proprietary CLIs of the network elements (NEs)

Various proprietary APIls of the network elements and

controller

Manual configuration or expect scripts, as automation

Imperative, incremental NEs configuration, lack of

abstractions

Configuration screen scraping from NEs, using parsing

— The most bad thing, no programmatic knowledge when
the CLI command finished.

— CLI designed to work with humans, not machines.

SNMP - has not solved this problems (see RFC3535)




Network configuration management today B

® Service lifecycle management - workflow-based
— Workflows describes to the provisioning system, in
detail, which steps to take to reach a final state.
— Each service livecycle action has to be explicitly
defined: service create, service change, service edit,
service delete.




Network application life cycle today OTEN
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Network configuration management today B

e Model-driven topology of the network
— describes structure of the network.
e Model-driven services description, auto-generating APlIs
— describes structure of the network services, APIs.
e Model-driven configuration of the network elements
(NEs)
- describes structure of network element configuration,
provided and supported by vendor.
e Model-driven telemetry of the network elements (NEs)
— describes structure of network element supported
telemetry, provided and supported by vendor.




Network application life cycle (End-to-End Model-Driven ) OTEN
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Comparison of Workflow-based and OPEN
DAYLIGHT

Model-to-model service-to-network mapping
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Key Features of NETCONF (RFC6241) 4 OPEN

Domain-Specific Knowledge
— NETCONF was specifically developed to support network configuration
Support for Transactionality
— NETCONF support Atomicity, Consistency, Isolation, Durability (ACID)
transactionality
Vendor Device Independence
— NETCONTF has abilities to get capabilities just from device during <hello>
exchange
Support of run RPCs to run actions
— NETCONF has abilities to run the RPC that device support
Device versions built-in support
— NETCONTF has abilities to run <get-schema> RPC, to download YANG
model of device configuration just from device itself




NETCONF Transport i OPEN

NETCONF messages are encoded in XML
® Each message is framed by:
— NETCONF 1.0: a character sequence ]]>]]>
— NETCONF 1.1: a line with the number of characters to read in ASCII
® NETCONF messages are encrypted by SSH,SSH provides authentication,
integrity and confidentiality
® NETCONF is connected oriented using TCP
® When a NETCONF Manager connects to a NETCONF Server (NE), they send
<hello> message
® The contents of the <hello> message declares which NETCONF Capabilities
each party is capable of.
e By declaring support for a capability in <hello>, the manager will know which
operations it can submit to the NE.
® Extensions go in separate XML namespaces, which makes it easier to build
backwards and forwards compatible management applications
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Key Features of RESTCONF (RFC 8040) #* CFEN

uniform, standardized way for Web applications to access the
configuration data, state data, data-model-specific Remote Procedure
Call (RPC) operations, and event notifications within a network
element.

operates on the configuration datastores defined in NETCONF and
defines a set of CRUD operations that can be used to access these
datastores.

YANG language defined

uses URI-encoded path expressions to identify the YANG data nodes
unlike NETCONF, that using XPath expressions, starting from the
document root to the target resource.

operates on a hierarchy of resources are accessed via a set of URIs
using syntax specified in RFC 8040




RESTCONF HTTP methods vs NETCONF

RESTCONF operation Description

HEAD Get without a body

OPTION Discover which operations are
supported by a data resource

GET Retrieve data and metadata

POST Create a data resource

POST Invoke an RPC operation

* OPEN

NETCONF operation

<none>

<none>
<get>, <get-config>

<edit-config>
(nc:operation="create”)

Call RPC directly




RESTCONF HTTP methods vs NETCONF

RESTCONF operation
PUT

PATCH

DELETE

Description

Create or replace a data resource

Create or update but not delete
a data resource

Delete a data resource

* OPEN

NETCONF operation

<edit-config>
(nc:operation="create/
replace”), <copy-config>
(PUT on datastore)

<edit-config>
(nc:operation depends
on patch content)

<edit-config>
(nc:operation="“delete”)




Agenda *OPEN |

*Orchestration problem statement
* Netconf overview

* Restconfoverview

*Yang overview

» OpenDaylight overview

« DEMO




Key Features of Yang (RFC6020) 3 OREN

® Service & NE Data Models vs. Information Models (UML)
— Yang is the data modeling language
e Domain-Specific Language
— Yang was specifically developed to support network configuration
® NE configuration modeling
— Yang is rich enough to model NE configuration (often follow the CLI)
® Service configuration modeling
— Yang is rich enough to model services in the same language as the NE
e Network topology modeling
— Any new device can be supported, by publishing Yang
® Vendors must create and publish Yang models of their own devices via ietf-
netconf-monitoring RFC feature




New Features of Yang (RFC7950) e OPEN

YANG version 1.1 is a maintenance release of the YANG language, addressing
ambiguities and defects in the original specification [RFC6020].

Key changes (not all of them):

® Aserver advertises support for YANG 1.1 modules by using ietf-yang-library
[RFC7895] instead of listing them as capabilities in the <hello> message.

Added a set of new XML Path Language (XPath) functions

Allow "augment" to add conditionally mandatory nodes

Allow imports of multiple revisions of a module

Made the "yang-version" statement mandatory in YANG version "1.1”

Allow "if-feature" in "bit", "enum", and "identity”

Allow notifications to be tied to data nodes

Added a new statement "action", which is used to define operations tied to data

nodes

e Allow notifications to be tied to data nodes




Yang module definition example DAVLIGHT

module mplsl3vpn { list endpoint {
namespace "http://ru/fgts/mplsl3vpn"; leaf pe-device {
description "PE-device selection”;
mandatory true;
type leafref {

prefix mplsl3vpn;
import ietf-inet-types {

prefix inet; path "/system:devices/system:device\
} /system:name";

import junos { }

prefix junos; }
} container interfaces {

description "Interface parameters on the PE-device";

include "ietf-bgp-13vpn"; leaf interface {

organization "Factor Group"; type leafref {
contact e@zobnitsev.ru; path deref(../../pe-device)/../system:config/
description "This is MPLS L3VPN junos:configuration/junos\

service for FGTS Lab"; :interfaces/junos:interface/junos:name;
revision 2014-02-20 { ¥

}

description "Initial revision.";

}




Protocols interaction & standardization e

Standard

Data Model Language YANG Available

(schema language) Possible

Data Modeling YANG Data Model

(schema)

Encoding

(serialization) AN JSON

Protocol NETCONF RESTCONF

Application YANG Development Kit

Prog. Language Python C++ | | Any language

* Source - Benoit Claise blog: http://www.claise.be/2016/12/yang-opensource-tools-for-

data-modeling-driven-management/



http://www.claise.be/2016/12/yang-opensource-tools-for-data-modeling-driven-management/

Extracting Yang modules out from RFCs #* OPEN

ez@eztp pyang -p NSO/ncs/src/ncs/yang -p NSO/run-ncs/packages/ -f

L TO eXtraCt the Ya ng mOdU|E(S) OUt Of IETF draft fOr tree NSO/run-ncs/packages/mplsl3vpn/src/yang/mplsl3vpn.yang
the validation, Jan Medved created the xym.py,  mdute: mistsen

augment /ncs:services:
+--rw mplsl3vpn* [name]

the eXtracting Yang Module Python script for [ETF " Cn e’ string
drafts and RFCs. |
® pvangis Yang validator, transformator and code :
|

+--ro devices* -> /ncs:devices/device/name
+--ro services* instance-identifier
+--ro lsa-services* 1instance-identifier
-ro directly-modified

generator, written in python, lead by Martin R
Bjorklund, and constantly improved by the ""gt " e

community , especially now that the Yang 1.1 rorwperdevice > fncs:devices/device/nane
specifications [RFC 7950] have published. At the (JI) otnask tnets Lpvd-sddress
IETF, pyang is now part of the submission tool |1 i)  derett) oo
(thanks to Qin Wu and Dapeng Liu): when posting “ 1 i et mimnate  sunos-ipuiadd
an IETF draft containing a Yang module, the Yang R i

module language is validated.



https://github.com/xym-tool/xym
https://github.com/mbj4668/pyang

Yang tools #* OPEN

OpenDaylight YANG Tools — Tools supporting NETCONF and
YANG, code generation from YANG models

* https://wiki.opendaylight.org/view/YANG Tools:Main
ONOS YANG Tools — Yang Runtime and Java application

Explorer Values IOP.

SUpport ¥ Pieti-interfaces®2013-12-23

* https://gerrit.onosproject.org/onos-yang-tools v & interiacos
YANG Explorer — YANG Browser / RPC Builder v & interface

* https://github.com/CiscoDevNet/yang-explorer # name GigabitEthenet!
YANG Development Kit (YDK) — APIs bindings generator ¥ description e

e https://github.com/CiscoDevNet/ydk-gen :“’p;ed ::”m""“c"

e https://github.com/CiscoDevNet/ydk-py ,:: | - (B -

* https://github.com/CiscoDevNet/ydk-go ~TeurT———— —

* https://github.com/CiscoDevNet/ydk-cpp



https://wiki.opendaylight.org/view/YANG_Tools:Main
https://gerrit.onosproject.org/onos-yang-tools
https://github.com/CiscoDevNet/yang-explorer
https://github.com/CiscoDevNet/ydk-gen
https://github.com/CiscoDevNet/ydk-py
https://github.com/CiscoDevNet/ydk-go
https://github.com/CiscoDevNet/ydk-cpp

Visual dependency tool —f.e. ietf-ip DAYLIGH

/“' 4] [ \’]'
ietfZipv6zunicastirouting
Legend
9 ietfzyang-types
Etatus: Compilation Failed

ietfabier- ietf-vrr
tatus: IETF:INDIVIDUAL DRAFT VTR ietfibier-oam! B,

tatus: IETF:WG DRAFT
tatus: IETF:RFC

Modules: [ letf-ip x |
Orgs:

ietfigmpzmid|
Recursion Levels: 0 Include Standards?

o

Jan Medved developed
symd.py, which generates a i
variety of yang module

dependency graphs and output

suitable for visualization with ~ ™%*

ietf-msdp
‘etf-ne twork-instance)

jetfiinterfaces;

D3.js tools. Example shows the A
importance of the ietf-ip Yang B

module, as it is imported by e

many other Yang modules. oot eamaation



https://github.com/xym-tool/symd/blob/master/symd.py

Yang Catalog - Yang

The Yang DB search laid
a framework for the
multi-SDO impact
analysis, including a
color scheme for the
standard maturity
levels.
Currently it includes:

e |ETF

e BBF

e OpenConfig

‘ Document rfc6991

‘ Document rfc727

1

ipvezrouter-advertisements!

Document rfc8022

ietfzinet-types]

]
T pPE R U nicastrouting
Documenmww.z—[—\

7_&&
? Document rfc8022

ietflipvbzunicast:|

OPEN
DAYLIGHT

DB search

Graph Options

Legend
[Status: Compilation Failed
Status: IETF:N/A
[Status: IETF:INDIVIDUAL DRAFT
Status: [ETF:WG DRAFT
[Status: IETF:RFC

Modules: ietf ipvA unicast routing@201611.04.yang x || ietfipvé unicast routing@2016-11.04.yang x

Orgs:

Recursion Levels: 0

Generate

Include Standards? ¥
Export

ietfli2nsf-capability,

e

ietf fb-rib-types

|etf bfd-mpls]

ietftinterfaces) Bocument e (22 letf-mpls Idp—extended ietEbfd-ipssh
ietf’segmentirouting, '/Ietf routlngle"'fSVp—e)ﬂended
ic 3
Document rfc6991 |e,tf-12\(pn/ \‘
J ietfzpim-base) ietf-bfd
S — ? iethli
TOuting ietfzyang-types) ietfligmpzmid ISPt cc¥olicy b
ietf-vxlan)
ietfibier-oam ictf:te-mpls} iethmpisimidpgextended
ietfpimzsm| iettfmplsiidp}

W‘D ietfzbfd-mpls;te)
wm ot s ietf-fb-rib
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What is OpenDaylight? ISR

* Open Source programmable platform hosted by the Linux Foundation
« ~b5Years Old

 Mature, Open Governance

* Mature code base

 ~1000 Individual Contributors from ~140 organizations

 Dozens of OpenDaylight-based solutions

 Many deployments




OpenDaylight: a Yang-based microservices Platform #&5°°"

® Based on Model-

Driven Service 0SS/BSS/CMS Controlled
Abstraction Layer (External Apps) YANG- Devices
(MD_SAL) _“A __________ A _______ modeled A A
Interfaces
® Yang
e Data Modeling SB SB
Laneuage for App App Protocol Protocol
guag YANG-
NETCONF ---modeled
® Creates well- P Interfaces
) Notifications
defined APlIs RPCs
® Java and Clustering

RESTCONF APIs
auto-generated
from Yang




A

"

NB REST API NB REST API NB REST API

Transtormer/ Plattorm Network
Adapter Service Plugin Service Plugin

Topology
=ik E
I.,‘ Tunnels
I AN : : I !
Links NodeEndPomts;/  y L2 able ; c .
: / ; Nogtl 00 ol J
‘,\ I Table Config Stats A Config  Stats " I. L7
: | I: :\ : .
\ K : see /" -
: Paths | L. i MD-SAL |

JAVA SAL APIs (G
-

BGP-LS PCEP OF x.y

L‘.’ ;‘.’ ‘.‘.’




ODL project dependencies DAYLIGHT

m autorelease

CAPWAP o

UNI Manager

Documentation

NAT App Reservation Yang i it did
Pub/Sub Gotnel D) Integration
Packet fext i
Cable R C%r:ifllcl!er Topoprocessing Neutron Giigind psc §  Atrium -
openflow

T

openflow
java

w controller

md-sal

- offset 2 project
- offset 1 project
- offset 0 project

yangtools

odlparent




Java, Interface, Maven, OSGi, Karaf

® Java chosen as an enterprise-grade,

* OPEN

cross-platform compatible language
® Java Interfaces are used for event listening,
specifications and forming patterns
e Maven — build system for Java
e 0SGi:
— Allows dynamically loading bundles
— Allows registering dependencies and
services exported
— For exchanging information across bundles
e Karaf: Light-weight Runtime for loading
modules/bundles
— OSGi based. Primary distribution mechanism for Helium




Java, Interface, Maven, OSGi, Karaf

e OpenDaylight has significant support for

REST APIs

e Restconf allows for checking config and

operational state

- feature:install odl-restconf
—  http://localhost:8181/restconf/....

o List of exposed Northbound APIs are auto-
generated using swagger.

- feature:install odl-mdsal-apidocs
—  http://localhost:8181/apidoc/explorer

* OPEN

‘% OpenDaylight RestConf API Documentation

Contro ller Resour rces Mounted Resources T—

Below are the list of APIs supported by the Controller.

config(2013-04-05)
config-logging(2013-07-16)
flow-capable-transaction(2013-11-03)
flow-topology-discovery(2013-08-19)
ietf-netconf-monitoring(2010-10-04)
kitchen-service-impl(2014-01-31)
network-topology(2013-07-12)
network-topology(2013-10-21)
opendaylight-action-types(2013-11-12)
opendaylight-flow-statistics(2013-08-19)
opendaylight-flow-table-statistics(2013-12-15)
pendaylight-group-statistics(2013-11-11)
pendaylight-inventory(2013-08-19) Show/Hide
fconfig/
‘config/opendaylight-inventory:nodes/
‘config/opendaylight-inventory:nodes/

/i
/s
/config/opendaylight-inventory:nodes/
/config/opendaylight-inventory:nodes/
/i

‘config/opendaylight-inventory:nodes/node/{id}/



http://localhost:8181/restconf/
http://localhost:8181/apidoc/explorer

NETCONF connector x0T

e To connect the NETCONF/YANG NE to ODL - use network-topology feature:
— feature:install odl-netconf-topology odl-restconf
e Fully capable (full support for Netconf/Yang) device to mount, we need only:

— Name
— Host
- PO rt PUT v http://{{server}}:8181/restconf/config/network-topology:network-topology/topology/topology-netconf/node/c01
— Username/Password
(for Netconf SESSIOn) Authorization Headers (3) Body @ Pre-request Script Tests
form-data x-www-form-urlencoded  ® raw binary XML (text/xml) v

1+ <node xmlns="urn:TBD:params:xml:ns:yang:network-topology">

2 <node-1d>c01</node-id>

3 <host xmlns="urn:opendaylight:netconf-node-topology">{{c01}}</host>

4 <port xmlns="urn:opendaylight:netconf-node-topology">830</port>

5 <ysername xmlns="urn:opendaylight:netconf-node-topology">vrnetlab</username>

6 <password xmlns="urn:opendaylight:netconf-node-topology">VR-netlab9</password>

7 <tcp-only xmlns="urn:opendaylight:netconf-node-topology">false</tcp-only>

8 <sch§ra-cache-directory xmlns="urn:opendaylight:netconf-node-topology">cisco</schema-cache-directory>
9 </node




NETCONF connector (advanced config) E

e Advanced configuration
— Schema-cache-directory
— Reconnect-on-changed-schema
— Connection-timeout-millis
- Default-request-timeout-millis
- Max-connection-attempts

- Between-attempts-timeout-millis
- Sleep-factor
- Kee pa I |Ve'de|ay 1+ <node xmlns="urn:TBD:params:xml:ns:yang:network-topology">
rel . 2 <node-id>j01</node-1d>
—_ - - 3 <host xmlns="urn:opendaylight:netconf-node-topology">{{j01}}</host>
Ya ng m Od u Ie Ca pa bl I Itles il <port xmlns="urn:opendaylight:netconf-node-topology">830</port>
. 5 <username xmlns="urn:opendaylight:netconf-node-topology">vrnetlab</username>

—_ Ya ng I | b ra ry 6 <password xmlns="urn:opendaylight:netconf-node-topology">VR-netlab9</password>

7 <tcp-only xmlns="urn:opendaylight:netconf-node-topology">false</tcp-only>

8 <schema-cache-directory xmlns="urn:opendaylight:netconf-node-topology">juniper</schema-cache-directory>
9w <yang-module-capabilities xmlns="urn:opendaylight:netconf-node-topology">

- Concurrent rpc limit

10 <capability>http://xml.juniper.net/junos/16.2R1/junos?module=configuration&amp;revision=2016-11-22</capability>

11 <capability>http://yang.juniper.net/yang/1.1/je?module=junos-extension&amp;revision=2016-11-22</capability>

12 <!-- <capability>http://yang.juniper.net/yang/1.1/je?module=junos-extension-odl&amp;revision=2016-11-22</capability> -->
13 </yang-module-capabilities>

14 </node>
15 |




NETCONF connector - what available e

e Get datastore
- yang-ext:mount

e Invoke RPC (POST)
- yang-ext:/mount/<module>:<operation> "
Update/Delete a netconf-connector B e S
Get/Set/Modify mounted NEs configuration
Get the operational datastore
Receive notifications from NETCONF NE

Authorization Headers (1) Pre-request Script Tests

Type No Auth

Body Cookies (1) Headers (5) Tests

Pretty Raw Preview JSON v =
s K
~  "Cisco-I0S-XR-man-netconf-cfg:netconf-yang": {
"agent":

2

3

4 ssh':

5w "enable": [
6

7

8

},
11+  "Cisco-I0S-XR-ifmgr-cfg:interface-configurations": {
"interface-configuration": [

i : "GigabitEthernet0/0/0/23",

‘active": "act",
22 "interface-name": "GigabitEthernet0/0/0/10",
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vrnetlab — tool for service models CI/CT/CD * OPEN

® Run your favourite virtual routers in docker for convenient labbing,
development and testing.

e vrnetlab is being developed for the TeraStream project at Deutsche Telekom
as part of an automated CI/CT/CD environment for testing our network
provisioning system.

® It supports: Arista VEOS, Cisco CSR1000v,Cisco Nexus NX-OS, Cisco XRy,
Juniper vMX, Nokia VSR

® Features:

— Use docker and KVM

— Ship as single unit

— Bootstrap

— Flexible networking

— Simple: docker run —privileged -d vr-xrv:5.3.3




vrnetlab — tool for service models CI/CT/CD

e VvMXrunstwo VMS:
e control plane
e forwarding plane

® vMX startup scripts is a mess

e vrnetlab makes it simple!

vMX container

br-int

TCP/5000

TCP/5001

TCP/10001

TCP/10002

TCP/10002

TCP/...n

OPEN
DAY LIGHT




vrnetlab — tool for service models CI/CT/CD

gemu

Virtual Router OS

gemu

Virtual Router OS

OPEN
DAYLIGHT




Join LFN meetup! DAVLIGHT

Assign to group, we will meet soon!

https://www.meetup.com/Open-Source-Networking-Moscow/



https://www.meetup.com/OpenDaylight-Russia/

OPEN

Thank you !
Evgeny Zobnitsev

e-mail: e@zobnitsev.ru
twitter: @ezobn




