Anycast routing implementation
for caching DNS servers in Volga MR

Denis Mikhlevich,
Chief IP-specialist of TTK-Volga,
Saratov city, Russia
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| have collected information about current infrastructure
Volga TTK MR

*By our request TTK CC has assigned us 4 networks
for Anycast routing for retail AS15774:
IPv4: 188.168.15.0/24; 188.168.33.0/24
IPv6: 2202:618:6::/48; 2a02:618:7::/48

| have decided to try to set up caching DNS on zero addresses
eanycast-nsl.ttk.ru. IN A 188.168.15.0 IN AAAA 2a02:618:6::
eanycast-ns2.ttk.ru. IN A 188.168.33.0 IN AAAA 2a02:618:7::

| have chose servers which will have anycast-nsl or -ns2
addresses (one server has one anycast address)

| have chose servers which will be Anycast DNS class1 or
class2



Connection of one Anycast DNS servers

217.23.80.1/24
217.23.80.2/24

ethO AS15774

BGW
AS20485

loopback53

anycast-nsl

188.168.15.0/32

ipsla53

dns ttk.ru name-server 217.23.80.2

vrf INTERNET

tag Anycast NS1

frequency 9

I

track 53 ip sla 53

|

ip route vrf INTERNET 188.168.15.0 255.255.255.255 217.23.80.2 name anycast-ns1 track 53
|

ip route vrf INTERNET 188.168.15.0 255.255.255.0 Null0 name anycast-ns1 track 53




How this become after Anycast DNS
has been implemented
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Monitoring DNS. Software: Zabbix+DSC*

DNS Saratov 217.23.80.2 (188.168.15.0 class 1):

—

Response Rate Codes (1d)

3 Kafls
DNS Saratov 217.23.80.2 {188.168.15.0 class 1): Query vs Response Rate (1d)
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*Collector DNS https://www.dns-oarc.net/




DNS Saratov 217.23.80.2 (188.168.15.0 class 1):
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[ Query Rate UDP Qtype SPF [avg] 0 qgfs 0 qfs 0 qgfs 0 qgfs
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Query Rate Qtypes by UDP (1d)

DNS Saratov 217.23.80.2 (188.168.15.0 class 1): Query Rate Qtypes (1d)
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[ Query Rate Qtype SPF [avg] 0 qgjs 0 gfs 0 qgfs 0 qgjs
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1): Query Rate Qtypes by TCP (1d)

DNS Saratov 217.23.80.2 (188.168.15.0 class
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[l Query Rate TCP Qtype SPF l[avgl Oaqg/s Oaqfs Og/s 0aqgfs

[ Query Rate TCP Qtype SOA [avg] Ogfs O0Oaqgfs Dqgfs 0gfs

[0 Query Rate TCP Qtype DNSKEY [avgl Oq/s 0Oaq/fs Og/s 0aqgfs

B Query Rate TCP Qtype CNAME [avg] Ogfs O0Oaqgfs Dqgfs 0gfs

Il Query Rate TCP Qtype IXFR [avgl Oaqg/s Oaqfs Og/s 0aqgs

W Query Rate TCP Qtype AXFR l[avgl] Oaqg/s Oaqfs Og/s 0qgfs

Il Query Rate TCP Qtype ANY l[avgl 1lg/s Oqg/s 04111qg/s 1qg/s

[ Query Rate TCP Qtype NS l[avgl Oqg/s O0Oaqfs Og/s 0aqgfs

B Query Rate TCP Qtype MX [avg] Ogfs O0Oaqgfs Dqgfs 0gfs

[H Query Rate TCP Qtype SRV l[avgl Oqg/s O0Oaqfs Og/s 0ags

[ Query Rate TCP Qtype TXT [avg] Ogfs O0Oaqgfs Dqgfs 0gfs

[H Query Rate TCP Qtype DS [avgl] Oqg/s Oqg/s 01254qg/s 1lqg/s

[ Query Rate TCP Qtype PTR l[avg] Oqg/s Oqg/s 0.0418qg/s 1lqgfs

[] Query Rate TCP Qtype AAAA l[avgl Oqg/s Oqg/s 02787qg/s 2aqfs

[l Query Rate TCP Qtype A [avgl 1lqg/s Oqgfs 0.5052qg/s 2aqfs

DNS Saratov 217.23.80.2 (188.168.15.0 class 1): Number of recursive clients (1d)
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B Number of recursive clients  [avg] 89 55 9834 155




DNS Saratov 217.23.80.2 (188.168.15.0 class 1): Load Average S5min (1d) DNS Saratov 217.23.80.2 (188.168.15.0 class 1): Total Connections (1d)
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M Load Average 5min  [avg] 11 049 126 276 W Total Connections  [avg] 4882K 3216K Bl134K 8848K

D“NS Saratov 217.23.80.2 (188.168.15.0 class 1): Alive DNS (1d)
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Telegram Bot

VTT

PROELEM. Original event ID: 100000003443057

DS Ulyanowsk 79.132.58.153 (188.168.15.0 class 2) nepectan
OTEEUATE Ha 2anpockl

OK. Criginal event 1D: 100000003443057
DMS Ulyanowsk 79.132.98.153 (188.168.15.0 class 2) eoz08HoBN
OTERUYATE Ha 2aNpockl




Thank you! Questions?

Denis Mikhlevich
denis@mikhlevich.ru
@mikhlevich

nic-hdl: IPv6-RU
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