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TeKyuine Bbi30OBbI

* TeKyuwime BbI30BbI
— 3¢ PeKTUBHOCTb / CTOMMOCTb / CONYTCTBYOLLNI yLLLepb
— To4yeyHan 610KMPOBKA, YTOObI MMHMMU3UPOBATL CONYTCTBYHOLMNA yLLEPD
— MWrpa B npsaTkM (cmeHa aapecos, aeHTMPUKATOPOB, NepeHanpasaeHuna)

— CKpbITHe uenun (Hanpumep, 3a TEFMMTUMHbBbIM CEPBUCOM) AN AOCTYN
NOCPeACTBOM CKpPbITbIX ceTen; PacnpeaeneHHbIn KOHTEHT

— J1oXKHble cpabaTtbiBaHUA (B TOM Yncse U cneunanbHO HaBedeHHble, ANA
HeLeneBoro UCNob30BaHUA cMCTEMbI BIOKMPOBOK)

— «Mcnonb3oBaHne» NHGPACTPYKTYpPbl CUCTEMbI B/IOKMPOBOK A5 BbiBEAEHUA U3
CTPOSi CETMEHTOB CETU WU 3/IEMEHTOB KPUTMUYECKON MHPPACTPYKTYpbI

* bnoknposKa byaet HEBO3IMOXKHOM H6e3 cucTembl BCeobbeMOLLETO
KOHTpoAA (pervasive monitoring) n cMctem BHELWHErO MOHUTOPUHTA



Challenges

* Challenges

Efficiency vs. cost

Targeted blocking in order to minimize collateral damage

Hide-and-seek (changing IP, changing identifiers, decentralised content)
Hidden services (incl. accessed through other ones) and covert networks

False positives (incl. cases of blocking mechanisms abuse in order to DoS some
targets)

Blocking system misuse in order to disable critical infrastructure or
connectivity between networks

* Blocking will be impossible without pervasive monitoring

including external monitoring to obtain additional data for analysis



IETF view

RFC 6973 — Privacy Considerations for Internet Protocols, July 2013

RFC 7258 — Pervasive Monitoring Is an Attack, May 2014

— ... PM ... needs to be mitigated where possible, via the design of
protocols that make PM significantly more expensive or infeasible

RFC 7624 — Confidentiality in the Face of Pervasive Surveillance: A
Threat Model and Problem Statement, August 2015

RFC 7754 — Technical Considerations for Internet Service Blocking
and Filtering, March 2016



TLS SNI Encryption

e TLS Server Name Indication, RFC 3564

— Monitoring tools might use SNI transmitted in
plain text to determine requested service among
others, collocated on the same host.

* TLS SNI Encryption

— https://tools.ietf.org/id/draft-ietf-tls-sni-
encryption-00.html



DNS

DNS Privacy Considerations, RFC 7626

— DNS requests are able to give information not only about websites we using,
but also for people we send an email and much more

* For example, OPENPGPKEY & SMIMEA RR

Encryption

— DNS over TLS and DTLS, RFC 7858 & RFC 8094

— The EDNS(0) Padding Option, RFC 7830
Authoritative servers

— DNS Query Name Minimisation to Improve Privacy, RFC 7816
Recursive servers

— DNSSEC signed answers embedded in application level protocol?



Opportunistic IPSec using DNSSEC

* Opportunistic Encryption using the Internet Key Exchange,
RFC 4322

e Current implementations:

— Resolve and validate both A/AAAA and IPSEKKEY resource
records

— If signed IPSECKEY record found, IKE daemon negotiates IPSec
tunnel using specified key

— Application obtains A/AAAA records and send data over IPSec
tunnel provided

— |IPSECKEY may be also stored in in-addr.arpa., ip6.arpa. zones



Opportunistic Security for HTTP/2

* RFC 8164 from May 2017

— Intended to avoid passive pervasive monitoring,
downgrade attack is possible

e e.g. removing Alt-Svc: HTTP header

— Uses concept of alternative services as in RFC
7838



Similarly for other protocols

* Encryption triggers:

— DNS-based authentication of named Entities: TLSA,
SMIMEA, OPENPGPKEY RR

— SMTP Security via Opportunistic DNS-Based
Authentication of Named Entities (DANE) Transport
Layer Security (TLS), RFC 7672



Summary

e Effects
— Efficiency (detectability) {,
— Granularity ¢
— Cost, Collateral damage T

* «Block=and-forget» approach no longer works



NToro

* ddeKTbl

— 3PpdeKTMBHOCTb (cnocobHOCTbL 0O6HaApPYKUTL)
— To4HoOCTb
— CtoumocTb, conyTcTByowmni yuwepb T

* [Mogxopn «3abnoknposaau 3abbln» bonee He
paboTaer



What’s next?

* Pervasive monitoring
— Statistical analysis
— Behaviour analysis

e External monitoring tools
* Collaborators (as defined in RFC 7624)

— ISP, Service providers (infrastructure, advertisers, CDN,
etc.), Software vendors



Y10 nanbuwe?

 CpeacrtBa oTcnexuBaHua (pervasive monitoring)
— CTaTUCTMYECKUN aHaANU3
— [MoBeaeH4YeCcKn aHanus3

* CpeacrtBa BHELIHEro MOHUTOPUMHTA
* NHPopmaTopbl

— ISP, onepaTtopbl cepBUCcOB (MHOPACTPYKTYPHbIE,
peknama, CDN n 1.n.), pa3zpabotumnkmn MO



BbiBOAbI

* [1pOCTbIX MEXaHN3MOB OrPAHNYEHMNA AOCTYMNA
NOCTAaTOYHO ANA MUHUMA/IbHOTO OrpaHUYEeHUS
nocTyna B 60NbLUMHCTBE CAYyYaeB

* B oCcTanbHbIX C/Iy4asax Heobxoanma
onepaTtuBHaA paboTa

— N COOTBETCTBYOLLME CpeaAcTBa ONEPATUBHOM
Pa3paboTKM



Summary

* Simple content blocking mechanisms are
sufficient to get adequate results for most
cases

* Other cases require targeted measures

— and corresponding tools for operative
Investigative activities



Questions?

Anton Baskov <ab@architecturebureau.org>




Bonpocbl?

Anton Baskov <ab@architecturebureau.org>




