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Cxema cetu

» 4 norpaHM4YHbIX MapLlupyTmsaTtopa - 2 B Mockse, 2 B C[16
» AS49505 aHoHcupyeT okosio 300 IPv4 npedmKcos
» [lpeBanmpoBaHMe UCxoaAwero TpadPmKa Haj BXO4ALMM

(LOA)
» AnamHKM - TTK, Rascom, RETN

» [npuHrn - MSKIX, DATA-IX, Cloud-IX, DE-CIX, LINX etc




Cxema cetu

» Ha IX ncnonb3syrotca poyTt-cepBepbl, MPAMbIX CECCUM
MUHUMYM

» Ha HekoTopbix IX aHOHCMpoOBaIMCb more-specific
MapLIpyTbl A/19 YBeIMYEHUA BXoAAwero Tpaduka




Anycast

» Anycast ncnonbsyetca gna DNS
ns1.selectel.org, ns2.selectel.org -
31.131.254.0/24, 31.131.255.0/24

» DNS-cepBepbl pa3melleHbl BO BHELWWHUX AaTaleHTpax

» /[InAa KOHHEKTUBUTU C MUPOM Ucnonb3yeTca AS49505




IX

» IX - 370 60/blION L2 cermeHT, rae ntobon y4acTHUK BUAUT
n6oro apyroro no L2

» NHpopMauma o MaplupyTtax, Kak npasmsio, umeeTca Ha RS
» PoyT-cepBepoB 00bI4YHO ABa.

» Blackhole-KoMMyHUTU Ha IX - cneumanbHasd KOMMYHUTH ANA
IX, KOTOpYIO YYaCTHMKM MOryT aHOHCUpOBaTb Ha RS

» MapuwpyT ¢ blackhole-community nau naet B NullO, nau
€CTb CMeumanbHbIM MapLLpPYTHU3aTop Ha IX, KoTopbiM
AponaeT BeCb TpaumK




[lepBadA KpoBb

» Houb c nATHUUBI Ha cy660Ty, 0:30

» YacTb K/IMEHTOB CTana ¥anoBaTbCA Ha OTCYTCTBME
cBA3HOCTM. C YeM, KaK, NMoYemy - HEMOHATHO, TaK Kak
3aMnpoc MapLUpyToB U T.M. - 3aHMMAET BpEMSA.




[lepBadA KpoBb

» 3 NpM3HAKOB - TeXNoAAEepKKa KanyeTcs, YTo nepecTan
pa6oTtaTb Slack

» [MageHue Tpadpumka Ha TTK

» Ha apyrux ansiMHKax TpamK He BbIpoC \

cvt-rtrl: Interface ae4 - TTK (2d)
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[lepBaA KpoOBb - peaKumA

«HaBepHoe, 4To-TO c/iIoManocb B TTK»>
deactivate protocols bgp group Uplinks neighbor <TTK>

» Slack 3apaboTan

» KnMeHTCcKue pecypcbl, Ha OTCYTCTBUE CBA3HOCTM C
KOTOPbIMU OHM KaJIoBa/IMCb, CTaJIM AOCTYMHbI




OcHoOBHag 4acTb

» B panone 02:00 onatb nepecTtan pabortatb Slack

» WMccnepoBaHue npo6neM NMNOKa3a/10, YTO YaCTHNHYHO HEeT
CBA3HOCTHN UMEHHO C 3apy6e>I{HbIMl4 pecypcamu

» MaccoBble 3BOHKM K/IMEHTOB




/InarHoCTHnKa

» OCHOBHOM MHCTPYMEHT - 3TO traceroute.
MMEHHO C ero NOMOLLb0 OOHapPYXKUIU,
4yTo Nnpo6siema B panoHe DE-CIX.

» AcmmeTpusa TpaduKa - ecam TpadPuK UAeT OT Hac yepes
DE-CIX, Bce OK.

Ecnu Tpaduk naet K Ham yepes DE-CIX, 1o Bce nsioxo

» CmoTpmm Looking glass no BcemMy MapupyTy TpadukKa.




[® TTK Looking Glass - sho:  x

&

C | ® lg.ttk.ru/?2query=bgp&protocol=1Pv4&addr=188.93.16.2&router=msk05rb

TH

TTK Looking Glass - show bgp 188.93.16.2

B3arnsium Ha mup
noa ApYyruM yriom

TTK. lNovyeMy TaK?

Router: msk05rb
Command: show bgp 188.93.16.2

- = Last Active, * = Both

+ = Active Route,

A V Destination P Prf Metric 1  Metric 2 Next hop AS path
* ? 188.93.16.0/22 B 170 70 2000 2854 49505 1
unverified >10.77.99.6
10.77.99.38

Router: mskO5rb
Command: show bgp 188.93.16.2 nolddown, © hidden)

n, @ hidden)

olddown, © hidden)

+ = Active Route, - = Last Active, * = Both 5 paeh
I
A V Destination P Prf Metric 1 Metric 2 Next hop AS path
* ? 188.93.16.0/22 B 170 70 2000 2854 49505
unverified >10.77.99.6

10.77.99.38




DE-CIX. RS1

@) https:;//lg.de-cix.net X

< C' @ HagexHbin  https://Ig.de-cix.net w

DE-CIX Frankfurt - BIRD Looking Glass

Route Server Network prefix or IP address

IPv4: rs1.fra.de-cix.net v Submit

> sh ip bgp 188.93.16.2
*¥*¥* Note: the first route is the BEST ***
188.93.16.0/21 via 80.81.195.12 on bond@® [R195_12 2017-07-16 ©3:09:12] * (100) [AS49505i]
Type: BGP unicast univ
BGP.origin: IGP
BGP.as_path: 49505
BGP.next_hop: 80.81.195.12
BGP.local pref: 100
BGP.aggregator: 188.93.17.37 AS49505
BGP.community: (49505,2) (49505,3)
via 80.81.193.166 on bond@ [R193_166 2017-07-03 18:30:30] (100) [AS49505i]



DE-CIX. RS2

@) https://lg.de-cix.net X

< C

DE-CIX Frankfurt - BIRD Looking Glass

Route Server Network prefix or IP address

IPv4: rs2.fra.de-cix.net v Submit

@& HapexHbin https://lg.de-cix.net

> sh ip bgp

*¥*¥* Note: the first route is the BEST ***
188.93.16.0/22 via 80.81.193.97 on bond® [R193 97 2017-07-16 00:51:23] * (100) [AS49505i]
Type: BGP unicast univ
BGP.
.as_path: 2854 49505
BGP.

BGP

BGP

.local pref: 100
BGP.
BGP.

188.93.16.2

origin: IGP

next_hop: 80.81.193.66

aggregator: 188.93.17.37 AS49505
community: (0,6939) (1299,2009) (1299,5009) (1299,7009) (2854,21677) (9002,65535)
(20764,1500) (50952,20210) (50952,21000) (65077,179) (65535,666)




DE-CIX

» RS1

> sh ip bgp 188.93.16.2
*¥¥* Note: the first route is the BEST ***
188.93.16.0/21 via 80.81.195.12 on bond@
Type: BGP unicast univ
BGP.origin: IGP
BGP.as_path: 49505
BGP.next _hop: 80.81.195.12
BGP.local pref: 100

» RS2

> sh ip bgp 188.93.16.2
¥*¥* Note: the first route is the BEST ***
188.93.16.0/22 via 80.81.193.97 on bond@
Type: BGP unicast univ
BGP.origin: IGP
BGP.as path: 2854 49505
BGP.next _hop: 80.81.193.66

\ P



KTo BUHOBAT!

role:

address:
address:
address:

phone:
phone:
fax-no:
e-mail:

admin-c:

tech—-c:
tech-c:
tech-c:
tech-c:
tech-c:

nic-hdl:

tech-c:

remarks:
remarks:
remarks:
remarks:

EQUANT RUSSIA Network Operation Center

LLC Equant/Russia

1-st Krasnogvardeyskiy proezd, build. 15
Moscow, 123100, Russia

+7 495 705 9229

+7 495 929 9500

+7 495 929 9420

noc@rosprint.net

YVM-RIPE

YVM-RIPE

DRP23-RIPE

YA589-RIPE

0A2285-RIPE

VP12948-RIPE

ERNO3-RIPE

PD7507-RIPE

trouble: ===
trouble: General questions: noc@rosprint.net
trouble: Spam and abuse: abuse@rosprint.net
trouble: Routing: noc@rosprint.net




PelieHne npobsiembl

» YopaTb more-specific!
» YacTMYHO CBA3HOCTb BOCCTAHOBM/IACh.

» Ha DE-CIX RS2 nepectann 6b1Tb more-specific MapLipyThbl,
Kotopble 100% ctaHoBMAMCE best ana ydacTHMKOB IX

» Ho - o6bI4HbIEe IPV4 aggregates Obian Ha RS2
C BN1EKX0/1-KOMMYHUTH




PelieHne npobsiembl

MonbiTKa cBA3n ¢ NOC Rosprint (Orange, Equant)
» Ha ropoackou tenedoH noYTM He JO03BOHUTHCH

» OauH mu3 cotpyaHmkoB NOC HanaeH Ha MOBMIbHOM, HO OH
B OTNYyCKe

» Peakuma cotpygHukoB Orange - nMwIMTe Ha Noc@,
B NMOHeAeNbHUK pa3bepemcs.

» [MOBTOPHbIN 3BOHOK -
«BaM CKasa/iM nucatb email, Ao cBMAaHMS»




PelieHne npobsiembl

» [Mncbmo 1 3B8o0HOK B DE-CIX

Ahmer Baig via RT <support@de-cix.net>
to sizovkirill, me, noc, support |~

Dear Kirill,

Thanks for the calling. Please note that we are Layer 2 platform we do not manage customer prefix routing.

\ ~




PelieHne npobsiembl

» MMucbma B MSK-IX 1 DATA-IX ¢ npocb60oM OTKAOYUYUTD
Rosprint.
AuarHocTuka route-leaking

» 11:26 - npo6eMa pelieHa

aleksandr.komarov@orange.com
tome |~

Konnern, npowy nposeputb pabotocnocobHocTb cepBuca.

C yBaxeHuem,

Business
S Services

AnekcaHap KomapoB
NHxeHep, CeKTop 3KCNEepPTHOro yrnpasneHusi peLLleHUs MU No nepeaaye aAaHHbIX

Ten. +7 (495) 777 0800 oo6. 4095



YpOKM Ha byayulee

» Hanuume more-specific ynpoctuno 3agavy!

» MOHUTOPUHT

JIOJTI’KEH OblITb MOHUTOPMHI CBA3HOCTU CBOEU CETH
Ha IX gonxKHo 6bITb Kakoe-1o APl anga RS

» CBA3HOCTb HaZ0 NMPOBEPATb U3 pa3HbIX TOYEK,
NPAMbIM 1 06pPaTHbIM TPA(PUKOM.




YpOKM Ha byayulee

Y TTK ecTb HI0AQHC B MapLUpyTM13auMmn BHYTPU CETU
» 188.93.16.0/21 aHOHCMpPYeTCA Kak rnobanbHbiM NpeduKc

» 188.93.16.0/22 1 188.93.20.0/22 aHOHCMPYIOTCA KaK
more-specific Ha IX

» More-specific aHoHcupytoTca B TTK ¢ no-export

» Ho MockoBckMM maplupytusaTtop TTK
«He BUAUT» 3TMX MapuipyTtos m3 Cl16

» To-ecTb, no-export B TTK paboTtaeTt BHYyTpH
MapLupyTm3aTtopa, a He BHYTpu AS ?




YpOKM Ha byayulee

» Ha IX Hago Bcerga cMoTpeTb Ha ob6a RS

» [louyeMy IX npuHMMaeT mapupyTbl ¢ blackhole,
OT/INYHbIE OT /32?




YpOKM Ha byayulee

» Anycast MMeeT cmbica oTAeNATb No AS OT OCHOBHOM CETU

As you are the member of AS-URAL that is a member in the AS set of AS-ROSPRINT (AS2854),
http://irrexplorer.ninog.net/search/AS-URAL
so routes working accordingly.

For me, it looks like a human mistake by AS2854. The most faster resolution for such problem will be to contact them directly and ask them the reason of
blackholes routes.

But now the route 5.178.85.90 looks fine and | do not see for Blackholing (at the moment):







