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OBLIECTBO 3ALIUTBI WHTEPHETA



States wants to restrict access to some information (and services) to “protect

citizens”
(lllegality and ilicitness of content is out of the scope of this presentation).

Also, non-democratic states or states with government controlled telco monopolies
with possible full Internet shutdowns are not covered.



The Internet

Simple Network - Agile Edge
inexpensive equipment = faster development
Protocols developed to work, not to comply “interests”.

successful protocols and solutions survives



Russia

Internet was succesfully developed (nearly) without attention from state and
regulations.

But Internet became one of powerful media, to be ignored by state.

Motivation (public or not) of legistators/regulators, exact acts are out of the scope
of this presentation.

Just impression and some results.



Russian content blocking (for children)




Russian content blocking

- legislation: content must be blocked, no matter how it's possible
- regulation: let’s block content where we can regulate it (licensed companies)

(no consultation to industry required)

Someone heard about URL, and hostname, and IP address.

order to block T P> ineffective P> block even more




Technical measures

RKN as illegal content registry.

- nontransparent procedures for adding resources to the registry
- really doubtful technical measures

- unclear and untransparent blocking supervision

- hardly achievable content removal

Technical regulation evolution: “download registry, block as you can” to
“we want you to use DPI! (from selected vendor)”
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Damage by “content blocking” (everywhere)
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Network operators

Network operators trying to minimize monetary costs of blocking
(network is not designed to do blocking)

1) Block at recursive DNS

2) Block by packet filter

3) Forward “suspicious” packets for further investigation (proxy, DPI)
... and other tricks



Technical DAMAGE

1) Network is no longer simple
2) DNS resolution interference (recursive is no longer recursive)
3) More powerful network devices required (additional matching/forwarding)

4) Additional equipment required “DPI” -
computational power ~<active users>*<number resources to block>

5) More points of failure

Basic principles of Internet are broken.



Business DAMAGE

1) More expensive equipment - less money for development

2) More administrative procedure

3) Risk of fines (remember untransparent supervision)

4) Some markets lost - no one outside Russia need IP Transit with Russian
filtering.



Malicious DAMAGE

Abuse of the registry

- by DNS resolutions (at the start and after introduction of fines)



DAMAGE to hosting and content delivery

1) More administrative procedures
- sometimes ignored by RKN
2) Collateral blocking (see rublacklist.net)
- and CDNs and popular clouds
3) Nontransparent removal from the registry



Reputational DAMAGE

Some cases now at ECHR

- collateral blocking
- censorship-like blocking (kasparov.ru, grani.ru)
- abuse of power (LinkedIn, DailyMotion, Facebook to prepare)



INANITY

1) Users can avoid, if they want
2) Resources can dodge, is they really want
3) No proof of blocking effectiveness:
- No evidence of gay identification decrease
- No evidence of drug consumption decrease
- No evidence of copyright holder profits increase etc...



More to come:

Quasi-licensing for internet actors

- registry of personal data operators

- registry of internet-intermediaries, bloggers
- registry of news-aggregation services

- registry of online cinemas

- more to comel...

Requirements for quasi-licensees: identify users, restrict foreign ownership, follow
RKN reglaments



HOT UPDATE: New order

06 ymeepxdeHuu nopsidka e3aumodelicmeusi PedeparibHol cryxbbl 1o Had30py 6 cehepe ces3u, UHGPOPMaUUOHHbIX MEXHOI02Ul U Macco8biX KOMMYHUKauul ¢
siadenibyemM UHGHOPMaUUOHHO-MeIeKOMMYHUKaUUOHHbIX cemeli, UHGhopMayUOHHbIX PeCcypcos, nocpedcmeomMm Komopbix obecrieyugaemcs docmyin K
UHGOPMaUUOHHBIM pecypcam, UHGOPMaUyUOHHO-MeNeKOMMYHUKaUUOHHbIM cemsiM, 00Cmyr K KOmopbIM 0gpaHuYyeH Ha meppumopuu Poccutickol ®edepayuu 8
coomeemcmeuu ¢ ®edeparsnbHbiM 3akoHoM « 06 uHghopmayuu, UHGHOPMaUUOHHbLIX MEXHOI02USX U O 3alyume UHGopMayuu», ornepamopoM MOUCKO8bIX CUCMEM,
pacrnpocmpaHsowuM 8 cemu «VIHmepHem» peknamy, Komopasi Hanpas/eHa Ha rpuserneqyeHue gHUMaHusi nompebumened, Haxo0AuWUXCcs Ha meppumopuu
Poccutickoli ®edepayuu, Kk chedeparnbHoli 20cydapcmeeHHOU UHGopMayUuoHHOU cucmeme, codepxxawiel nepedyeHb UHGOPMaUyUOHHbIX PeCcypcos, UHGOPMayUOHHO-
mernieKoMMYHUKaUUOHHbIX cemel, docmyr K KomopbIM ogpaHU4yeH Ha meppumopuu Poccutickol ®edepayuu 8 coomeemcmeuu ¢ @edeparnbHbiM 3akoHOM « 06
UHgbopmayuu, UHGOPMaUUOHHbIX MEXHOM0o_USX U 0 3awume uHgopmayuu», 06 ymeepxo0eHuu rnopsidka nodkmoyeHuUss u docmyna enadenbyes UHGopMayUOHHO-
mesieKOMMYHUKaUUOHHbIX cemedl, UHGhOPMaUUOHHbIX Pecypcos, nocpedcmeomM Komopbix obecrniedueaemcsi 60cmyn K UHGhOPMaUUOHHbIM pecypcam,
UHGbopMayUOHHO-MeIeKOMMYHUKaUUOHHbIM cemsiM, doCmyrl K KOmopbIM 02paHudeH Ha meppumopuu Pocculickoli ®edepayuu 8 coomeemcmeauu ¢ ®edeparibHbiM
3akoHom «O6 uHghopmayuu, UHGHOPMAaUUOHHBIX MEXHOI02USX U O 3auume UHgopMayuu», ornepamopos MoUCKO8bIX CUCMEeM, pacrpoCmpaHsIUUX 8 cemu
«VIHmepHem» peknamy, Komopas HarnpaeJseHa Ha rpuereqyeHue eHUMaHus nompebumened, Haxodaujuxcs Ha meppumopuu Pocculickol ®edepayuu, K
gedeparnbHol eocydapcmeeHHOU UHGhopMayuoHHOU cucmeme, cooepxauweli nepedeHb UHGhOPMaUUOHHbIX PECYPCO8, UHGhOPMaLUOHHO-MENEeKOMMYHUKaUUOHHbIX
cemeli, docmyn K KOmopbIM OgpaHuU4eH Ha meppumopuu Pocculickol @edepayuu 8 coomeemcmeuu ¢ PedeparibHbiM 3akoHoM « Ob6 uHghopmayuu,
UHGhOpMaUUOHHbIX MEXHO02USX U 0 3auume UHghopmayuu» U K UHghopMayuu, paameuweHHol 8 Heli, a makxe 06 ymeepx0eHuu pexuma obpabomku u
ucrnonb308aHuUsi UHghopmayuu, pasmeweHHol 8 pedeparibHol 2ocydapcmeeHHOU UHGhopMayUOHHOU cucmeme, codepxaujeli nepevyeHb UHGHOPMaUUOHHbIX
pecypcos, UHGhopMaUyUOHHO-MeeKOMMYHUKaUUOHHbIX cemel, docmyrl K KOmopbIM 02paHu4eH Ha meppumopuu Pocculickolti ®edepayuu 8 coomeemcmeauu ¢
®edeparnbHbiM 3akoHOM « O6 UHGhopMayuu, UHGOOPMAaUUOHHbLIX MEXHOI02USIX U O 3awume UHgopmayuu



HOT UPDATEZ:

Now, RKN “discusses” order on “How blockpage should and shouldn’t look like”
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UKRAINE

Poroshenko “sanctions list”, addition to economical sanctions.
No enforced requirement to block

Russia-like legislation to come

There are industrial associations, hope will be able to resist.



PocKOMHa/30p 3a6/10KMPOBAJ CAT € MY/TbThWIbMAMK XKaHpa

"XeHTall" ww
DocTyn K pecypcy 3a6nokupoBaH. oo
DEHOE K oo

s

KOOP/AMHBUMOHHE LIEHTP HALMOHANEHOTO OMEHa CETH MHTEPHET NDEKPATUN AenerupoBaKie
OMEHHOIO UMeH# UHTEDHET-DECYPCa NOPHOrPAdMHECKDR HANPABNEHHOCTY "VIMNepus XenTai" no
WHTepHera.

POCKOMHaZ30p OTCNEXWBAET U NORBNeHue "3epkan” aToro caita u Gyaer BHOCUTL B peecTp Bce
~HaEHHLIE CCBINKA, NPERYNPERAEIOT 8 BEAOMCTEE. OCHOBAHAS AR 3TOTO 8CTS.,

YsaxaeMbiii AGoHeHT!

@ Nocryn k UnTepH

3a6nokupc

MO pelleHunto opraHoB rocy;

i caiit pasvewsan "XEHTail" - XBHP AOHCKOM BHAMALIUY, KOMUKCOB
"MaHra, a Taioke CTANMIOBHHEIE 1OQ AMOHCKAE MYNSTUK M3OGPAXEHHS, OCHOBHBIM INEMEHTOM
KOTODLIX RBNFIOTCS SPOTHHECKNE MM NIOPHOTDADAHECKHS CUSHS.

calita cocTaBnAnk u306paxeHMs “NIonMKOH" -
5 COKCYansHOTO XaPaKTepa C y4acTHem

HOocTyn k pecypcy 3a6nokMpoBaH. e

WHHUCTPALUR PECYPCa HESBMEANMTENEHO
aHwA CryxGbi yAanAT 3anpeuexyio
PErYNAPHO BLIKNAALIBANU HOBLIA KOHTEHT C
aHorpachun.
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YBaxaemblii aboHeHT!
DanHbiii pecypc 3a610KMpOBaH

PaHMHEN B COOTBETCTBMM ¢ DedepanbHbimt 3aKOH =
POTUBOAGACTBMN  SHCTPEMMCTCKOM  AGRTENBHOX
e aerelt oT MHbopMaLIW, npniHAIOLEH Bpel https: vk . comfrkn, tyan
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Everywhere like this? (Be3sgeTtak?)

HET! (Y10 Obl Ham He roBopunu Be3aeTakepbl)

Denmark
Voluntary DNS filtering, (CP, Gambling, Copyright), strong IT association

Czechia

Not enforcable (Gambling), strong IT association
Armenia

Not enforcable (Gambling), strong IT association



Conclusion

States, regulators, supervisory bodies does
not understand and does not want to
understand how Internet works.

It’s time for us to come out of our comfort
zone of “technical community”.









