Operating a Secure
Network

Effects of Encryption

A Fairy Tale of Happiness



YnpasneHue
3alWUNLLEHHOW CETbIO

JPPeKTbl WNPPOBAHUA

CKa3Ka o cyacTtbe



A Fairy Tale

With a grain of reality though.



CKa3Ka

C 3epHOM peasnibHOCTMW.



A Feeling of Security

* Pervasive Monitoring is a problem.

* Let’s Address Pervasive Monitoring with Pervasive
Encryption.

* Problem solved.

e Just at what cost?



OwyLeHmne 6e30nacHOCTU

BceobLwuymit MOHUTOPUHT — 3TO Npobnema.

Monpobyem oTBETUTL Ha BCEOOLWYNIN MOHUTOPUHT
BCceobwymMm WndpoBaHUEM.

N npobnema pelueHa.

Ho no Kakou ueHe?



Encryption in the network

* Has been around for long. At different layers. Done in
different ways.

* Authentication and encryption.
* Opportunistic encryption, strong end to end encryption.

* Accessibility of encryption.



LInppoBaHme B ceTu

* LLinppoBaHue NpMUCYACTBYET B TEYUEHNE ANNTENIBHOTO
BpemeHU. Ha pa3HbIX YPOBHAX. PeasiMn30BaHO MO pa3sHOMY.

 [MpoBepKa noannHHocTu (authentication) u wnedposaHme
(encryption).

e OnnopTtyHuctnyeckoe wmndposaHme (Opportunistic
encryption).

e locTynHOCTb WndpOBaHUA.



Relativity of Importance

Privacy concerns should not make the network to become
unmanageable.

The network has to work.
No service vs degraded service vs full service.

No privacy vs compromised privacy vs full privacy.



OTHOCUTENbHOCTb BAXXHOCTU

Mpobnembl KOHOUAEHUMANBHOCTU HE AOMKHbI NPEBPALLATb
ceTb B Heynpas/semylto.

CeTb 0O/MKHA paboTaTh.

OT1cyTcTBME 06CNyKMBAHUA, yXyaLLleHHOe 0b6CcnyKMBaHMe, U
obbi4HOE obcnyKnBaHue.

HuKkakon KOHPUAEHLUMANbHOCTU, YAaCTUYHAA
KOHOUAEHUMANBbHOCTb, U MOJIHAA KOHOUAEHLUMANBbHOCTb.



s Everything Broken?

* Access to cleartext traffic and user identities certainly helps.
It is not mandatory though.

* The times of running ‘debug all’ on a production node have
mostly passed.

* Lack of access to cleartext payload and signalling may result
in development of inherently flawed/insecure/damaging
operational practices and protocol extensions.



Bce-nm chomaHo?

e JlOoCTyn K OTKPbITOMY TPAadUKY 1 yAOCTOBEPEHUAM
nonb3osaTtenen, besycnoBHo, nomoraeT. Ho 3To He
obAa3aTenbHO.

* BpemeHa BbinonHeHua ‘debug all ' Ha paboTatowem ceteBom
y3/1€ B OCHOBHOM MNpPOLWJIO.

e OTCyTCTBME AOCTYNA K OTKPbITOMY TPAadUKY U CUTHANU3ALNN
MOXET NPUBECTU K nosABAeHUto aedpeKTHbix/HebesonacHbIx/
PA3PYLLINTENBbHbBIX MPAaKTUK U pacLUMPEHNIN NPOTOKO/OB.



General Trends

 Attacks will not get worse. Attacks will only get better.
* Application to network interface.

 Traffic type distribution is narrowing. HTTP over TLS as the
universal transport protocol.

* The level of encryption in use is not going to decrease.



Obwme TeHaeHUNn

ATaKu He yxyalwatoTbcs. ATaku byayT TONbKO yayyllaTbeA.
NHTepdenc mexay anankaumen u cetblo.

KonnyectBo TmMnoB TpadmKa coKpalwaetca. HTTP nosepx TLS B
KayecTBe YHMBEepPCabHOIro TPAHCMNOPTHOrO NPOTOKOMA.

O6LWwui ypoBeHb WNPPOBAHMA B UCNO/Ib30OBAHMNM HE
cobupaeTca CHMKaTbCA.



The Context

* The scope of monitoring — from a sniffer on a home wireless
link to monitoring country egress links.

Use to user (application to application) vs session level
encryption vs transport level encryption.

* Transit providers, application providers, hosting providers.
* Eyeballs vs service/content generation
* Datacenter as the new core of the network.

* Decryption/termination of ingress sessions and keeping intra-
DC traffic clear. Scale of decryption.



KOHTEeKCT

OT MOHUTOPMHIa Ha AOMaLLHeN becnpoBOAHOW CETU A0
MOHUTOPUHIA BbIXOAa BCEWN CTPAHDbI.

End to end nonb3oBanbcKoe wndpoBaHune, WNPpoBaHue
ceccuu, wudposBaHUe TpaHCNOPTa.

TpaH3UTHbIE NPOBaNAepPbl, NPOBANAEPbI aNANKALUN, XOCTUHT
npoBanaepsbl.

LleHTp 06paboTKM AaHHbIX KAK HOBOE AP0 CEeTH.

PacwmndpoBKa U TEPMUHNPOBAHME BXOAHbIX CECCUN U
OTKpPbITbIN TpaduK BHYTPM DC. Macwtab pacwumdppoBKu.



Transport interaction

Encryption itself does not change the bit rate much.

Special concealment measures as padding and size adjustment
may do.

Multiplexing (HTTP2, QUIC) may change bit rate a lot.
Overlays and insecure underlay.

Bandwidth requirements — 100G is certainly there, but mobile
links are also present.

Encryption of lower transport layers — optical.



B3anmoaemncreme ¢ TpaHCMopToOm

Camo wndpoBaHMe He CUbHO MeHAeT obbem Nepeaayu
NAHHbIX

CneunanbHble Mepbl COKPbLITUA (perynnpoBKa pasmepa u
BPEMEHM) MOTYT MeHATb 0b6bem.

MynbtunnekcmpoBaHume (HTTP2, QUIC) moKeT cuabHO
N3MEHUTb BUTpPenT.

TpeboBaHuMA K nponyckHon cnocobHocTn — 100Gbps, KOHeYHO,
ecTb Be3ae, HO eCTb U MOOUNbHbIE CEeTU.

LLinppoBaHMUE HUKHUX TPAHCNOPTHbLIX CNOEB - ONTUYECKUM
TPAHCMNOPT.



Security Policy

Unauthorized traffic tunnelling over specific application ports
— HTTP as the universal tunnelling protocol.

Security policy compliance due to lack of visibility.

Data Loss Prevention mechanisms work on unencrypted
streams. Object hashing is not reliable enough.

Enterprise policy enforcement — viruses, worms, tojans, data
leaks, malware protection.

Central control vs control at the end points.



[TonnTKa 6e30nacHOCTU

HecaHKUMoOHMpoBaHHOE TYHHennposaHue Tpaduka — HTTP B
KayecTBe YHUBepCa/ibHOro NPOTOKONA TYHHEeIMPOBaHUA.

CobntogeHne nonnTukm 6e3onacHoOCTU B cpeae OTCyTCTBUA
BUAMMOCTU. BUpycbl, YepBU, TPOAHDI, YTEeYKa AaHHbIX, 3aLLUTA
OT BPEAOHOCHbIX MPOrpamm

MexaHM3Mbl NpeaoTBpaLLeHUs KpaXKbl AaHHbIX paboTaloT Ha
He3alwKnPpoBaHHbIX NOTOKaX. XaWMPOBaHME OOBEKTOB He
ABNAETCA AOCTaTOYHO HaAEeXKHbIM.

LleHTpanbHbIM KOHTPOb MPOTMUB YNPaBAEHUSA B KOHEYHbIX
TOYKax.



Cat Videos

My video is broken. Your encryption broke it.
DPI visibility. CDN optimization.
HTTP redirect for usage based billing.

Content size and partial transfers. Zero rating content
reachability.

Real-time media signalling needs to be visible to
intermediate network elements.



Bnaeo ¢ KoWwKamm

Moe Bngeo He paboTaeT. Bawe wndpoBaHue eé cnomano.
Fnybuna sngnmoctm DPI. Ontummsauymnm gna CDN.
HTTP-redirects. Usage-based billing.

CMI'HafIl/I3aLI,MFI ana Mmynbtnumeanm pea/sibHoro sBpemeHu
AOJ/1XKHAJ ObITb BUOHA MPOMEKYTOYUHbLIM 3/1eMEeHTaM CeTu.



Key Management

* Key management at scale.

* The location of the problem — transport, application, or key
management?

* Attacks on key management tend to be more productive.



YnpaBaeHne Kaoy4amm

¢ ynpaBneHme K/Ilo4amMmM B macLuTabe.

* MecTtononoxkeHne npobaembl — TPAHCNOPT, MPUMEHEHMUE
K/loYen, NN ynpaBneHmne Kntoyamm?

* HanageHus Ha ynpaBaeHue KA4aMm, Kak npaBuo,
ABNAKOTCA bonee NPoAYKTUBHbIMMU.



DoS

* Presence of DoS attack traffic not related to the application
use.

* Fingerprinting, DoS protection, visibility into attack traffic.

* Intelligent DoS attacks/information theft vs brute force traffic
based DoS.



OTKa3 B 0bcayRmnmBaHuUm

* Hannume DoS TpaduKa, He cBA3AaHHOTO C TpadUKOM
NPUIOXKEHUA.

* DoS fingerprinting, 3awuTta ot DoS-aTaK, BUANMOCTb B TPAaPUK
aTaKMu.

* YmHble DoS ataku 1 Kparka uHpopmauum npotms brute force
DoS aTak.



Load Balancers and Optimizers

Integrated and standalone load balancers. Anycasting on
custom header fields. Visibility into headers.

* TLS interception on load balancing environments.

* Performance enhancing proxies, long distance transport
optimizations.

* Content, advertisement injection — need a better dedicated
mechanism for that.

* ALGs and middleboxes are here to stay.



BaﬂaHCVIpOBU_LVIKVI N ONTNMIN3aTOpPDbI

NHTerpmupoBaHHblie N aBTOHOMHbIE 6aNaHCUPOBLLUKM HArPY3KM.
BMANMMOCTb B 3aro/10BKMN NaKeToB.

MepexBaT TLS B cpeaax 6anaHCMPOBKU HArpy3Ku.

[MoBbllWeHNe NPOU3BOAUTE/IbHOCTU NMPOKCU-CEPBEPOB,
ONTMMM3ALMA TPAHCNOPTa Ha boNblLKE PACCTOAHMS.

JIOKanbHbIN KOHTEHT, KOHTEKCTHAA peKNama — HYXKeH
cneumanbHbIM MeXaHU3M ANA 3TOro.

ALGs n middleboxes octanyTca B cetn Ha ponro.



Lawful Intercept

e Lawful Intercept has to work.
* This is not a topic for joking.

e A thin line between lawful and unlawful intercept.



3aKOHHbIV NepexBaT

* 3aKoHHbIN nepexsaT (lawful intercept) gonxeH paboTaTh.
* JTO He Tema ANA LWYTOK.

* TOHKaA rPaHb mexay 3aKOHHbIM MU HE3AKOHHbIM MNMepexBaToOM.



OAM

* Packet marking for OAM purposes.
* Passive monitoring, service level OAM, SLA validation.

* Synthetic service probes.



OAM

* MapkupoBKa naketos aaa uenen OAM.
* [laccuBHbIN MOHUTOPWUHT, service level OAM, nposepka SLA.

* CMHTEeTU4YeCKne cepBUCHbIe 30HAbI.



Caching and Storage

Data at rest encryption.

Deduplication.

Blind caching.

Content compression.

Content blocking.

Encryption decreases effectiveness of caching.



KELUl/IpOBaHl/Ie N XPaHEHWUE

LLlndppoBaHMe AaHHbIX B COCTOAHUWN MOKOSA.
leaynnmnkauma.

Cnenoe KawunpoBaHue.

CxaTue cogepKMmoro.

bAoKNpoBKa coaepXmnmoro.

LLinppoBaHue cHMKaeT 3PPeKTUBHOCTb KILLIMPOBAHUA.



Network Management and Operations

* Decryption for troubleshooting purposes is done by offline
encryption by using private keys available out of band.

* This is a common practice.

* Tooling is important.



YnpaBaeHne ceTbio

* PaclwumndpoBKa ANA yCTPaHEHUS HENOAA0K BbIMOAHAETCA
aBTOHOMHbIM AeWwndpPOBaHNEM C UCNOSb30BAHNEM
NPUBATHbIX KAOYen, AoCTyNHbIX out of band.

* 310 06bIYHAA NPAKTUKA.

* Ba)XHO MmeTb NnoaxoAsiLLve UHCTPYMEHTbI.



Network Infrastructure

e Evolution of RPF and control plane snooping.

* Application performance and monitoring, network
diagnostics and troubleshooting.

e 2-tuple, 5-tuple analysis for various places in network
and encryption technologies.

* Filtering based on URL lookup and DNS resolution
* Encrypted DNS.



CeTeBasd MHOPACTPYKTYPA

e 3gontouna RPF n control plane snooping.
[Mpon3BoANUTENBHOCTb NPUIOKEHUN M MOHUTOPWUHT,
AMNArHOCTMKA CeTU N YCTPaHEHNE HENONAAO0K.

e 2-tuple, 5-tuple aHann3 B pa3nMYHbIX MeCTax B CETH.

* dunbTpaymna Ha ocHose URL-aapecos n DNS
pa3pewleHuna

e lLiIndposaHHbIN DNS.



QO0S

 Traffic conditioning and marking on encrypted payload.

* Everything is HTTP over TLS, web page and websocket based
realtime communication is just HTTP over TLS.

e Congestion management according to application traffic.



KayecTBO obcnyxmaHma (QoS)

* KOHANUMNOHUPOBAHME TPAaPMKa U MAPKMPOBKA Ha
3alWndpoOBaHHOWN NONE3HOU HarpyskKe.

* Bce ato http Hag TLS, Beb-cTpaHMLUbl U HA OCHOBE
BebCcoKeToB 0OLEHNE B peaslbHOM BPEMEHMN-ITO TOJIbKO
http Hapg TLS.

* YnpasneHue neperpyskamum B COOTBETCTBUU C TPaPUKOM
NPUNOXKEHUN.



Do we need to encrypt less?

* No. We need to find better ways to operate in encrypted
environment instead.

 And we need to realize that there will be attempts to block
encryption.

e We should do no evil on the network too. This one seems a
bit harder to achieve though.



HY»*XHO 1 MeHbLUe WNPPOBATH?

* HeT. BMecTo 3TOro mbl A0/KHbI HANTK AyyLlLne cnocobbl
paboTbl B 3alLiMdpPOBAHHOM cpeae.

* /I Mbl A0/I)KHbI MOHUMATb, YTO BYAYT MNOMNbITKU
3abn10KMpoBaTb WNppoBaHMe.

* Mbl He AO/IKHbI AenaTb 313 B CETU TOXKe. ITO KaxeTcs
HEMHOro TpyaHee A0CTUYb, XOTA.



Way Forward

* |ETF is working on a set of recommendations for widespread
encryption deployment.

» Please provide feedback on your experiences with
encryption.

* There may be broken/suboptimal things and incorrect
assumptions. That needs to be addressed and fixed.



[lyTb BNepen

* |ETF paboTaeT Hag Habopom pekomeHaaUnn AnAa BHeApPeHUA
Bceobulero wupposaHUA.

* Ham nHTepecHa Bawa obpaTHaA CBA3b O BaLLEM OMbITE C
lWndpoBaHUEM.

e HekoTopble BelWyM MOryT BbITb C/IOMaHHble/HeoNTMMaNbHbIE
NN NPUHATLI HENPaBU/IbHbIE NPEANON0XKEHUA. ETO HYKHO
PAaCCMOTPETb U UCMPABUTD.



Discussion

All fairy tales eventually come to an end.



Ilnckycecuna

Bce CKa3Ku Koraa-to 3akaH4YuBatloTCA.



