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DNSSEC Root Key Hype and Truth

• Video 1* – US television show “Elementary”
• Video 2* – US television show “Blacklist: Redemption”
• UK Guardian article -

https://www.theguardian.com/technology/2014/feb/28/seven-
people-keys-worldwide-internet-security-web

• Recent presentation from my colleague Kim -
https://www.icann.org/en/system/files/files/presentation-root-
ksk-protection-key-ceremonies-13may17-en.pdf

* Thank you to Kim Davies for creating these in a consumable format
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They do not play TCRs on TV
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Real bottom-up, multi-stakeholder example

• 21 TCRs = 7 east US, 7 west US, 7 recovery from TT, BF, RU, CN, 
US, SE, NL, BR, Benin, PT, NP, Mauritius, CZ, CA, JP, UK, NZ…

• Designed to require 3-of-7 to use key (to sign root ZSK).  
• Since 2010
• Meet approximately 1-2 times a year either Los Angeles or 

Washington DC
• Now open ended process. Submit Statement of Interest
• Some travel funding available now
• Go to http://iana.org/tcr   
(Original: http://www.root-dnssec.org/index.html%3Fp=171.html )



|   5



|   6

DNSSEC Deployment Status  (rick.eng.br/dnssecstat) 


