OONI & blockcheck

ObuiecTBeHHbIE “PEBU3OPLI” MHTEPHET-OUNBTPOB




AnaBepabl

“[py3bd, Mbl XOTUM Hay4nUTCA ny4dwie MOHUTOpUTb!”
— ENOG 11, Jleonung Bonkos n "iHaoekc CBAsHOCTH”

youtu.be/acd7HRnmR_M



https://youtu.be/acd7HRnmR_M
https://youtu.be/acd7HRnmR_M

OONI

OONI — Open Observatory of Network Interference.
OanH n3 npoektoB The Tor Project.
OTKpbITble AaHHbIE O pUnbTpaymm nNo ctpaHam c 2012 .

HTTP(S), SNI, TTL, RTT n T.n.



blockcheck

OnpenenuTtens Tuna 6JI0KUPOBKM CanuToB Yy NpoBanaepa.
dokyc npoekta Ha ceTax PO ¢ 2014 r. n (Tenepb) YKpauH.bI.

McnonbayeT Tptoku npoTtue 6aros DPI.

github.com/ValdikSS/blockcheck


https://github.com/ValdikSS/blockcheck
https://github.com/ValdikSS/blockcheck

ErnneTckaa “nMpamuaa’

TE Data, nHtepHeT-nogpasgeneHne Ernnet-Tenekowm.
Cauntbl U3 Topd0 B Ernnte no Alexa rank (MOpHO, KOHEYHO).
UTo nonyyaet nonb3oBaresib?

B 10% — 307 Temporary Redirect Ha AD n malware!



ErnneTckaa “nMpamuaa’

He cam cant. He LAN. He T'lK nonb3oBaTtensa. imeHHo DPI.

ooni.torproject.org/post/egypt-network-interference

ObcyxaeHne Ha KoHdepeHuun ermnetckoro CERT...


https://ooni.torproject.org/post/egypt-network-interference/
https://ooni.torproject.org/post/egypt-network-interference/

| WAS
HACKED



bonblue Open Data”?

OTKpbITb AaHHbIe blockcheck?
BL fingerprint-oB peanusauun punbTpoB B AyXe nmap?

OueHka collateral damage, 3Hagq, roe 6nokmpoBku no IP?
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