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MaHundect (MANRS)

* Onpeaenaetr MMHUMANbHbLIXM NaKeT mep

* [loguyepKMUBaET KONNEKTUBHbIN GOKYC

* “B mo BpeMs kak macc-megma 4acmo nomMoraem
0CBEJOMAEHHOCMU OMHOCUMEABHO MHHOBALMMY,
HeobxognumMo MeXXAMYHOCMHoe o0LieHne NupoB gAS
ybexxgeHns 60AbLIMHCMBA MHGUBUGYYMOB NPUHAMb

HOBYIO MJel HA BOOpykeHue”
(Rogers & Kincaid, 1981).



Llean MaHudecra

* [loBbICUTb OCBEOMIIEHHOCTb U

CTUMYNMPOBaTb KOHKPETHbIE OEUCTBUSA
« PacTyllee coobulecTBo nocregoBaTeneun
MaHudecTta

* [lpogemMoHCTpUpoOBaTh, YTO OTPAacCHb
cnocobHa pellaTb CIOoXHble MPobnemebl

* YeTknn npunsbIB:
“Mbl geaaeM KaGK MUHUMYM MO
M o)xmgaem om Bac moro xe!”



MANRS, 6onee KOHKpeTHO
http://www.routingmanifesto.org

- |_|pl/IHLI,I/II'IbI peLleHnd I'IpOGJ'IGM
- B3aumo3aBMCMMOCTb U B3aMOOENCTBUE
- [lpmBepxeHHOCTb [lepenoBbiM NpakTnkam
- CtumynupoBaHune KnneHToB 1 NUPOB

- Haubonee BaxHble «[lenctBuUsS»
- Qunbrpaumsa aHoHcos BGP
- AHTU-cnypuHr
- KoopanHauua n coTpyaHM4ecTBO
- [NpuHUMNManbHLIN JOKYMEHT, ONMUCbLIBAKOLWLNN «4YTO»

- «Kak» — BO BHELWWHUX OOKYyMeHTax, Hanpumep BCP



KoHeuyHbIU npoAayKT

Beb-cant
Onyb61MKOBaHHbIN JOKYMEHT
PacTywmm cnncok nocneaosaTenem

CCcbl/IKM Ha pecypcbl, NpeaocTasasaoLme
bonee neTanbHyO MHPOPMALMIO O
KOHKPETHbIX peLleHnAX 1 noaxoaax



Work in progress

MHMumnaTnBHaA rpynna

ISOC - HeuTpanbHaAa nnatdopma ANna
KOOpAUHaUUM

[MpoeKT 6bin oNybMKOBAH B Ha4vasie Nonda u
NOJIYy4na 3HaYUTE/IbHOE YMCJI0 OTK/IMKOB U
npeanoXeHnm
http://www.routingmanifesto.org

3aKaH4mBaeTcA paboTa Haa OKOHYATENbHOM
BEepcuen



Xopolwine maHepbl

1. lNpepoTBpPaTUTL PpacnpPoOCTpPaHeHUA
HENPaBUAbHON MApPLLPYTN3aLLMOHHOM
MHPOpPMaLNM

2. MNpenotBpaTUTb TPAadPUK € NOANOKHbIMU |P-
aZipecamm

3. YKkpenutb MHPOPMaLMOHHbIN OOMEH U
KOOPAMHALUMIO MeXAY CETEBbIMM
onepaTtopamu B robasibHOM macLuTabe



Newncraua (1)

[MpenoTBpaTUTb pacnpoCTPaHEHUA HENPABUIbHOM
MapLLIPYTU3aUNOHHON MHPOPMALUU

Network operator defines a clear routing policy and
implements a system that ensures correctness of their
own announcements and announcements from
their customers to adjacent networks with a prefix and
as-path granularity. Network operator is able to
communicate to their adjacent networks which
announcements are correct..



Newncteus (2)

[MpenoTspaTUTb TPAadUK C NOANOKHbIMU |P-

agpecCami
Network operator implements a system that enables
source address validation for at least single-homed
stub customer networks, their own end-users and

infrastructure. Network operator implements
filtering to prevent packets with incorrect source IP

address from entering and leaving the network.



Aewncrsusa (3)

YKpennTb MHPOPMaLMOHHbLIN OOMEH K
KOOPAUHALUIO MeXKay CeETEBbIMMN ONepaTopamm
B rnobanbHOM macwTtabe

Network operator maintains globally accessible up-
to-date contact information.



YTO0 03HavaeT nogaepKka MANRS?

* OpraHu3sauma noaaepxusaet NpuHUKUNBI U
BbIMO/IHAET XOTH Obl O4HO U3 AEUCTBUMN

 OpraHu3auma CTaHOBUTCA YYaCTHUKOM
MANRS, cogencTaya yayylueHunto u
PACLUMPEHMNIO JOKYMEHTA



KTO MOXeT CTaTb Y4aCTHUKOM
NBUNKEHUA?

* CeTeBble onepaTopbl

* [lpyrue opraHM3aLmu, BbICTyNatoLmMe B 3TOM
PO/U
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Introduction

Security in general is a difficult area when it comes to incentives. Security of the global Internet
infrastructure, be it DNS or routing, brings additional challenges: the utility of security measures
depends on coordinated actions of many other parties.

Throughout the history of the Internet, collaboration among participants and shared responsibility
for its smooth operation, have been two of the pillars supporting the Internet’s tremendous growth
and success, as well as its security and resilience. Technology solutions are an essential element
here, but technology alone is not sufficient. In order to stimulate visible improvements in this area a
greater change towards the culture of collective responsibility is needed.

This document aims at capturing this collaborative spirit and providing guidance to network
operators in addressing issues of security and resilience of the global Internet routing system.
Another important goal is to document commitment of industry leaders to address these issues,
which should amplify the impact as more supporters join.

Objectives

1. Raise awareness and encourage actions by demonstrating commitment of the growing group
of supporters

2. Promote the culture of collective responsibility for resilience and security of the Internet's
global routing system

3. Demonstrate the ability of the industry to address issues of resilience and security of the
Internet's global routing system in the spirit of collective responsibility

4. Provide a framework for ISPs to better understand and help address issues related to
resilience and security of the Internet’s global routing system

Principles

1. The organization (ISP/network operator) recognizes the interdependent nature of the global
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