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Routing Incidents 

 

1. Google – 2007: Hijack 

2. YouTube – 2008: Hijack 

3. AS27664 – 2008: Death Leak (First one?) 

4. AS23724 – 2010: Global Hijack 

 

And thousands of other less famous incidents 
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Normal Abnormal 

Prefix Hijacking: Man-in-the-middle 
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Sending traffic back 



Normal Abnormal 

Prefix Hijacking + AS Path hiding 
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Prepend 1, 2 

RPKI doesn’t help 



Normal Abnormal 

Route Leak 
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Death Leak 
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Routing incidents 

• Is there any opportunity to automatically 
mitigate routing incidents? 

No 

• Could origin AS detect the problem? 

No 

• Is there any opportunity to detect routing 
incidents? 

Yes, because AS Path is abnormal in all cases 

 



Abnormal Paths 

AS2 is new provider for AS1 

AS2 is customer for AS1 AS3 is provider for AS2 

AS2 is customer for AS1 AS3 is peering for AS2 

AS2 is peering for AS1 AS3 is provider for AS2 

AS2 is peering for AS1 AS3 is peering for AS2 

AS1 AS2 AS3 

Death Leak 



The Main Reason 



The Main Reason 



Last Week Death Leaks 

Leaker Abnormal Path Duration Country 

AS47579 20485 47579 8359 20 min RU 

AS32421 3257 32421 2914 5 min US 

AS45250 4134 45250 9304 5 min TW 

AS12810 48159 12810 9498 15 min IQ 

AS48159 27757 26613 1239 6 h EC 



Route Leak Dynamics 
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Holidays! 



Radar by Qrator 



Radar by Qrator 

20485 47579 8359 AS48287 



Which is the worst case? 

1. Prefix Hijacking? 

2. Man in the middle? 

3. Route Leaks? 

 

They are all the worst case. 

Prefix announce isn’t the end of the story. 

Take care of your prefixes’ paths. 
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Questions? 

 

radar.qrator.net 


