Y10 Mbl 3HaeM 0 HageXXHOCTU rMobanbLHOU
CUCTEeMbl MapLUPyTU3aLUU U KaK caenaTthb ee

nyyuwe?
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mob6anbHan nHdpacTpykrypa MHTepHeTa

rmobanbHasa ooWwmHa

— MbI Bce NCrnoJibdyem ee n 3aBNCnMM OT HEE

mobanbHble adhdekTbl
— OwmnbKkn KOHDUrypaummn, ataku, NioxkHaa nHdopmauma

— [lpumep: Indosat

CBSAA3HOCTU U B3aMMO3aBUCUMOCTb
— «Bxogawme» n «mcxogsawme» puckm

— [Npumep: ataka Ha Cnamxayc 300I'6/c



CnoXxHocTb NpoodreMbl

TexHu4yeckue pakTophbl
— TexHonornyeckme pellueHus

— OOuwee noHMMaHne npobnemsbl
— Ob6Liee noHUMaHNe peLieHum

JKOHOMUYECKME (PaKTOpPbI

— BHelHne adodekTbl (3KCTEPHANUN), MHGOPMaLMOHHAS
aCMMMeETPUS

CoumnanbHble hakTopbl

— KonnektuBHaa OTBETCTBEHHOCTb
— [lyx coTpygHuyecTBa
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Pucku rmobanbHon cuctemMmbl MapLipyTusauumn?

YacToTta npoucwectBun?

— CoBellaHne No N3MepeHno HageXXHOCTU CUCTEMbI MapLUpyTM3aLum
http://www.internetsociety.org/doc/report-routing-resiliency-measurements-

workshop

— YacToTta 3aBUCKT OT nopora omnbTpaLmm NoXHbIX CUTHaNoB

KakoB acpchekT?
— JlaHHble HeQOCTYNHbI, INOO OTCYTCTBYIOT, NMMOO He pasrnaluarTCs

— OueHKa pUcKoB OCHOBaHa Ha Aoragkax

3aTtparvBaeT nu 3TO Bally CeTb?

— [JeTekTnpoBaHne NHLUWOEHTOB

— VICKIIOYEHNE NIOXKHBIX CUTHATMOB L A nekBaTHO MU 3alUMLLEHa Bala CeThb?
— OueHka achdekTa




https:/Iwww.internetsociety.org/rrs/

e 00 About | Routing Survey &
[@ About | Routing Survey

ou @ https://www.internetsociety.org/rrs/ % & | (B~ Google Q) u a [En
timeanddate.com & Documents 2] Google Calendar Internet Society () ISOC Wiki pages...  “%; About | Routing OC webma

Internet ,,'='\'.
About User login
Routing Resiliency Survey Username *
Introduction m—

[ |
Improving routing security is a key part of ensuring the Internet is a reliable platform for communication around the |
world. Operational data is an important foundation for monitoring developing trends and making rational decisions to * Requestnew password
address security issues related to routing. It is also important to measure the effect of routing security tools and
technologies once they are deployed. Because the inter-domain routing system is global, such monitoring and
measurements should be long-term and be done on a global scale.

However, currently, there is no coordinated approach across network operators to collect or analyze this kind of data,
leaving network operators with only incomplete or anecdotal evidence to understand Internet-wide routing security
issues.

To address this gap, the Internet Society is inviting network operators to participate in an effort to improve the
collection of incident data related to routing resiliency. The effort, undertaken in partnership with the Border Gateway
Protocol (BGP) monitoring service BGPmon (http://www.bgpmon.net), also aims to provide a statistically
representative picture of these incidents and their impacts, and to provide a basis for risk assessment and global
trend analysis. In this context, one important dataset is operational statistics of incidents related to routing security,
as registered by a network operator. This survey is aimed at collecting these operational data.

The Survey



Cobupaemblie gaHHble

UHdopmauus o cetu
— OgHopa3oBo, BO BpeEMS perncrpauum

— Tun ceTn, CBA3HOCTb, MCMOb30BaHME NPAaKTUK U MHCTpyMeHTapusa ans
o6ecnequV|ﬂ 6e3onaCHOCT|/| N yCTpaHEHUA NocrneacTBUM MHUMOEHTOB.

UHhopmauma o npoucecTtBusaX, aBTOMaTU4eCKHN
perncTpmpyemMmbiXx BHeLULHUMN MOHUTOpaMU

— [pn nepBoM BXode B CUCTEMY — UCTOPUYECKNM 0030p 3a nocnegHue 6-12
MecCsILEB

— MNocne aToro 0630p MHUMAEHTOB OOHOBMSIETCS eXXeHeaenbHo

— Mol npocnM y4acTHUKOB KraccudunumpoBaTb 3aperncTpupoBaHHbIe
coObITUA

= 3pdekT: severe, moderate, insignificant, not an incident

= [leTekTpoBaHue: monitoring system, customer call, this alert



AHann3 pMckoB Ha oCcHoBe (haKTn4ecknx gaHHbIX

Filter by
Type
| -All- v
Priority
@# Critical Waming Notice 1 Info
() Include previously classified
[} Show only Active alerts
Filter
ID  Alert Type o Your Prefix
yo AS
794 More Specific 64500 208.67.220.0/24
Announcement by
Customer
734 More Specific 64500 128.189.0.0/16
Announcement by
Customer
735 More Specific 64500 128.189.0.0/17
Announcement by
Customer
736 More Specific 64500 207.23.0.0/16
Announcement by
Customer
737 More Specific 64500 207.23.0.0/16
Announcement by
Customer
738 More Specific 64500 206.12.24.0/22

Announcement by Other
AS

Mara Qrancifia

MNA 12 24 N2

Detected Prefix

208.67.220.0/25

128.189.128.0/18

128.189.96.0/19

207.23.160.0/19

207.23.192.0/119

206.12.26.0/24

OINAR 19 27 NDA

Origin
AS

666

393249

393249

11105

11105

22950

908N

ASPath

1103 271 666

28247 262781 28329

12989 271 271 271
393249

34695 11670 13768 271
393249

558 22822 271 11105

40387 11537 6509 271
11105

553 680 20965 6509
26806 22950

AT MaNT ARNO Taana

Time (UTC)

2013-09-19
15:47:35

2013-06-10
14:15:40

2013-06-10
14:15:40

2013-04-18
18:58:04

2013-04-18
18:58:04

2013-02-11
02:40:29

M4 NI 11

Legend

Critical

Waming

Notice

Info
Seen By
#Probes Duration
666 0
8 22:44:20
7 22:44:20
8 22:01:56
18 22:01:56
1 14:19:31

14 14:10.24

Status

active

active

active

active

active

active

antivn

Classify

] R4

<



AHanus3 puckoB Ha oCcHoBe (haKTU4YeCKUX AaHHbIX

Filter by Legend
Type Critical
ry Waming
bl > Notice
Priority Info
Critical @ Waming @ Notice Info

Include previously classified

Show only Active alerts

Filter
Your ) . Origin Seen By

ID  Alert Type AS Your Prefix Detected Prefix AS ASPath Time (UTC) #Probes Duration Status Classify

794 More Specific 64500 208.67.220.0/24 208.67.220.0/25 666 1103 271 666 2013-09-19 666 0 active
Announcement by 15:47:35 \
Customer

734 More Specific 64500 128.189.0.0/16 128.189.128.0/18 393249 28247 262781 28329 2013-06-10 8 22:44:20 active .
Announceme 2989 % 7 14:15:40 u
Customer 9324

735 More Specific 640 8. YOR7 Q128.1 1 3 695 1 . 22:44:20 active .
Announcement by 393249 14:15:40
Customer

736 More Specific 64500 207.23.0.0/16 207.23.160.0/19 11105 558 22822 271 11105 2013-04-18 8 22:01:56 active .
Announcement by 18:58:04
Customer

737 More Specific 64500 207.23.0.0116 207.23.192.0119 11105 40387 11537 6509 271 2013-04-18 18 22:01:56 active .
Announcement by 11105 18:58:04
Customer

738 More Specific 64500 206.12.24.0/22 206.12.26.0/24 22950 553 680 20965 6509 2013-02-11 1" 14:19:31 active
Announcement by Other 26806 22950 02:40:29 .
AS

720 Mara Qranfin 274 MNA 12 24 N2 M 12 27 NA 208N AIRT AN AENA MRaNa M4 11 14 141091 antiua



Ctatuctuka: Yuactue

>0 >4 months

300

25 participants

250

311 networks

200

442 events registered

Networks

150
@Participants

264 events classified

100

50

O O

O O O
bl Q ¢ %’



A heKkT nponcecTBMN Ha YCITyru ceTu

Unknown

@Not an incident

Insignificant

[ Moderate

Bsevere
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AdphekT npoucwecteum (Il)

i Severe

i Moderate
~ Insignifcant
& Unknown

. Not an incident

3% 1%




OTKyAa Bbl y3HanNM o npoucLuecTBun?

L NMS Alert
i Customer Call
~ RRS Alert

& Not an incident




XoTuTe noy4vyactBoBaTb?

[MpoekT 3akaH4YmMBaeTcs 1 ntons, Ho...

[Moxxanyncrta oTnpaBbTe 3asBKY N0 agpecy
rrs-admin@isoc.org.

B 3aaBKe yKkaxurTe:
— HOMep Ballen aBTOHOMHOU cuctembl (AS number) u
— MOYTOBbLIN agpec Ans nonyyvyeHns yesegomreHum

Bbl TakXke MOXeTe yKa3aTb HOMepa aBTOHOMHbIX CUCTEM
BalUMX KITMEHTOB AJf KOTOPbIX Bbl FOTOBbLI
KnaccupuumpoBaTb COObITUA, OTHOCALLMECH K UX
ceTAM.



KonnektTuBHasa oTBEeTCTBEHHOCTb U
COTPYAHUYECTBO AJ1A NOBbILWEHNA HaOeXHOCTHU
n 0e3zonacHoOCTU rnod6anbLHOM CUcTeMbl

MapLupyTu3aumm
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Llenun

* lMpencraBuTb NOAXOA K peLUEHUNIO CIOXHbIX NPoobrem,
OCHOBAaHHbIN HAa NPUHLUNAX U PEeKOMeHaauusix ¢
LULMPOKOU NoAOepPKKON ceTeBOro cooouwecraa

* lMpuBneyb BHUMMaHUe K npobnemMe u nodyauUTb K
KOHKPEeTHbIM AeNCTBUAM, KOTOpble NoaaepXmMBarTcs
pacTyLieun rpyrnnon ceTteBbIX ONepaTopoB.

* [lokasaTb, YTO OTpacnb CNOCOOHa B3SITb pelleHue
npobriemMmbl B CBOU PYKMU



«MaHudecT HageXxXHON MapLlpyTU3aLun»
Routing Resilience Manifesto

- O6wume npnHUMNLI
-  B3aumo3aBUCMMOCTb U B3aUMHbIe OEeUCTBUSA
- lMpuBepxeHHOCTb NepenoBbIM NPakKTUKaM

- anBﬂe‘-leHMe KIMTMeHToB U NMNpoB

- PekomeHpauuun, ccpokycupoBaHHbIe Ha
Hanbornee HacywWHbIX Npobrnemax

dunsrpaumna BGP
AHTU-CNY(PUHT

KOOp,EIMHaLI,VIFI n coTpyaHn4ectBo



KoHe4YyHbIV NnpoAayKT

B26-pecypc
Ony6nukoBaHHbIN AOKYMEHT

PacTywmm cnncok onepartopoB, noanepXuBaroLimx
ManudecT

CcbINKu Ha NpakTU4Yeckue pekomeHagauuu, Hanpmmep
BCOP, BCP



NepBas daza paboThl

Hebonbwaga rpynna oneparopoB, paboTarowiasa Hag
YepHOBbLIM BapUaHTOM

ISOC obecneunBaeT HeUTparnbHYO nraTcgopmy u
KoopAWHaUuIo



PekomeHaauum — 3 4YeTKMUX NpuU3biBa

1. NMpepoTBpaTUTL pacnpocTpaHeHne JI0XKHOU
MapLIpPyTU3aLUOHHOU MHopMaUnn

2. lNpepoTBpatuTb TPpadunK C NOANOXKHLIMU
agpecamMuvm UCTOYHMKA

3. CTumynunpoBaTb KOMMYHUKaLMNIO U
COTPYAHUYECTBO MeXAay ceTeBbIMU onepaTtopamMmu
B rmooanbLHOM mMmacLutaoe



PekomeHaauum — 3 4YeTKMUX NpuU3biBa

Prevent propagation of incorrect routing information

Network operators are encouraged to define a clear routing policy
and implement a system that ensures correctness of their own
announcements and announcements from their customers to adjacent
networks with a prefix and as-path granularity. Network operators
should be able to communicate to their adjacent networks which
announcements are correct.
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PekomeHaauum — 3 4YeTKMUX NpuU3biBa

Prevent traffic with spoofed source IP address

Network operators should implement a system that enables
source address validation for at least single-homed stub customer
networks, their own end-users and infrastructure. Network
operators are encouraged to implement filtering to prevent
packets with incorrect source IP address from entering and leaving

the network.
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Network operators should implement a system that enables
source address validation for at least single-homed stub customer
networks, their own end-users and infrastructure. Network
operators are encouraged to implement filtering to prevent
packets with incorrect source IP address from entering and leaving

the network.




PekomeHaauum — 3 4YeTKMUX NpuU3biBa

Facilitate global operational communication and
coordination between the network operators

Network operators should maintain globally accessible up-to-date
contact information.
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coordination between the network operators

Network operators should maintain globally accessible up-to-date
contact information.




Cneayrouiue waru

3aKOH4YUTb YepHOBYIO paboTy

Bonee petanbHO 00CYANUTL C LLUPOKUM KPYrom
ceTeBbIX OonepaTopoB — eCJin BaC 3anHTepecoBalia
3Ta MHMUMaTMBAa — HaNnULnNTe MHe U B
resilience@isoc.org

CosaaTtb B36-pecypc 1 U3Ha4YanbHYO «rpynny
noaaepXXKu»

HauyaTb akTuBHO npoaBuratb MaHudyecT B
rmobanbHOM MmacwTtabe (cnucku paccbiniku, NOG,
onepaTopbl)



«[BnXeHne» aHTU-cnypuHra

testing site

® 006 Internet Society | Internet Issues...ogy, Standards, Policy, Leadershi

% www.internetsociety.org ¢

Networks not allowing IP-spoofing

SNk g
T-Mobile USA 21928
Belgacom 5432

Opera Software ASA 39832

Voo 12392
XSAALL 3265
StarHub 4657, 55430
Google Fiber 16591
Forthnet 1241

China Telecom 4134, 4809
Internode 4739
Indiana University 87

Janet 786

M1 Limited 4773, 17547
Cisco. 109

its communications g ¢

Inc.(TSCOM)




Collaboration for a
Secure and
Resilient intemet

Lenwu

‘[lpuBneyb BHUMaHUE K npobrnemam u
NooOyAUTb K KOHKPETHbIM OAeUCTBUSAM,
nogaepXXmMBaeMbIM pacTyLien rpynnoun

CeTeBbIX OMNnepaTopos. = e
NSS%
o0
‘[loka3aTb, YTO OoTpacfb CNOCOOHa B3ATb
pelieHne nNpobriem B CBOU PyKu O maee
*4eTKMN KOHKPETHbLIN NPU3bIB: i
“Mb1 OennaeM KaK MUHUMYM 3Mo U S =
npusbieaeM eac rnocsiedoeamb Hawemy BN
npumepy” =



3anHTepecoBaAUCDH!

Hanuwurte HaMm:

resilience@isoc.org
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