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It all started with a Jitter Study (2000) 

! Studied	  ji)er	  on	  2	  US,	  and	  1	  European	  
backbones	  for	  several	  weeks	  

! For	  99.99%	  packets,	  measured	  ji)er	  <	  1ms	  
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However, 0.01% of Jitter was Severe 
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10+	  Second	  of	  packet	  drops	   7	  seconds	  	  
ji)er	  



Severe Packet Reordering 
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Theory: Packets being spewed out 
from an unwinding routing loop… 
! Did	  we	  really	  have	  long	  rouIng	  loops	  in	  the	  network?	  
! Did	  ISIS	  really	  take	  10+	  seconds	  to	  convergence?	  
! So,	  we	  analyzed	  rou,ng	  along	  with	  ji)er	  

Copyright © 2014 Packet Design 5 

Test host is 
passive peer, 

sends no routes 

IP 
Backbone R 

traceroute 
every 5s 

IS-IS 
hellos + 
tcpdump 

traffic 

Test Host 

packet 
trace 
file 

sk 
gig-
ether 

Test Host 

R 



Excessive ISIS Churn caused 
excessive LSP Propagation Delay 
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Explanation 

! Link	  state	  databases	  were	  not	  in	  sync:	  
•  Very	  large	  LSP	  databases	  
•  High	  churn	  rate	  ⇒	  many	  LSPs	  to	  flood	  
•  LSP	  rate-‐control	  slowed	  down	  flooding	  
•  SPF	  updates	  may	  also	  have	  been	  delayed	  by	  rate	  limits	  
•  Any	  topology	  change	  could	  result	  in	  a	  loop	  under	  these	  
condiIons	  

! We	  realized	  being	  able	  to	  look	  at	  rouIng	  was	  key	  for	  
powerful	  network	  performance	  analysis	  

! Today,	  we	  see	  very	  high	  churn	  in	  very	  large	  TE	  
databases	  with	  auto-‐bandwidth	  with	  large	  number	  of	  
tunnels	  
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Route Analytics Today 

Copyright © 2014 Packet Design 8 

CollecIon	  

Analysis	  

PresentaIon	  

BGP	   IGPs	   Flows	   MulIcast	  

Path	  
Reports	   RCA	   Exit	  

Routers	  
Traffic	  
Reports	  

Tunnels	  

ReporIng	   AlerIng	   Planning	   Trouble-‐	  
shooIng	  



Route Analytics Applications 

! TroubleshooIng	  and	  visualizaIon	  
•  Ability	  to	  look	  at	  network	  state	  at	  any	  given	  Ime	  
•  InspecIng	  and	  playing	  events	  learned	  both	  from	  the	  
routers	  and	  rouIng	  protocols	  

•  Comparing	  rouIng	  state	  and	  paths	  when	  a	  service/
applicaIon	  is	  performing	  well	  and	  when	  it	  is	  not	  

! Service/applicaIon	  monitoring	  and	  alerIng	  
•  Monitor	  paths	  for	  changes	  in	  hops,	  metric,	  delay,	  and	  
bandwidth	  

•  Monitor	  excessive	  protocol	  behavior	  
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Route Analytics Applications (cont.) 

! Network	  health	  assessment	  
•  Capacity	  planning	  
•  Anomaly	  detecIon	  
•  Path	  bo)leneck	  analysis	  (bandwidth,	  delay,	  metric)	  
•  Failure	  analysis	  

! Topology-‐aware	  traffic	  analysis	  
•  Where	  is	  the	  traffic	  coming	  from,	  going	  to,	  its	  path	  and	  why?	  
•  Feed	  this	  back	  into	  path	  computa2on	  as	  a	  traffic	  matrix	  

! ProacIve	  change	  modeling	  
•  Add/drop	  routers/switches/links/prefixes/peerings	  
•  Add/drop	  applicaIons/services	  
•  Analyze	  the	  impact	  on	  paths	  and	  traffic	  levels	  
•  Feed	  this	  into	  provisioning	  
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Use Case: Diagnosing Black Holing 

! A	  peering	  router	  to	  a	  major	  service	  provider	  
crashed	  
•  Hot	  swappable	  card	  was	  not	  quite	  so…	  

! Traffic	  to	  the	  SP	  was	  black-‐holed	  network-‐wide	  
•  Traffic	  that	  exited	  in	  all	  6	  locaIons	  was	  all	  black-‐holed	  

! About	  3	  minutes	  of	  rouIng	  outage	  
•  3	  minutes	  was	  too	  short	  to	  diagnose	  the	  issue	  at	  
human	  speed	  

•  Had	  a	  45	  minute	  ad-‐revenue	  impact	  on	  the	  services	  
•  Users	  who	  can	  not	  use	  the	  service	  do	  something	  else	  
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Expected Exit-Points Before Incident 
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! 6	  Exit-‐Points	  (circled)	  
! Blue	  routers	  take	  the	  blue	  
exit	  router…	  



The Incident 

! ISIS	  acIvity	  during	  
incident	  
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Exit-Points During Incident 
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! 6	  more	  Exit-‐Points	  popped	  up	  
•  Core	  routers	  with	  no	  EBGP	  



A Path Before and After the Incident 
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Before	   Aier	  

Route	  
Recursion	  

BGP	  Next	  hop	  resoluIon:	  before	  128.9.129.1/32	  in	  ISIS	  vs	  aier	  128.9.128.0/19	  in	  BGP	  



Cause of Black Holing 

! When	  the	  peering	  router	  crashed	  
•  IGP	  routes	  were	  withdrawn	  in	  seconds	  
•  BGP	  routes	  were	  not	  withdrawn	  

•  3	  KEEPALIVEs	  of	  60	  seconds	  each	  –	  router	  rebooted	  before	  this	  
•  The	  BGP	  routes	  were	  now	  resolved	  by	  the	  /19	  prefix	  in	  BGP	  

•  The	  /19	  BGP	  announces	  internal	  address	  space	  –	  not	  meant	  for	  this	  
•  Injected	  by	  6	  core	  routers	  –	  cost	  from	  any	  router	  to	  a	  core	  router	  is	  very	  low	  

! Remedy:	  
•  Insert	  a	  really	  expensive	  staIc	  route	  for	  the	  /19	  to	  ISIS	  	  

•  Cost	  more	  than	  longest	  possible	  path	  in	  IGP	  
•  Now,	  when	  a	  peering	  router	  crashes,	  the	  traffic	  will	  choose	  a	  true	  exit	  
•  See	  h)p://www.nanog.org/meeIngs/nanog34/presentaIons/gill.pdf	  

! Do	  not:	  
•  Make	  IBGP	  session	  to	  converge	  faster	  (like	  running	  BFD)	  

•  You	  will	  lose	  the	  IBGP	  session	  each	  Ime	  the	  IGP	  path	  of	  the	  session	  changes	  
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Use Case: BGP Peering Traffic Analysis 

! For	  most	  regional	  networks,	  incoming	  traffic	  from	  
the	  Internet	  is	  higher	  than	  outgoing	  traffic	  
•  What	  ASs	  (sources)	  is	  the	  traffic	  coming	  from	  
•  What	  neighbor	  AS	  did	  it	  come	  from	  
•  How	  is	  it	  distributed	  across	  the	  edge	  routers	  

! Need	  answers	  for:	  
•  Should	  I	  upgrade	  external	  links	  or	  get	  new	  links?	  

•  To	  whom?	  -‐	  The	  same	  neighbor	  ASs	  or	  new	  neighbor	  ASs?	  

•  Who	  can	  I	  peer	  with	  to	  cut	  transit	  cost?	  
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Routing-Aware Traffic Flow Analysis 

! Route-‐Flow	  Fusion	  determines	  each	  flow’s	  ingress/egress	  
and	  path	  across	  the	  network	  and	  onto	  the	  Internet	  
•  Delivers	  traffic	  matrices	  for	  planning	  and	  path	  computaIon	  
•  Helps	  make	  peering	  decisions	  to	  save	  transit	  cost	  
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Traffic by Source AS 
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! Peering	  with	  Google	  can	  save	  the	  most	  cost	  
! Not	  all	  sources	  may	  be	  feasible	  to	  peer	  with	  



Neighbor ASs 
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! Reveals	  where	  the	  traffic	  enters	  your	  network	  
! Is	  the	  traffic	  balanced	  the	  way	  you	  would	  like?	  
! Capacity	  planning	  with	  this	  data	  tells	  when	  it	  is	  Ime	  to	  upgrade	  

or	  add	  new	  peering	  



Upstream Transit ASs 
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! Offers	  the	  good	  choices	  for	  peering	  –	  very	  hard	  to	  compute	  
•  This	  is	  not	  in	  your	  control,	  rather	  in	  the	  source	  AS’s	  control	  
•  A	  heurisIcs-‐based	  soluIon:	  

•  Alternate	  routes	  for	  a	  given	  source	  are	  exposed	  during	  BGP	  convergence	  
•  Use	  these	  and	  graph	  search	  to	  compute	  these	  values	  



Modeling a New BGP Peer 
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Before-and-After Comparison 
Reveals Transit Traffic Shifts 
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Route Analytics Simplifies Planning 
for BGP Peering Analysis 

! Traffic	  volumes	  are	  obtained	  by	  fusing	  flows	  with	  
routes	  

! Create	  a	  bunch	  of	  “mocked-‐up”	  BGP	  routes	  

! Route-‐Flow	  Fusion	  will	  now	  follow	  these	  routes	  
•  Simple	  and	  elegant	  
•  No	  simulaIon,	  emulaIon	  or	  inaccurate	  modeling	  used	  

! Impact	  analysis	  
•  Route	  analyIcs	  knows	  what	  your	  network	  will	  do	  
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Challenges in Software Defined 
Networking 

What	  governs	  whether	  or	  
not	  these	  programmaIc	  
changes	  should	  be	  made?	  	  
	  
What	  will	  be	  their	  impact?	  
	  
	  

SDN	  makes	  networks	  
programmable	  for	  
•  Network	  overlays	  
•  Bandwidth	  reservaIon	  
•  Demand	  placement	  
•  Service	  deployment	  
•  Etc.	  
	  

Northbound	  APIs	  
	  
	  
SDN	  
Controller	  
	  

	  
OpenFlow,	  i2RS,	  PCE,	  NETCONF,	  ForCES,	  SNMP,	  CLI,	  etc.	  

Southbound	  APIs	  

OrchestraIon	  

Management	  
Interface	  

Admissions	  

API	  Interface	  

Physical	  &	  Virtual	  
Network	  Devices	  

Applica>on	  
Services	  
	  

Bandwidth	  
ReservaIon	  

Demand	  
Placement	  

Service	  
Deployment	  

Applica>ons	   App	  1	   App	  2	   App	  n	  
…	  

App	  3	  
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Network Virtualization SDN Analytics  
Tying Overlay and Underlay Networks 
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Overlay	  Network	  

Underlay	  Network	  

SDN	  AnalyIcs	  

VMWare	  or	  OpenStack	  



Concluding Remarks 

! RouIng	  impacts	  network	  performance	  
•  Availability	  and	  reachability	  
•  Sub-‐opImal	  paths	  with	  longer	  delays,	  ji)er	  

! Route	  analyIcs	  proves	  to	  be	  very	  effecIve	  
•  TroubleshooIng,	  monitoring,	  alerIng	  
•  ReporIng	  and	  network	  health	  assessment	  
•  RouIng-‐aware	  traffic	  analysis	  

•  BGP	  peering	  analysis	  
•  Traffic	  matrices	  

! Route	  analyIcs	  provides	  foundaIon	  for	  SDN	  
AnalyIcs	  
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