Security in Internet: what is it now?
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About PKI ")

Public key

certificate Verifier

private key

) PKI (public-key infrastructure) is a set of hardware, software, people, policies,
and procedures needed to create, manage, distribute, use, store, and revoke

digital certificates



Technical
Centre

of Intarriat Some minor incidents

partners
issued certificates:Addons.mozilla.org,
Login.live.com, Mail.google.com,
www.google.com, Login.yahoo.com (x3),
Login.skype.com

Trustware
issued certificate for DLP-system

TurkTrust

incorrect (?77?) issued certificate with sign rights
except common
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Certification Authority
DigiNotar issued certificates
for more than 20 sites,
Google among them

Browsers excluded
DidiNotar certificates for

good

browser contains the list of
real Google sites
certificates)

The company went
bankrupt
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General | Detailsrii(ﬁﬁcaﬁon Path ‘

Q‘ Certificate Information ﬁ

Security Error

This certificate is intended for the followin{is (I W X bisers:/ /www.google.com

* Ensures the identity of a remote computer
* Proves your identity to a remote computel
* Protects e-mail messages

* Ensures software came from software pub
» Protects software from alteration after pul
» Allows data to be signed with the current {

*Refer to the certification authority's statement Invalid Server Certificate

FUEL - A simple, flex... C’) FUEL CMS: A Rapid ... A glall .. [ iMacros

You attempted to reach www.google.com, but the server presented an invalid certificate

Back

Issued to: *.google.com

Issued by: DigiNotar Public CA 2025
¥ Help me understand

Valid from 7/10/2011 to 7/3/2013 When you connect to a secure website, the server hosting that site presents your browser with something

This certificate contains identity information, such as the address of the website, which is verified by a thirg
checking that the address in the certificate matches the address of the website, it is possible to verify that
website you intended, and not a third party (such as an attacker on your network)

In this case, the server certificate or an intermediate CA certificate presented to your browser is invalid. Thi
Learn more about certificates malformed, contains invalid fields, or is not supported

4

General | Details [ Certfication Path

Certification path

_ﬁJ DigiNotar Root CA
_?J DigiNotar Public CA 2025
(5] *.google.com

| Certificate status:

| l‘mss certificate is OK.
|

Learn more about certification paths

a06PM ||
8/21/2011

EN . ¢® "‘;| i)
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OCSP requests for the fake *.google.com certificate
Source: FOX-IT, Interim Report,
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NSA interference in security

A CRYPTO NERD'S

1

IMAGINATION) -

HIS LAPTOP's ENCRYPTED.
LETS BUILD A MILLION-DOULAR,
CLOSTER TOo CRACK \T-

NO GoopD! TS
uoGe -BIT RSA‘.
EVlL PLF\N
1S FOILED! ™~

WHAT WOULD

ACTVUALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS $5 WRENCH UNTIL
HE TEUS LS THE PASSWORD.

\ GoT 1T,
O o)
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Source;
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FOP SECRET/SI/ORCON/NOFORN 3 - =
: < -5, Hotmail GO ‘t{lL‘ v talk > (-] Tube |

: (:P’l i YAHOO.’ a o) 4 s AOL &> mail &

asssuney Dates When PRISM Collection
Began For Each Provider

9/24/10
PalTalk

Facebs. 12/7/09
ok
Google\ g/3/09

1/14/09

PRISM Program Cost: ~
$20M per year

| I | I I |
2007 2008 2009 2010 2011 2012 2013

TOP SECRET/SI//JORCON/NOFORN
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5 8 5 & 8§
B i . =
{>\, Private key
T
<& “public key
Premaster secret in _ So it can be decrypted when
encrypted on server public L. the attacker gets the server

key and sent to server private key




Centre

e

‘u@ of Internet

ALICE

-

)
e

g

Common
Paint

Technical

+.

Secret
Colours

‘@

Perfect Forward Secrecy

+.=.

Secret
Colours

Common
Secret

N
8@.

g

SSL Best Practices
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Five pieces of advice:

v Hide in the network

v" Encrypt your communications

v" Assume that while your computer can be compromised, it would take
work and risk on the part of the NSA — so it probably isn't

v Be suspicious of commercial encryption software, especially from
large vendors

v Try to use public-domain encryption that has to be compatible with
other implementations

Bruce Schneier:

“l| understand that
most of this is
impossible for the
typical internet user”
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- source —_— certificate

DANE (RFC 6698)
Limited browsers support

Certificate pinning:
Mozilla Certificate Patrol,
Chrome cache for Google certificates

Certificate transparency (RFC 6962)
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Current TLS/SSL TLS/SSL System with
System Certificate Transparency
(X.509v3 Extension)
CA submission Log response
P if y
(Precertificate) @ v (SCT)
Public Certificate Certificate
Logs of Authority Authority
Cert issuance @ Cert issuance
(SSL cert) ¢ (SSL cert w/SCT)
TLS handshake TLS handshake
(SSL cert) (SSL cert w/ SCT)

Client
(browser)

Client
(browser)

|:| Existing TLS/SSL system

[ Supplemental CT components
<4— QOne-time operations

<4— Synchronous operations

Source: & Two other options
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Inspired by Google
(Support in Chrome announced)

One of the authors - Ben Laurie
(OpenSSL Founder)

CA support - Comodo
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Summary

For today the cryptographic mechanism https is

not a guarantee of safety

ICANN -
newgTLDssunrisephase ICANN v ICANN
IDN [sp newgTLDssunrisephase newgTLDssunrisephase
stats DNS IDN ISP IDN S
dot data stats DNS stats DNS
top-level domain domaining insight dot ) ~ datdot ) - f”‘
top-level domain domaining insighp level domain domaining insight

stats promotion growth dot registrar , : !
stats promotion growth d ot reqistiaits promotion growth dot registrar

usage your domain websittrademark ) y
visitorsWHOISss  ~ renewal registry usage your domain websittrad emarkye your domain websittrademark ICANN
reportingccILD  /wser registration visitorsWHOISsr ~renewal registsiforsWHOISsr— rre |{egistry ewaTLDssunrisenhase
support knowle insight industry repomngccTL[; wserregistratioporting ccTLD, — wysat Tl tation Imf]“-"ﬂ = ””’*l*"”kp
domain names® 'evel domaindDIN supportknowle insight industrpport knowgls ¢ IRTgHT INdUSTY - 4 NS
reqistry IDNreg on addkess alias domain names-  leveldomain iBbhain nages’  leveldomain IDN 4-?{‘“-‘ dat
?msting provider ISP alia¢details re%‘:’.‘_’lel-J reg ionaddress atigéstry IO} £ ion address alias i iel domain domakinal data
trademark geograpiby data asting provider ISP alias details hosting fravidar |SP allasdetals s o e
geography expant! tademark geograptialiba  tradettark pragraity darat’y S5 N e fradem
T geograptyTeipandrisephase  GEGEHIRRY Bhast] ¢ *"L‘I'lHln\lkk]I'v' fiwebsittrademark
hace . DN ISP . ISas WHULS re '1|IL‘(_]!>[7I'4
3 whUl repfirting «cTLD  wser registration

\ supportknowle  insight industry
S domdfitnames*  'eveldomain IDN
ik . l‘{%lstr‘,‘l[}r-l req  ionaddressalias

S mingprovider ISP alias details
Trademark phy data
geography expand

The weakest element in the system of safety provision is

HUMAN FACTOR!
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Questions?

Drop ‘em at:



