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The world is changing ...

MobunbHble aboHeHTbl U ycTpoicTea (M2M KoMMyHUKaLMKN) U MOBUbHbIE (061auHble) NPUNOXKEHMUA
CO3Jal0T onpeaeneHHyI0 HenpeackasyeMocTb B maTpuLe TpaduKa, KoTopas, Npu COBPpeMEeHHbIX
NPOMYCKHbIX CNOCOBHOCTAX U CYLLECTBYIOWLEN TEHAEHLMN pocTa TpadmKa, CTAaHOBUTCA CYLLECTBEHHbIM
baKTOpOM HeCTabWbHOCTM NPeLOCTaBAeHUA YCAYTU. TaKKe, HeCTabUNbHOCTb NPeAOCTaBAEHUA YCAYT
BO3HMKaeT B TOYKaX NpeaoctaBneHnn cepenca (BNG, cepsucHble nnaTpopmbl BUAEO, MPOY.), MOCKOJbKY
NPOrHO3MpPoBaHME HarPy3KM MOXKET BbITb BbINOJIHEHO TONIbKO C HEKOTOPOW A0NEM NOTPELLHOCTH.

Mobility of subscribers (3G/LTE/WiFi on-board), devices (M2M) and application (cloud-aware) create
instability in traffic’s matrix. Keeping in mind current traffic volume and growth trends, it makes it costly to
pre-provision network for all possible scenarios of traffic distribution, including both bandwidth allocation
in packet and optical transport networks and resources allocation in service nodes (like BNG, mobile
gateways, etc), since any traffic prediction can’t be done with proper accuracy.



Approaches aren't ...

Slow adaptation

HblHewWwHMM noaxoa K NPOeKTUPOBAHMIO M SKCNyaTaLMM CETU CTAHOBUTCA HENPUEMAEMBIM —
Heob6Xo4MMOCTb BbICTPO NOACTPAMBATLCA NOA USMEHEHME MATPULbI TpadMKa U NoA USMEHEHUE HArpy3Ku
Ha CepPBUCHbIE Y3/1bl NPUBOAMUT K 3aKNaAbIBAHUIO U3NULIHEN NPONYCKHOM NOAOCHl KAHAN0B Y MOLLHOCTH
CEPBUCHbIX Y310B (KanuTanbHble 3aTpaThbl). Kpome Toro, UsmeHeHMe KOHOUTYpaL MM CETU BbINOJIHAETCS B
NoNy-py4YHOM peknme (YTO-TO MOXKeT BbiTb caenaHo cpencrsamm, Hanpumep, MPLS TE, Ho HoBble TE-
TYHHEIN HeOBX0AMMO NPOEKTUPOBATL U KOHPUTYPMPOBATL BPYUHYHO) — YTO CYLLECTBEHHO BAMAET Ha
onepaLMoHHbIe 3aTpaTbl M CHUXKAET 06K ypoBeHb SLA (Bpemsa aganTalmu CeTM Nog HOBOE COCTOAHME).

So, traditional approach doesn’t do the job, since

- leads to overprovisioning of network and computing resources (higher CapEX)

- doesn’t meet SLA requirements (missed profit)

- requires more resources (people, management systems, etc) to quickly respond to challenges (higher
OpEX)



evenue and Investments

Need new approaches to
building and maintaining of
networks and services
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Mo ocn Y — cymmapHble OLEeHOYHbIEe 3aTpaTbhl MUPOBOM MHAYCTPUM SP Ha paclumpeHme ceTu, B MUAIMapaax

[0NNapos
Mpyn coxpaHeHUM CyLLECTBYIOLLEN CXembl pa3BuTus ceteit, B 2015 roay nponsongeTt Koananc — 4oxoabl

onepaTopoB NPEBLICAT C 06beMOM TpebyeMbIX UHBECTULMIA.



Expectations from new technologies
sroup #1 — “Network Layer”

Figure 1: Operators Expect SDN to Deliver Lower Operational Costs & Faster Time to Market

Lower network operational costs through
automation and other efficiencies
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Onpoc Heavy Readings 06 oxungaHuax oT HOBOTO.
MepBas rpynna — OXXMAaHUA OT CETEBOTO YPOBHS.

BTopas rpynna — 0XXuaaHusa oT ypoBHS YCAYT.

Heavy Readings report
First group — expectations from network layer
Second group — expectations from service layer
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Expectations from new technologies

oup #2 — “Service Layer”

Figure 1: Operators Expect SDN to Deliver Lower Operational Costs & Faster Time to Market
Lower network operational cqus ﬂjrough 1% 43% 10%
automation and other efficiencies

Faster fime-to-market with new services and
. . 38% 36% 19%
applications

More elastic and scdable services with
user confrol
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Enable dynamic service-driven virtual networks
capable of supporting everything-as-a-service
(including the network itself)

Lower network capital costs by using as much
commercial off-the-shelf hardware as possible
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Onpoc Heavy Readings 06 oxungaHuax oT HOBOTO.
MepBas rpynna — OXXMAaHUA OT CETEBOTO YPOBHS.
BTopas rpynna — oXKnaaHuaA oT YPOBHA YCAYT.

Heavy Readings report
First group — expectations from network layer
Second group — expectations from service layer



What is agility and virtualization?

i 1 £
National
Data Center

my B8

National
Data Center

Request for additional resources
with tight SLA:

DC1 is nearest, but busy

. DC2 is next, but lack of
bandwidth

_National . DC3 is ok with resources, need
additional firewall instances and
custom routing to meet SLA
requirements
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Hanpumep — KAMeHT 3anpalumBaeT AONOAHUTE/IbHbIE pecypcbl ¢ cBoem private cloud, pacnonoxeHHOM B
onepaTopCcKOM AaTtaueHTpe. Bbibop noaxoaawero AataueHTpa oCyLecTBaseTcsa No GpakTy Haanumsa
TpebyembIx pecypcoB, HaAMYMA AOCTAaTOYHOM MOLLLHOCTU CEPBUCHBIX PYHKLMIA (Hanpumep, GyHKUUIA
3awuTbl oT DoS) 1 cootBeTcTBMA SLA cBA3U Mexay odMcom KaneHTa u ero private cloud.

[na sbinonHeHUA 3TOM 3a4a4mn Tpe6yeTcn 3a,£l,el\/'ICTBOBaTb TPW KOMNOHEHTAa yNnpaBaeHUA:

1) nepeHoc YacTHOro obaKa KAMeHTa B Apyroi gataueHTp (BbINOAHAETCA, HaNnpMmep, NOCPEeACTBOM
Openstack)

2) nepeHoc cepBUCHbIX PyHKUMI (Hanp. DoS protection u firewall) K yacTHomy o6naky (peanusaums T.H.
Network Functions Virtualization)

3) nepeKkoHdUrypupoBaHUe ceTH AN COOTBETCTBUA TpeboBaHMAM SLA mexay odMCOM U YacTHbIM
obnakom (3apava ana WAN Controller)

For example — customer asks for more resources in his private cloud. Network need to choose right place,
which will provide both computing resources, service functions (e.g. DDoS protection) and network SLA. To
get things done, operator need to orchestrate different activities:

1) computing and storage resources mobility (can be done by Openstack)

2) service mobility (DDoS protection — this is about NfV)

3) network reconfiguration to meet SLA requirements



Agile (evolved) network
Meeting industry expectations...

Network
Intelligence,
Guidance

Services

Orchestration

Programmability Stats, State &
Events

Xopolwuo 6b110 6bl, YTOObI CETb KaKMM-1MB0 06pa3om cama nepecTpanBaiacb, B COOTBETCTBUM C LLEMOYKOM
«CBOp CTAaTUCTUKK, COCTOSIHUA U COBBLITUIN» — «aHaNMU3» — «BbIpaboTKa pelleHua» — «aaanTauus
CYLLECTBYLLEN KOHOUTYPAUUM» — KKOHOUTYPUPOBAHUE CETUN

It’s good to automate network configuration by building chain of events like “gather information” —
“analyze it” — “make decision” — “create solution” — “configure network”



MEET!

Applications Network
Policy & Intent [T,

Services
Orchestration

Programmability ' StatEs, State &
I}e vents
o

Now! There!! For you only!!! World’s superstars!!!! Me-e-e-e-et! ©



Network Functions Virtualization (NfV)

* Industry initiative (under ETSI)

« Moving network functions (Security, xGSN, DPI, NAT, BRAS, SBC, ...) from
specialized appliances to commoditized, x86-based architecture

More @ http://en.wikipedia.org/wiki/Network Functions_Virtualization

Key benefits of NfV:

* Virtualization decrease CapEx due to
v' optimal resources usage (multiplexing)
v" increasing equipment lifecycle (reuse)

Faster Time to Revenue for new services (S/W

development vs H/W appliances)
Services
Ore—" Scalability and Distribution of Services

OpEXx decrease by automations and
orchestration between service layer and
network layer

New revenue sources (deployment time,
services bundling, ...)

Al rights reserved ENOG-6 10

K/JoYeBble NpenmMyLLecTBa —

COKpallleHMe KanuTaabHbIX 3aTparT:
*  BMpPTYanu3auma NO3BOAAET MYAbTUMNNEKCUPOBATb YCAYrM B OAHOM LLACCK, T.€. COKpaLlaeTca
KO/IMYecTBO ¢pU3MYeckoro o6opyaoBaHua, saHepronoTpebaeHme n TeNI00TAa4a, HYKHO MeHbLLE
MecTa B CTOMKax, NpoY. NPoY. Npou.
* ecnu cepsuc notpebnset 60/blue PecypcoB Yem ecTb — ero MOXKHO NepeHecTV Ha Apyrowu
cepsep, a ocBob6oAMBLIMECA PeCYpPCbl Ha cepBepe 0TAaTb APYromy CepBUCY

yMeHblUeHWe BPEMEHM BbIBOAA HOBOM YCNYTM Ha PbIHOK (He TpebyeTcs K aaTb HOBOro obopyaoBaHUs
— TO/IbKO HOBOE NporpammHoe obecneyeHue)

6bICcTpoe MacwTabnpoBaHue U ANCTPUBYLMA yCayrn (BUPTYabHbIe MaLMHbI MOTYT BbITb 3anyLLEeHbl,
[06aBsieHbl U OTKAOYEHBI NO TPpeboBaHMIO)

yMeHblUeHWe onepaLMoHHbIX 3aTpaT NyTeM aBTOMaTM3alUmMm ynpasaeHua cepsmcamm 1 cetesoit/
TpaHCNopTHOM UHPpacTpyKTypon (automation and orchestration)



Software Defined Network (SDN)

“ ... In the SDN architecture, the control and data planes are decoupled,
network intelligence and state are logically centralized, and the
underlying network infrastructure is abstracted from the applications.”

-- Open Network Foundation

Traditional Control Evolved Control Plane Architecture
Plane Architecture Classic SDN Hybrid SDN

'mbpuaHas mogens SDN oTaMyaeTcA OT KNacCUYeckon moaenu cneayowmmm MOMEHTaMu:

- 3Bo/OUMA, a He peBoaouma. CylecTByolLan onepaTopcKkan ceTb HacTpoeHa U paboTaeT. 3auem lIomMaTb
TO, YTO paboTaeT u NepecTpamBaTb BCe C HyNs? ITO HEM3BEeXKHO NpMBeaeT K Nnpobiemam aKcnayaTauuu.

- eCTb LeNbll K/acc 33434, C KOTOPbIMM pacnpesesieHHas MOAENb CNPABAAETCA HAMHOTO NyYLle, YeM
LEeHTPa/IM30BaHHas, HaNnpMmMep - BOCCTAaHOB/IEHUE B aBaPUMHbIX cUTyaumax. C 4pyroi CTOPOHbI,
LLEeHTPaNN30BaHHasA MoAe b HAMHOro 60/1ee NOAXOANT A4 CIOMKHbIX 33434 ONTUMMU3aLMK CeTU. Takum
obpasom, rubpuaHas mogenb bepeT Bce nyyllee OT LEeHTPaIM30BaHHOM U Knaccuyeckom
pacnpegeneHHon mogenu.

- COXpaHeHue nHBecTuumin. OnepaTopbl NAATUIM 33 KYMHOE» 060pya0BaHNE, MHTErpaLuio, obydeHue -
CTOMT-IN OT 3TOTO OTKa3bIBaTbCA? MBPUAHAA MOAENb NO3BONSET COXPaHUTL CYLLECTBYOLWME
onepaumnoHHble NPOLLECChl B KOMMNaHUM HEU3MEHHbIMMU.

Classic SDN isn’t scalable solution — there are plenty of cases where distributed model works better (e.g.
fault recovery). Cisco’s approach is Hybrid SDN — operator can continue to use what he already built (it’s
an evolutionary not revolutionary way, which will prevent existing technical and operational processes and
will provide investments savings — both for hardware and staff), adding more intelligence by using external

“brain” (applications).



Software Defined Network (SDN)

“ ... In the SDN architecture, the control and data planes are decoupled,
network intelligence and state are logically centralized, and the

underlying network infrastructure is abstracted from the applications.”
-- Open Network Foundation

Key benefit of SDN — it is enabler for:
significant CapEx decrease (multilayer

ns
optimization of network resources’ usage)
Services . . :
» significant OpEx decrease (automation of

network maintenance and management)

@ new revenue sources (improved SLA,
£ services bundling, ...)

A
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SDN & NfV Use Cases

© 2013 Cisco and/or its affiliates. All rights reserved. ENOG-6 13




Example #1 — services orchestration

i 1 £
National
Data Center

my B8

National
Data Center

Request for additional resources
with tight SLA:

DC1 is nearest, but busy

. DC2 is next, but lack of
bandwidth

_National . DC3 is ok with resources, need
additional firewall instances and
custom routing to meet SLA
requirements

© 201 d.
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Hanpumep — KAMeHT 3anpalumBaeT AONOAHUTE/IbHbIE pecypcbl ¢ cBoem private cloud, pacnonoxeHHOM B
onepaTopCcKOM AaTtaueHTpe. Bbibop noaxoaawero AataueHTpa oCyLecTBaseTcsa No GpakTy Haanumsa
TpebyembIx pecypcoB, HaAMYMA AOCTAaTOYHOM MOLLLHOCTU CEPBUCHBIX PYHKLMIA (Hanpumep, GyHKUUIA
3awuTbl oT DoS) 1 cootBeTcTBMA SLA cBA3U Mexay odMcom KaneHTa u ero private cloud.

[na sbinonHeHUA 3TOM 3a4a4mn Tpe6yeTcn 3a,£l,el\/'ICTBOBaTb TPW KOMNOHEHTAa yNnpaBaeHUA:

1) nepeHoc YacTHOro obaKa KAMeHTa B Apyroi gataueHTp (BbINOAHAETCA, HaNnpMmep, NOCPEeACTBOM
Openstack)

2) nepeHoc cepBUCHbIX PyHKUMI (Hanp. DoS protection u firewall) K yacTHomy o6naky (peanusaums T.H.
Network Functions Virtualization)

3) nepeKkoHdUrypupoBaHUe ceTH AN COOTBETCTBUA TpeboBaHMAM SLA mexay odMCOM U YacTHbIM
obnakom (3apava ana WAN Controller)

For example — customer asks for more resources in his private cloud. Network need to choose right place,
which will provide both computing resources, service functions (e.g. DDoS protection) and network SLA. To
get things done, operator need to orchestrate different activities:

1) computing and storage resources mobility (can be done by Openstack)

2) service mobility (DDoS protection — this is about NfV)

3) network reconfiguration to meet SLA requirements

14



Example #2 — services bundling

_ NfV responsible for:
Services management « Different service bundles per-
customer / per-traffic class

Automatic scalability — add /
shutdown services upon request
demand

Self-provisioning portal —
customers can switch on/off
services

SDN responsible for:
» automatic adaptation for
services / traffic matrix

Services bundling allows to build quickly customized chains of services for customers, launching enough
gty of virtual service nodes and adapting network for changed traffic matrix.



Example #3 — services scalability and
distribution

BRAS cluster
@

Central

1st step — expanding central
node
v few minutes for every next
BNG
2nd step — rollout of regional BRAS cluster
node @
v' few minutes for new Regional
cluster
v few minutes for every new
BNG in new cluster

Again — distribution of services upon growth of customer base. Using NfV and SDN allow to do this in very
fast way — just by launching new virtual service nodes (e.g. BNGs) closer to customers and reflecting

changes on transport layer by using SDN.



Architecture

© 2013 Cisco and/or its affiliates. All rights reserved. ENOG-6 17




SDN Architecture

Applications

Routers / Switches / Service Functions (Data Plane)

Application-facing protocols are vendor’s proprietary (ONF develops Openflow).
Plenty of network-facing protocols derived from plenty of different tasks, required to be done on the
network (see next slide) (Openflow, at the moment, is just for managing of forwarding)

18



Classes of “Evolved Network” tasks

ociated with “SDN” in the industry

A

High-degree of

customization 2 Custom Traffic Processing

(Security/Encryption, Analytics)

Mass-customization
Concepts app|y 2 Customized Forwarding
(Path/Traffic Engineering, Specific forwarding algorithms)

>
=
X
Q@
S
S
o)
O

& Automated Network and Service Configuration
(Model layer, Inter-domain, incl. Service Chains)

Network Function Virtualization
(Virtual Services/Gateways/Appliances)

Network-wide Policy Configuration
(Policy/Security — Threat Mitigation)

@ Automated Device Configuration

(Per Device; Access layer; Template/Model based) Degree Of C UStom ization

. I S JE— B B

s affiliates. All rights d.
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There are more tasks can be done or accompanied with SDN, than just custom forwarding and custom
traffic processing — and these tasks require more than Openflow

19



Why OpenFlow is insufficient? yT—
It's for forwarding! Modify Fields

Flow Table:

Packet IN

TABLEO ...N
Start at table 0

v

Match in

tab])e Update counters

N? Execute instructions: Go to
« execute action set next
« update packet/match set fields table?

l * update metadata

P——————————————————
Based on table configuration, do one: l
» send to controller

+ drop Stop pipeline
+ continue to next table processing

nnetworking.org/im

https://www.opennetworking.org/images/stories/downloads/sdn-resources/onf-specifications/
openflow/openflow-spec-v1.4.0.pdf

Kak BnaHo, openflow cneunannsmposan nog custom traffic routing n custom traffic forwarding, a
OCTa/ibHble 33434M pelwaTb HecnocobeH.

As you can see, Openflow targeted for traffic forwarding and unable to deal with any other kinds
of tasks.

20



Kinds of Platform APIs

OpenFlow 12RS PCEP BGP-LS Neutron Puppet Netconf

©@eee o006 e

Management oMl Puppet Netconf
Agent Agent Agent

Orchestration Neutron
Agent

Network
Services

Control

BGP
Forwarding Radius OpenFlow
Diameter Agent

Device

Operating System

ENOG-6 pal

Respecting different tasks, there are different interfaces to control network:
- I2RS to manage routing tables

- PCEP to optimize network topology

- Neutron to control virtual network nodes

- Netconf to manage nodes configuration

- etc

21



\Welcome back to an engineerium?

So well, uncertainty on application-facing side and lots of different protocols on network-facing side — will
developers like it?



http://www.opendaylight.org/ *

OpenDayLight Controller

« Open source project formed by industry leaders
and others under the Linux Foundation

+ Goals:
v" Furthering the adoption and innovation of
Software Defined Networking (SDN)
v Accelerate real, deployable solutions for the
industry:
o Leveraging open source development best practices

o Enable agile networks that can flexibly adapt to
application requirements
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OpenDayLight Architecture()

User Network Application, Orchestration and
Interfaces Services

Standardized .
Northbound APls OpenDayLight APIs (Java, REST)

; . Platform .
Modular Network service functions Services Extensions
Controller *:s

Flatiorm Service Abstraction Layer (SAL)

Modular Other standard protocols Vendor-specific
Southbound APls OpenFlow (ONF, IETF, ...) Interfaces

L | B | i |
(*) http://www.opendaylight.org/project/technical-overview

Modular architecture:

1) expandability

2) reliability (e.g. ISSU)

3) standardized NB (northbound, application-facing) interfaces lead to great simplification on
development side

4) controller will choose SB (southbound, network-facing) protocol automagically, depending on task it
need to do and capabilities of device which it need speak to

24



Orchestration Architecture

Applications

Stack'™ E

Networking

Virtual Services Virtual Network

Physical

eIt Network

Storage

OpenStack Networking (Neutron, formerly Quantum) is a system for managing networks and |P_addresses.
Like other aspects of the cloud operating system, it can be used by administrators and users to increase
the value of existing datacenter assets. OpenStack Networking ensures the network will not be the
bottleneck or limiting factor in a cloud deployment and gives users real self-service, even over their
network configurations. Administrators can take advantage of software-defined networking (SDN)
technology like OpenFlow to allow for high levels of multi-tenancy and massive scale.




Jrchestration Architecture, contd...

Storage

Virtual Services Virtual Network

Physical
eIt Network

Storage

Cisco is investing in OpenStack, particularly —in Networking module (“Neutron”, former “Quantum”) to
make it capable to interop with SDN.



In summary ...
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Why it's so important

Monetize

* Launch services
quickly

« Customize services
per tenant

* Extrapolate business
intelligence from
network data

Optimize

* Use real-time data to
improve application
performance

* Dynamically shift
workloads between
resources

* Dynamic network /
device configuration

* Fewer tools and
interfaces

» Shift resources from
operation to service
creation

SDN and NfV — not service itself, but rather way for great optimization: automation of services’
provisioning, adaptation of transport network, optimal resources usage, increasing performance of
services, decreasing operational expenditures, etc.

28



Cisco ONE

Open Network Environment

© 2013 Cisco and/or its affiliates. All rights reserved. ENOG-6 29




Programmatic Network Control — Multiple

Full-Duplex access to the network at multiple layers and networking planes

Application/Development

Management

Orchestration

Network Service

Transport/Device

ENOG-6 30

When considering the objective of SDN then it can be interpreted incorrectly that the evolution only
involves the control plane and data plane of the network. Network environments are more complicated
that simply considering standalone applications, SDN Controllers and physical network hardware as shown
in figure 4. An SDN environment needs to encompass the entire “network stack” from transport, to the
management, to the automation up to the application layer. For SDN to help realise some of the current
time to market issues then we need clear linkage between the application layers right down to the
transport layers. This will include the development of multiple API’s and protocols from the transport/
Optical layer i.e. GMPLS to the network layer i.e. PCEP, BGP-LS, to the orchestration layer i.e. Open Stack,
to the management layer i.e. REST API to the Application layer i.e. ALTO.

30



Cisco onePK (ONE Platform Kit)

- OpenFlow I12RS PCEP BGP-LS Neutron Puppet Netconf

e 00 © 0 © 0 ©

Management Puppet Netconf
Agent Agent

Orchestration Neutron
Agent

IEWOrkK PCEP  BGP-LS
Services Agent Agent

Control

BGP
Forwarding Radius OpenFlow
Diameter Agent

Operating Systems (I0S / NX-OS / 10S-XR)

Device

ENOG-6 31

Cisco OnePK is programming infrastructure, implemented in Cisco equipment and can be used both
directly (using corresponding API) and as basis to create corresponding agents for any of upper protocols.

Respecting different tasks, there are different interfaces to control network:
- I2RS to manage routing tables

PCEP to optimize network topology
Neutron to control virtual network nodes
Netconf to manage nodes configuration
etc

31



onePK and Agent Frame!
Enabling specific solutions on top of onePK

Application Framework / Controller

Agent Communication Agent Communication
Component (e.g. OpenPK) Component (e.g. OpenFlow)
Solution defined protocol‘

(e.g. OpenFlow)

‘ Agent Implementation (e.g. OpenFlow)

onePK APIs Presentation Agent Framework
onePK API Infrastructure

IOS / XE

OnePK agent resides on equipment (switches, routers, etc) and interacts with application using OnePK or
other protocols on top of the OnePK.

Modular architecture of OnePK Agent allows to support any protocols on the top. Here you see how

support for Openflow is implemented in this architecture. Other protocols (12RS, PCEP, BGP-LS, etc) can be
implemented in similar way.
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1ePK APIs are Grouped in Servi

Base Service Sets Description

Data Path Provides packet delivery service to application: Copy, Punt, Inject

Provides filtering (NBAR;, ACL); classification (Class-maps, Policy-
Policy maps), actions (Marking, Policing, Queuing, Copy, Punt) and
applying policies to interfaces on network elements

Routing Read RIB routes, add/remove routes, receive RIB notifications

El t Get element properties, CPU/memory statistics, network interfaces,
cemen element and interface events

Discovery L3 topology and local service discovery

Utilit Syslog events notification, Path tracing capabilities (ingress/egress
ity and interface stats, next-hop info, etc.)
Debug capability, CLI extension which allows application to extend/

Developer integrate application’s CLIs with network element

To be capable do most of network tasks, onePK consists of set of abstractions (APIs) to different kinds of
0S’s functionality (modify routing table, modify forwarding table, get/set parameters, read/change/write
config, etc, etc, etc)
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Cisco ONE - Flexibility to Choose

Protocols, APls and Deployment Models

log Events Discovery
and Queries = Network Element
* AAA Interface Discovery
e = Netflow Events = Service Discovery
E = DHCP Events = Topology Discovery
= Location

Information
Developer Routing

= Debug = Protocol
Capabilities Change
= Tracing Policy Events
QuaTt et Interfaces * Interface Policy * RIB Table
« Interface descriptio pgenstack i = Management . Intgrface Feature Queries
> = Packet classifiers Extensions Policy
= L2 network provisioning = Marking = Forwarding Polic
= L3 and IP Addr. Mgmt. - i A
an rragme. = Copy/Punt Inject = Flow Action Policy
coming = Statistics

:
3
g
e
:
<

RICHNESS OF FEATURES

OnePK is Cisco’s framework, built on top of network elements’ (routers, switches, etc) operating system. It
gives full programmatic access to entire set of functions of every particular kind of equipment, which make
it possible to support any kind of networking tasks.
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Cisco Open Network Environment

Industry’s Most Comprehensive Networking Portfolio
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