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CerogHsa 60-70% WIiFi yctpoucTBs noaaepxuBatoT IPv6

Unique MAC - IPv6/IPv4 addrs count: all vlans - by day
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Cur: Min: Avg: Max:
B Unique MAC addrs with both IPvELL and IPv4 addr 115. 44 4. 00 321.84 653. 00
B Unique MAC addrs with only IPv4 addr 105. 88 2.00 128.09 246. 77
@ all Uniq. MAC addrs with IPv4 addr 221. 32 6.00 445 93 874.94
O all Uniq. MAC addrs with IPvG LL addr 116. 55 4. 000 322.87 654. 00
B all Uniq. MAC addrs w/global IPve EUI-G4 14. 00 1.00 33.29 74.00
B all Uniq. MAC addrs with global IPve 92. 28 4. 00 271. 28 584.54

Last update: Thu Mar 21 00:00:16 2013
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NctouHuK: NOC stats MPLS & IPv6 World Congress Conference, Paris, 2013
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CeTb kOHMepeHUuuu Ciscolive Europe

» 250-300 Toyek goctyna (Access Points)

— bonbluaga nnowagb NOKpPbITUSA

— HECKOJ1bKO TbICAY OHOBPEMEHHDbIX I'IO,EI,KJ'II-O‘-IGHI/IVI
* [IMHAMUYHbIN )KU3HEHHbIN LMNKI

— [NogrotoBka Ha mecTe — 4-5 oHeu

— CpokK akcnnyataumm — 5 gHeu
* WIFI - KOUTUYHBIN N 3aMETHbLIN KOMMOHEHT

— «NPO3payvHbIN» POYMUHT B OABUXEHUN

— [lpocToTa B akcnnyaTtauum n HacTpouKe

Presentation_ID © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



OOLwme NnpuHUMNbI ANn3anHa

 OguH cermeHT: IPv4- /16, IPv6- /64

— [pocToTa ynpaBneHusa agpecHbIM NPOCTPaHCTBOM

— OT1cyTtctBMe L3-poymuHra (Tonbko L2)
» OrpaHnyeHne multicast-tpadouka
» besonacHocTb IPv6 Neighbor Discovery
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O0630p — HOBOe nogknto4vyeHue IPv6

Can | use this LL addr ?
' (1) [IPV6LLDADNS [+
2 [ s

Can | use @ IPV6 g.a. DAD NS ﬁ

this addr ?

@ DHCPV6 inf req |[me—

@{ DHCPV6 Reply| pns

@ DHCPv6 req L—»

% DHCPv6 Reply l addr
Can | use this addr? IPv6 g.a. DAD NS }_’
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Multicast Router Advertisement B WiFi ceTn KOH(hepeHLUUN

21

:217: dfff fe76 fcd4d =
.:217:dfff: fe76:fc40 > ff0O2::1
::217:dfff: fe76:fc40 > ff02::1
«:217:dfff:fe76:fc40 > ffo2::1
2 =

>

LA L E S U Y b

ffOZ"
ffo2::

17:dfff:fe76:fc40

:217:dfff:fe76:fc40
217:dfff:fe76:fc40 >

fe76 fc4p > ;f'

i
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Multicast Router Advertisements: RA throttling

CISCO

MONITOR WLANs CONTROLLER WIRELESS SECUF

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
» Internal DHCP Server

» Mobility Management

Ports
> NTP

» CDP

v IPv6

Neighbor Binding
RA Throttle Policy
RA Guard

A mNNC
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RA Throttle Policy > Edit

Enable RA Throttle Policy @

Throttle Period (10-86400 seconds) 600

Max Through (0-256) 10

Interval Option

( Passthrough

Allow At-least (0-32) 1 |
Allow At-most (0-256) 1
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" No Limit | |

" No Limit | |
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be3onacHocTb Neighbor Discovery
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Oemo: Windows 7 & "Rogue” RA




WLC RA guard: 3anpeT HeCaHKUMOHUpPOBaHHbIX RA
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Controller

General

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Internal DHCP Server
Mobility Management
Ports

NTP

CDP

IPv6
Neighbor Binding Timers
R& Throttle Policy
R& Guard

MONITOR  WLANS

IPv6 > RA Guard

IPv6 RA Guard on
IPv6 RA Guard on

CONTROLLER  WIRELESS

WLC Enabled

AP Enable «

R& Dropped per client:

MAC Address
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WLAN
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Duplicate Address Detection: npoBepka YHUKarnbHOCTHU

= [lpoBepKa yHUKanbLHOCTU agpeca nepen ero aktmemnsaunen
= Tpebyema (MUST) npu SLACC, pekomeHgoBaHa (SHOULD) by DHCP
= 3anpoc ND Ha cny4an ecnm KTO-TO yXXe UCNOoSb3yeT 3TOT aapec

+ S

ICMP type = 135 (Neighbor Solicitation)

Src = UNSPEC = 0::0 NS
Dst = Solicited-node multicast address of A
target=A

Query = Does anybody use A already?

Node A can start using address A>
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YA3BUMOCTb B NMPOTOKOSie — OJfIOKMpPOBKa padoThl

= ATakyrowinmn oteedaeT Ha Bce NS 3anpockl DAD

= Owmbka DAD, HEBO3MOXHOCTb MCMNOSIb30BaHUA agpeca Q

1a], 13

Src = UNSPEC
Dst = Solicited-node multicast address of A NS
target=A —

Query = Does anybody use A already?

From RFC 4862 5.4:

« If a duplicate @ is discovered... the address cannot

be assigned to the interface»

What If: Use MAC@ of the Node You Want to DoS and Claim Its IPv6 @
Attack Tool:

Dos-new-I1Pv6

Mitigation in 10S:
Configuring the IPv6 address as anycast disables DAD on the interface
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IPv6 Neighbor Discovery: nouck Ethernet-agpeca

= [lo3Bonget y3HaTtb Ethernet agpec y3na cetu no ero |IPv6 agpecy
= Cosgaert 3anuchk B Tabnuue neighbor cache
* [ogpepxmBaeTt akTyanbHOCTb 3anucm (NUD / obHoBneHus)

= OBHoBneHnA obcnyxusatotrca no npuHuuny “Last Come, First Serve (LCFS)”

[c]

ICMP type = 135 (Neighbor Solicitation)
Dst = Solicited-node multicast address of B
target=8B

Query = what is B’s Link-Layer Address?

B MAC B
L Neighbor cache

/
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YA3BMMOCTb B NPOTOKONEe — KpaXka aapeca

2], 0]

| Address resolution flow

(unsolicited) NA p—
i Parasiteb

Answer to all NS,
Claiming to Be All > |

Systems in the LAN...
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3awuTa: oTcnexuBaHue agpecoB Ha ypoBHe L2

Binding table
ADR MAC VLAN IF

D 6

DAD NS [IP source=UNSPEC, target=A,, SMAC=MAC,,]

REQUEST [XID, SMAC = MAG,,]

REPLYI[XID, IPA;21, IPA,,]

 data [IP source=A,;, SMAC=MAC, ;]
| —

DAD NS [IP source=LjiJNSPEC, target = A;]

NA [IP source=A,, LLA=MAC,,,]
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WLC 7.2 - FHS source-guard

® 06 / Mawc % | sk Wireless LAN IPv6 Client De.

W\ \

‘= C' | [ https://172.17.1.20/screens/frameset.html =

Save Configuration Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Monitor Clients > Detail < Back | Link Test Remove |

Summary

» Access Points Client Properties AP Properties

» Cisco CleanAir MAC 5c:95:ae:61:22:b9 AP Address 00:21:a0:e4:9d:b0
Address
) Statistics

IPv4 _
Address 0000 AP Name whiteAP
» CDP 1

B ‘ MAC . . . . .
ente Address 5c:95:ae:61:22:bS
IPvé4

Address

IPvE feB80::5e95:aeff:fe61:22b9,

Address 2001:6f8:3d4:3:5e95:aeff:fe61:22b9,
2001:6f8:3d4:3:4500:dbfB8:242a:1b6,
2001:6f8:3d4:3:45e7:df68:2cal:7595,

Multicast

0.0.0.0
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Neighbor Binding table in 7.3: yctaHOBKKM no ymonyaHuio

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Controller Neighbor Binding
General
Inventory Down Lifetime (0-86400) 30
Interfaces Reachable Lifetime (0-86400) 300
Interface Groups Stale Lifetime (0-86400) 86400
Multicast

Unknown Address Multicast NS Forwarding | Disable * |

» Internal DHCP Server
» Mobility Management

Ports
» NTP

» CDP

v IPv6
Neighbor Binding
RA Throttle Policy
RA Guard

» mDNS
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[emo: iIPhone & Source Guard




B 3akKknrouyeHue

 |[Pv6 Ha WiFi TpebyeT BHuMaHus k Multicast Tpadouky
 RA Guard + Source Guard Heobxoaumbl B nwdon IPv6 cetu
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