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Kak smo pabomaem?

* Spamhaus coOupaet nHpopmarnuro no IP-agpecam, yamuyeHHbIM
B PACCBUIKE cliaMa

e Spamhaus nyonukyeT 3Ty uHpopManuto B MMurepHete. JIro0oi
KEJIAIOIMM MOYKET HACTPOUTh CBOIO OYTOBYIO CUCTEMY TaK,
4TOOBI OJIOKUPOBATH MPHUEM IIOUTHI C OITYOJIMKOBAHHBIX aJpECOB

* Ecau npo0iieMa ¢ pacChUIKOM clamMa HE PEIIaeTCsl — B CHUCKaX
11 OJJOKMpOBaHUS OKa3bIBalOTCA cHadaja Bce [P-aapeca,
MIPUHAJIEKAIIME IPOBUHUBILEMYCS BJIAJICIIBIY, & TIOTOM Y BCE
[P-agpeca Tex, KTO 1aeT TaKOW OpraHU3aIiu JOCTYI B
HMuTepHEeT (BBIIECTOAIIME TpoBaKaephl). Bce monb3oBarenu
3TuX [P HEempHUYaCTHEI K ClIaMy, OJHAKO MCIBITBIBAIOT
PpOOJIEMBI C XOKACHUEM MMOYTHL. ITO — UHCTPYMEHT
AJIMAHUTCTPATUBHOTO JABJICHUS — ICKAJIALMS.
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Kak smo pabomaem?

* Oneparop BBIHYXJIEH OTKJIIOYUTh CBOETO KIMEHTA JIJIS
n30ex)aHus TPOOJIEM CO BCEMH OCTAIbHBIMU CBOMMM
KJIMEeHTaMU. Jlaxe eciiu 3TO0 — JPpYyrou KPpYyIHbIN ONEPATOp HIIU
[iejas cTpaHa.

* Heckoabko neT Ha3zax Spamhaus Havajl 100aBJISITh B IUCTUHT
OJIOKMPOBAHHUS MOYTHI 32 “TIPOBUHHOCTH , C TOYTON HUKAK HE
CBSI3aHHBIC, HAIIPUMEDP, XOCTUHT YIPABISIOIINX LIEHTPOB OOT-
HETOB U SEO-CanThl.

e Ecnu passeliie aprymMeHTanus JUCTUHTA ObliIa BIIOJIHE
KOHKPETHOM, TO TEIEPh BCE Yalle GUrypupyroT CJIoBa ““Ham
KaXXeTCs , “‘TI0 HAILlEMy MHEHUIO W Tak paiee. [Ipu atom ¢
TaKUM OTIUCAHUEM B JINCTUHT BHOCATCS KPYITHBIE ONIEPATOPHI,
OKa3bIBACTCS JABJICHUE HA UX aIUIMHKOB, a cam CX BooOIIIE
OTKa3bIBAETCS OOIIATHCS CO CBOMMM KepTBaMHU. MoTtuBsl CX

HCIIOHATHBEI.
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SBL DR-P

Ref: SBL154643
176.47.0.0/16 is listed on the Spamhaus Block List (SBL)
176.47.0.0/16 is listed on the Don't Route or Peer List (DROP)

2012-09-10 21:29:01 GMT | SRO3 | RIPE

Consult-Trade LLC (AS549858)

Based on research, analysis of network records, our own intelligence sources and our experience, Spamhaus believes that this
IF address range is being used or is about to be used for the purpose of high volume spam emission.

&s a precaution we are listing this range in an SBL Advisory until we are able to determine with certainty exactly who is
operating these domains/hosts/servers and also verify the opt-in permission status and origin of whatever lists are used for
those mailings.

inetnum: 176.47.0.0 - 176.47.31.255
netname: CTLAN-ETTH-MNET

descr: Broadband Kiev city branch
country: UA

org: ORG-TCLZZ-RIPE

admin-c: SK4669-RIPE

tech-ci SK4669-RIPE

status: ASSIGNED PA ;




Houemy smo nioxo

Spamhaus sBJIsS€TCS e IMHCTBEHHbIM JICHICTBEHHBIM CPEICTBOM
B 00pr0€ ¢ MUPOBBIM cybercrime. I103ToMy OH BBI3BIBAE€T Ha
ce0sl TaKOW OTOHb KPUTHUKHU

Ho ecTb psig npudnH, Io4YeMy JICYCHHUE CTAJIO XYKE 00JIC3HU

HenoakoHTPOJIbHOCTh KaK IOCyIapCTBEHHBIM, TAK U
001IIeCTBEHHbIM OPraHU3ANUAM

HeBo3moxkHocTh 00mieHus. Yacto CX mpocTo nepecraet
00IIAThCS U HE OTBEUYACT HA MMChMa, KOIJla HEUEr0 OTBETUTD

HeB03MOKHOCTH IEPEBECTH OOILIEHHUE B IIPABOBYIO IJIOCKOCTH
— CX (pu3HYSCKM HEIb3s HANTH

HpCTCHBI/I}I Ha HCTUHY B HOCHGI{HGI\/’I NHCTAaHIIUN.
HCBO3MOKHOCTBb OCIIOPHUTDL JTUCTHUHI

bananbHbIe omOKM — false positives — 3a cueT 3ckanauuu




YUmo oeiamo?

* HraopupoBars kano0sl Spamhaus, He TOJAKPEIICHHBIE
apyrumu 1oaooHeiMu cuctemamu (UCEProtect, SpamCop u
TaK JaJiee)

* Orximrounts npoepky o DNSBL Spamhaus y ce0st u
PEKOMEHI0BATH ATO CAEATh Kojjieram — (popMUpOBaTh
IIOHMMaHHuE TOro, 4yTo ucnoiab3oBanue DNSBL Spamhaus —
3TO OYEHb JYPHOU TOH

* BecTu npocBeTUTENBCKYIO padOTy Ha opyMax U
KOH(EPECHIIUAX

* JloBecTH MHPOPMAIIHIO JI0 TOCYIAPCTBEHHBIX CUIIOBBIX
CTPYKTYpP B JOCTYITHOM UM (popMe

* Co3naBarb NOAO0HYIO AJILTEPHATUBHYIO CTPYKTYPY,
JCUCTBYIOUIYIO MIPO3PAYHO U MO/ JKECTKUM KOHTPOJIEM

community. |
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