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Owwnbkm B HacTpomke
MapLLIPYyTU3aTOPOB;

LUuknbl mapwpyTtmsaunm BGP;
[Mpobnembl Ha yposHe CI1/.



14078 ya3BuMbIX NpedUKCOB;
MoxkeT bbITb MCNO/Ib30BAHO A
yBesindyeHua naeda DoS atakum (* TTL)

ATaka Ha ucyeprnaHume KaHang;
A 3a Tpaduk elLe 1 NAATUTL ;)



Yeunnuntenn DDoS aTak

* 744 ya3Bumbix NpedUKCoB;

* AC MOXeT bbITb NCMONb30BaHA B
KauyecTBe ycuamtena DoS ataku

» Ataka Heckonbkux AC o4HOBpPEMEHHO;



Linknel mapuwpyTtusaumm BGP

BcTpoeHHaqa 3awuTa ot
CTaTUYECKUX LUNKIOB

OuHamunyeckme uuknbl!



2347 yA3BUMBbIX NPEePUKCOB,
Pesynbrar:

YacTtnuyHaga/nonHas
HeOCTYMHOCTb LileNneBOU CEeTH;

LLlym coobLieHnn BGP.



AS1/74 AS3356 AS7018 AS6939 AS701
AS3549 AS209 ASA4323 AS1239 | AS12389
AS2848 AS3257 AS6461 AS2914 AS8468

AS23148 | AS8447 | AS20485 | AS6830 AS8220
AS8928 AS3303 AS4589 | AS42708 | AS6453
AS6730 | AS31130 | AS3491 AS3320 AS8218

AS286 AS702 AS3561 | AS207/64 | AS31323

AS20632 | AS4766 ASG80 AS29686 | AS5089

AS10026 | AS12350 | AS2516 AS3786 | AS12741
AS7575 AS1916 AS2273 AS9498 AS1785

N bonee 4yem 5k gpyrux AC!




AC174
YBennyeHue nievya DDoS B 17 pa3
Default route: 25 ya3sumbix npepumkcos

AC3356-AC3549
YBennyenune naeda DDoS B 8 pa3
BGP yukabr: 12 prefixes affected
Default route: 86 yazBnmbix npedurkcos



ENOG

*  Default route 2204;
* BGP unknbl 213;

*  Ycunutenn DDoS aTak 22
MakcumanbHo B 11 pas.
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PobuH 'yn

Hello.

During our research project we have detected IP address “*.*. * *" jn AS**%,
which multiplies ICMP packets. 11 times is a mean value.

It is dangerous vulnerability because this IP could be used by attackers to N-times
increase DoS attack.

This could be harmful for your own network infrastructure and also break down
attacked network.

Could you tell me for what purpose your router was configured by such way?

Hello

This is assigned to one of our customers. We cannot see how there equipment is
configured. If you believe this is in violation of our Acceptable use policy you can
email abuse@***.com to report that.
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ATaka Ha CeTeBOM YpPOBHe




B «cepgue» NHTepHeTa

BGP
2.2.2.0/24

4 cexyHObl

‘ DDoS*4 ‘

Default

route




B «ceppue» VIHTepHeTa

Kinentckue AC BGP
Q AQ Q\ 2.2.2.0/24
Max = 350*DDoS
> 50 amplifiers 4 cexyHovl
Mean = 10*DDoS =
‘ DDo0oS*4 ‘

Default

route



B «ceppue» VIHTepHeTa

Kmuenrckne AC BGP
Q AQ Q\ 2.2.2.0/24
Max = 350*DDoS
> 50 amplifiers 4 cexynovl
Mean = 10*DDoS =
‘ DDo0S*4 ‘
ﬁx Default
route
dst: aplifiers

src: 2.2.2.1



B «ceppue» VIHTepHeTa

Kmuenrckne AC BGP
O AO O\ 2.2.2.0/24
Max = 350*DDoS
> 50 amplifiers 4 cexynowl
Mean = 10*DDoS =
‘ DDoS*4 ‘
ﬁ Default
route
dst: aplifiers

src: 2.2.2.1 Hmozo = 40*DDoS



[TpobaemMbl KNMEHTCKOW CETU — 3TO BaLLUU
npobsiemsi;

[Tpobaembl ceTn NoCTaBLMKA — 3TO TOXE
BalWm npobaemsl;

HecTabu/bHOCTb ceTn MoXeT bbITb
HeBMAMMA CO CTOPOHbI AC-MCTOYHMKA.

Y Hac eCTb cMCTEMA MOHUTOPUHra. Mbl
roTOBbl NPeA0CTaBUTb MHPOPMALLUIO
becnnaTHo.



[lpoBepAnNTE CBOIO CETh.




