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Jsontounsa DDoS rmazamu onepatopa cBA3U
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AHanna DDoS aTtak B Mupe n nx
ocobeHHocTeun B 2011 roay

lpaBUrbHbIE N HENPAaBUIIbHbIE METObI
sawmnTtbl oT DDOS aTak

PekomeHaauun no opraHmn3aumm
6e3onacHOCTM CETEBOMN MHAPPACTPYKTYPHLI
orneparopa
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[TponCcxXoOAaT KPYrnoCyTOYHO: 24X7X365

Pa3Hoobpa3Hasi MoTuBaLus

=  ®unHaHcoBasi MOTUBaLVA, KPMMUHaJIbHaA O0eATEeJIbHOCTD,
naeosiorm4ecCkme rnpuYnHLbL... i oTCyTCTBUE MOTUBALUUN

MoryT 3aTpoHyTb NOHOro onepartopa

OObI4YHO ONEepaTopoB HE MHTEPECYIOT UCXOsLLME aTaku

= WcknoyeHne — cetn MoOUNbLHOW CBA3U

MoryT conpoBoXxaaTbCA 3HAYUTENbHbLIM
OOMNONHUTESNBbHLIM YLLEPDOOM Ansi ornepaTopa CBA3n
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DDo0S n 60THeTbI — BHELWWHANA yrpo3a

* [lpMmeHeHnsa ODOTHETOB:
= DDoS
= Cnam
= MoleHHn4YecTBO
* WnnoHax

= BopoBcTBO

Security Concerns

[l DDoS sattacks towards your customers
[l DDoS sttacks towards your infrastructure
| DDoS sattacks towards your services
B Infrastructure outages due to DDoS attacks
B Infrastructure outages from failure
B New vulnerabilities

Botted/compromised hosts on your network
% Zero-day exploits
% Hacktivism
77 Under-capacity for bandwidth
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Figure 9 Source: Arbor Networks, Inc.
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DDoS ataku B 2011 roay

= CunbHbIN POCT aTak C MAEeO0NIorM4eckon MoTnBaumen

= 10 I'6ut/c — BNnonHe o0bbI4YHbIN 0ObeM Ana flood aTtaku

= Bce 6onblule atak ypOBHS MPUMNOXEHNA U MYNbTUBEKTOPHbLIX aTak
= [lepBble ataku Ha IPv6 (HO noka NpocTble 1 peakue)

Attack Motivations Considered Common or Very Common

Survey Respondents

Figure 20 Source: Arbor Networks, Inc.

B Political/ideclogical
B Nihilism/vandalism P
Online gaming P
B Criminals demonstrating capabilities .(
Il Social networking
Misconfiguration/accidental
[l Unknown
% Inter-personal/inter-group rivalries

% Competitive
% Criminal extortion attempts
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DDoS B CHI' u BocTtoyHOou EBpone

YkpanHa 158.20Mbps / 1.57Gbps / 349Mbps / 970Mbps /
334.35Kpps 4.573Mpps 1Mpps 2.82Mpps
Poccus 339.63Mbps / 29.89Gbps / 1.07Gbps / 14.4Gbps/
258.42Kpps 6.86Mpps 1.596Mpps 33.749Mpps
Monblua 220.43Mbps / 5.73Gbps / 339.89Mbps / 1.28Gbps /
513.20Kpps 14.86Mpps 522.78Kpps 1.56Mpps
Yexunda 136.74Mbps / 912.44Mbps / 745.2Mbps / 3.07Gbps /
314.69Kpps 1.9Mpps 2.36Mpps 8.91Mpps
BeHrpus 123.32Mbps / 1.81Gbps / 334.74Mbps / 1.57Gbps /
252.39Kpps 1.96Mpps 676.88Kpps 3.92Mpps
PymMbiHNSA 113.00Mbps / 2.76Gbps / 602.69Mbps / 17.78Gbps /
267.39Kpps 5.94Mpps 734.71Kpps 6.40Mpps
MakenoHus 341.58Mbps / 1.73Gbps / 1.762Gbps / 3.204Gbps /
150.75Kpps 275.1Kpps 489.89Kpps 1.08Mpps
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Ctatuctuka no P® B 2011 roay:
HoBasa peanbHOCTb «ManeHbKMUX» aTak

[lonsa atak > 1 [6uT/c:
= 7.59% B 2010
= 21.19% B 2011

Russia 2010 Size Break-Out, BPS

W <1Gbps

W >1<2Gbps

W »2<5Gbps

W >5<10Gbps
W >10<20Gbps

W >20Gbps

Russia 2010 Size Break-Out, PPS

W <1Mpps

W >1<2Mpps
“»2<5Mpps

W >5<10Mpps
“>10<20Mpps

W >20Mpps

[onsa atak > 1Mn/c
= 4.73% B 2010
= 27.97% B 2011

Russia 2011 Size Break-Out,BPS

W <1Gbps

W >1<2Gbps
“»2<5Gbps

W >5<10Gbps
W >10<20Gbps
“>20Gbps

Russia 2011 Size Break-Out, PPS

W <1Mpps

W >1<2Mpps
“»2<5Mpps

W >5<10Mpps
“>10<20Mpps

W >20Mpps
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Ctatuctuka no PP B 2011 roay:
OnutenbHOCTbL aTaK bonblue cpeaHen B mupe

CpegHss anutenbHocTb B 2011: [lona atak > 12 yacoB No4YTU He
= B mupe: N3MeHunacho:
= 3y4aca 27 MUHYT = 8.47% (2011)
= B PO®: = 10.56% (2010)
= 6 y4acoB 17 MUHYT = bonblue, YeMm B cpegHeM B Mupe
Russia 2010 Break-Out Duration Russia 2011 Break-Out Duration

<30 Mins & <30 Mins

¥ >30<60 Mins B >30<60 Mins

“ >1<3 Hours “ 1«3 Hours

W >3<6 Hours W >3<6 Hours

W >6<12 Hours W >6<12 Hours

W >12<24 Hours W >12<24 Hours

© >24 Hours © >24 Hours
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Flood DDoS B 2011 roay

= “We were a primary target of the WikiLeaks/Anonymous incident,
experiencing ~100 attacks over 10 days and covering more or less the full
gamut of DDoS attack types. Unrelated 6.5 Gbps attack was IP fragments,
1500-byte packets, highly distributed.”

=  “DDoS against UDP/80, 29 Mpps. Do | need to say more?”

= “Mostly invalid packets that were stopped at our border routers via ACLs.
Sources were mostly from Europe, target was a Russian Webcam
recruitment site. The observed size of the attack was 30 Gbps, but the
overall attack was larger than 50 Gbps and hitting capacity restraints within
our providers’ networks.”

. Target of Highest-Bandwidth DDoS Attack
Largest Bandwidth Attacks Reported
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Figure 15 Source: Arbor Networks, Inc.
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Figure 16 Source: Arbor Networks, Inc.
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DDoS Ha npunoxeHusa B 2011 roay

10

‘4.4 Mpps attack was an attack using malformed DNS queries toward our
DNS resolvers—payloads included either a bunch of NULL characters or
the string ‘0123456789ABCDE.’

“Automated system made malformed HTTP requests. It moved with the
DNS, but couldn’t handle HTTP/S, so we moved the site to HTTP/S-only for
a month”

“We faced a side-effect of a spam botnet which tried to resolve nonexistent
domain names, causing high loads of NXDOMAIN answers.”

Multi-Vector DDoS Attacks
Llenn L7 aTak:

= HTTP/S _—
= DNS M No
B | do not know
= VoIP
- SMTP 27%
- POP

Figure 19 Source: Arbor Networks, Inc.
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Ctapaga pasHoBugHocTb DNS Amplification atakm nony4una HoBoe
passutmne B 2011...

ATtakyowmn HaHumaet 60T ¢ nonocon 10 MouT/c
BoT ncnonb3yet BMeCTO CBOEro agpeca agpec XepTsbl

BoT nocbinaet Ha ny6nuyHbin resolver 36-bantHein ANY 3anpoc,
Bbl3biBad ~ 50x oTBeT Ha |P »epTBbl:

Bot > DNS: 10 pps / 2880 bps
DNS - xeptBa: 10 pps / 144 Kbps
A ecnun 3To0 MHOronoTo4YHAada ataka Ha COTHU resolver-0B...
bot - DNS: 60 kpps / 8.6 Mbps
DNS - xeptBa: 60 kpps / 432 Mbps
... ¢ 10 botamu BMECTO OOHOIO:
Bot - DNS: 600 kpps / 86 Mbps
DNS - xeptBa: 600 kpps / 4+ Gbps

Ha ocHoBe npeseHTauum Eric Zeigast “ISC.ORG/ANY (DNS Amplification Attacks)” l/\RBOR



DNS aTtaku B 2011: acpbchekt DNSSEC

dhcp-26-175:~ kirillkasavchenko$ dig @ns2.ukrtelecom.ua isc.org ANY | grep SIZE
;7 MSG SIZE rcvd: 25

dhcp-26-175:~ kirillkasavchenko$ dig @ns.kyivstar.net isc.org ANY | grep SIZE
;7 MSG SIZE rcvd: 492

dhcp-26-175:~ kirillkasavchenko$ dig @8.8.4.4 isc.org ANY | grep SIZE
;7 MSG SIZE rcvd: 1169

dhcp-26-175:~ kirillkasavchenko$ dig @ns2.ok.cox.net isc.org ANY | grep SIZE
;7 MSG SIZE rcvd: 3466

12 Ha ocHoBe npeseHTauuu Eric Zeigast “ISC.ORG/ANY (DNS Amplification Attacks)” ARBOR
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HanagbTe KOHTaKT ¢ BawuMm nupamu/anctpumamm! Y3Hante 3apaHee 4em
OHW MOryT BaM NOMOYb M C KEM CBSA3bIBATLCA B Clydae TpyaHOCTeN

He urHopunpynte BCP. OHu paboTator.

OTtpaboTante meToabl MOHUTOPUHra Tpaduka B Bawuen cetu. [Npu Boibope
ceTeBOro obopygoBaHmsa yYnTbiBanTe HIOAHCbI TENEMETPUMN.

S/RTBH n FlowSpec — aipdekTBHbIE METOALI OLICTPON BNOKNPOBKU
cnonb3oBaHne cCO6CTBEHHbLIX OMNEPATOPCKMUX CUCTEM 3aLLNTLI

Onpenennute OTBETCTBEHHbIX 3a NONMUTUKY 6e3onacHocTu. AT noau
OOMKHbI obnagaTb HEOOXOAMMBIM CETEBbIM OMbITOM.
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HenoarotoBneHHOCTL U UITHOPUPOBaHKUE (3a4yem KoMy-rubo amakogeamsb
MEHS/MOUX KITUeHmMoe?)

OTcyTcTBUE OTPAbOTaHHbIX KOHTAKTOB
OTcyTcTBME HEOOXOAMMOW NHAPACTPYKTYPHbI
OTCcyTCTBME/HENOTOBHOCTL CPEACTB TENIEMETPUN

HenoarotoBneHHocTb apxutektypbl BGP, oTcytcTBume
cneumann3npoBaHHbIX NHCTPYMEHTOB

MexceTeBble akpaHbl, IDS/IPS, 6anaHCMpoBLLUNKK HArpy3kn u npo4yme
CpeLCTBa C COXpaHeHMeM cocTossHUM ceccun (stateful)

OTCyTCTBI/Ie cneunanncrtoB, HeoCBeJOMJIEHHOCTb O COBPEMEHHbIX YIrpo3ax
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3HauTe cBoe obopyaoBaHMe U NPUSIOXEeHUSA

= [1pom3BoANTENBLHOCTb, PYHKLMOHANBLHOCTL 0O0OPYAOBAHUSA U €ro
orpaHn4yeHuns

" npOVI3BO,EI,MTeJ'IbHOCTb, beHKLI,I/IOHa.I'IbHOCTb I'IpMJ'IO)KGHVIVI N NX orpaHN4eHnA

= [lpogymanTte n nogaepXxnmBamTe CrNnUCKM OOCTYNa Ha BHELUHUX MHTepdencax.
Tunosasi owmnbka — npegnonoxenue 4to kpome TCP/UDP/ICMP gpyrmnx
NPOTOKOMOB He OblBaeT.

= BGP — xpynkun npoTtokon. YkpenuTe ero.
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B voeane ans ynpasreHns AormkHa CyLLeCcTBOBaTb OTAerbHas
He3aBucumas ceTb yrpasrneHusi (DCN)

OTKNOYNTE HEUCNONb3YEMbIE CEPBUCHI U NPOTOKOMbLI control-plane

OcTaBLUMeCs B XXUBbIX CEPBUCHI A0MKHbI 6bITb 3alueHbl: rACL, CoPP,
GTSM, astopusauua MD5

SNMPv3, SNMP view, SNMP Community ACL, SNMP RO
service tcp-keepalives-in

SSH Bmecto TELNET

QoS gnsa npuoputeta management u control-plane Tpaduka
AAA: He 3abyabTe aBTOpPM3aAUMIO N YYeT

Y6epute HeHYXHbIN OYHKLUMOHAaN Ha uHtepdencax

Crnegute 3a nameHeHnammn koHgpurypaunm (RANCID)
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3awmta uHppacTpykrtypbl: BGP

= [loytn BCe n B ogHoM mecTe: draft-jdurand-bgp-security-00
= MD5

= GTSM (nposepka TTL)

= Kak npaBunbHO punbTpoBaTh npedukcol u AS-PATH

= BGP Dampening (BepHee, ero otcytcramne ©)

i ARBOR

N ETW ORKS




PaspaboTanTe LenocTHy0 CXeMy agpecaunm Bawmx MHTepPdENCoB

Kakne nmeHHo nakeTbl MOryT ObITb HYXXHbl BallMM MapLupyTM3aTtopam?

He 3abbiBanTe npo aHTU-cnyuHr (CO6CTBEHHLIE aApeCcHOe MPOCTPaHCTBO,
RFC1918, 224/4, RFC3330)

Ncnonb3ynte NetFlow ana nsyyeHus Tpaduka Ha Bawle obopygoBaHue —
yBUOUTE OLLINBKM KOHUrypaumm

He 3abyabTe 3akoHunTb IACL 4epes permit ip any any

He nponyckanTte npoToKOsibl KOTOPbIE Bbl HE 3HaeTe

ARBOR



NMpumep IACL

access-1list
access-1list
access-list
access-list
access-list
access-1list

access-1list
access-1list

access-1list

access-1list

19

101
101
101
101
101
101

101
101
101

101

deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip

our CIDR block any

host 0.0.0.0 any

127.0.0.0 0.255.255.255 any
10.0.0.0 0.255.255.255 any
172.16.0.0 0.0.15.255 any
192.168.0.0 0.0.255.255 any

permit tcp host peerA host peerB eq 179
permit tcp host peerA eq 179 host peerB
deny ip any ControlPlaneAddressBlock

permit ip any any

ARBOR
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«MMTHMmepHem He pabomaemy»
CUHXpOHM3aUns BpEMEHU HeoDxoanmMa Anst Koppensaunm codbITMn

TpebyeTcs oTaenbHas ceTb ynpaBneHns unu npmoputesaumsa Tpaduka
TenemeTpumn

SNMP - 3arpy3ka CPU, namatu, nutepdencos, cuetumkn HQoS/QPPB/
SCU/DCU - CLI, MRTG, rrdtool

RMON — ntop, nGenius, OptiView Pro

IP Flow — macwtabupyemoe pewleHne ansa geTekTMpoBaHne aHoMarnmn
= CLI, nfdump, nfsen, Stager, PeakFlow SP, PeakFlow X

DNS — dnstop, dnslogger, rrdtool, PeakFlow TMS

BGP — Zebra, Quagga, PeakFlow SP

[TakeTHble aHanu3aTopbl — TCPdump, WireShark

Syslog — Simple Event Correlator, Sawmill

ARBOR



[ToarotoBbTE MHAPACTPYKTYPY AN LEHTPANIM30BaHHOIO ynpaBieHUs
S/RTBH/FlowSpec

He ncnonbaynTte stateful mexceTteBble akpaHbl Ans 60pbbbl ¢ DDOS!
Ncnonb3ynte stateless cnucku gocrtyna Ha MapLupyTusaTopax u
KOMMYyTaTopax

BCP84 — dounbtpauuns exogswero Tpadgpuka: iACL, uRPF

= Anti-Spoofing, Anti-Bogon, iACL, oTOpacbiBaHMe onpeneneHHoro
Tpaduka L3/L4, dunnbTpbl MHUMOEHTOB, NPOMNYCK OnpeaeneHHoro
Tpaduka L3/L4, otbpackiBaHMe BCEro octanbHOro

= uRPF: B cnyyae accumeTpum loose, N0 BO3MOXHOCTH strict
Rate-limit ACL Ha rpaHuue cetun

B3anmonencrteme C BbILLECTOSALLMMM onepaTopamm

ARBOR



3awuTa KknmeHTta ot DDoS

" FIpM 3alunTte KrineHTa Haao NoHnMaTb.
= HwWKTO He 3HaeT cBoe NpUnoXXeHune Jy4ywe KrimeHTa, Ho...

= KnneHT He B cocTosiHum octaHoBUTb Flood DDoS, nepenonHsowmnm
KaHan CBA3u K ornepaTopy.

= HWKTO, KpOMe ornepaTtopa, He CMOXET NOMOYb!

ISP 1

NEPENONHEHUE

uon __'_'

ISP n CepBepa U NPUNOKEHUA

Tpaduk atTaky ———>

m——— ARBOR
22
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= B ungeane cneuymanuct no 6e€30nacHOCT B onepaTtope CBSA3WN OOSMKEH 3HAThb:
= Bce 4TO 3HaeT MHXeHepP Pa3BUTUS OMOPHON CETH;
= Bce 4TO 3HaeT UHXeHep pa3BUTUA CeTU AOCTYNa;
= Bce 4TO 3HaeT uHXXeHep aKkcnnyaTauuu,
= Bce 4Tto 3HaeT |IT-agmuHucTpatop u web-macrep;
= Bce 4TO 3HaeT crneunanmncTt no aNeKTPOHHOW MNoYyTe;
= Bce 4TO 3HaeT cneunanmct rno NMPUHroBoun NOJSINTUKE;
= Bce 4To 3HaeT crneunanucTt no LWngpPoBaHNIO;

= Bce 4TO 3HaeT cneuuannct no 6e3o0nNacHOCTU B KOPNOpPaTUBHbLIX CETSX.

ARBOR



Cnacub6o!

kkasavchenko@arbor.net



CooepaHue

[lononHuTenbHble crianabl
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lMone3sHble CCbINKNU

Best current practices:

= http://tools.ietf.org/html/draft-jdurand-bgp-security-00
https://datatracker.ietf.org/doc/rfc3704/

= https://datatracker.ietf.org/doc/rfc3013/

= https://datatracker.ietf.org/doc/rfc5358/

= http://www.first.org/resources/quides/

= http://www.sans.org/reading room/whitepapers/networkdevs/http://
www.ietf.org/html.charters/opsec-charter.html

= http://www.cisco.com/en/US/tech/tk648/tk361/
technologies tech note09186a0080120f48.shtml

[Tones3Has nHgpopmauus:

= http://ddos.arbornetworks.com

= http://www.arbornetworks.com/report
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Ycnyru no 3awmTte ot DDOS oT KpynHbIX
ornepaTtopos

= http://tcomm.ru/services/anti-DDos/

= http://www.synterra.ru/services/antiddos/

=  http://ttk.ru/rus/msk/business/service/servicepage59894.phtml

= http://www.akado-telecom.ru/page.html?id=149

= http://westcall.spb.ru/corporate/services/network/ddos ataka/

= http://www.verisigninternetdefensenetwork.com/

= http://www.business.att.com/enterprise/Service/business-continuity-enterprise/threat-management-
enterprise/ddos-defense-enterprise/

= http://www.globalservices.bt.com/LeafAction.do/param/Record/
assure_denial_of service_mitigation_products_uk_en-gb/fromPage/Search/chapterKey/1

= http://www.rackspace.com/managed_hosting/services/security/ddosmitigation.php

= http://www.verizonbusiness.com/terms/us/products/security/dosdefense/

= http://www.tatacommunications.com/downloads/enterprise/Data%20Sheet%20-%20%20Internet-
clean-pipe%20-%20DD0OS%20Protection.pdf
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