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Proxy ARP — arecap

We do not want Proxy ARP on our platform

—> Security tests
- Configuration tests
- Light levels
- Counters
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DE-CIX Production network

1608

Gbps

1]

rrent medizan minimum maxLmum average
H1n Ghps 991.8 887.3 308.3 1237.1 808.0
M out Ghps 991.0 887.2 308.3 1237.1 8a7.2

Timespan: 2011-08-13T00: 00: 00+0200 to 2011-08-15TO0: 00: OO+0200

The 2011-08-13 incident:

It was a Saturday.
It was peak time.
It took 3.5 hours to fix

145 customers affected
Up to 45% traffic loss
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Countermeasures:

- Regqular proactive checks to identify proxy ARP

Additional Countermeasures:

- Vendor implementation: disable default proxy ARP
- Use of dynamic ARP inspection with static bindings
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Thank you

Join DE-CIX now!

DE-CIX Competence Center
Lindleystrasse 12
60314 Frankfurt/Germany

Phone +49 69 1730 902 -0
Info@de-cix.net

DE-CIX Competence Center @
Kontorhaus Building

Frankfurt Osthafen (Docklands)



