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Multilayer Internet Governance:
Some Theory + Practical Implications

Michael Yakushev | ENOG 10 (Odessa, Ukraine) | 13 Oct.2015



WHAT DOES ICANN DO?

Toreachanyd e or thing connected

to the Internet, you (or your search
engine) must know their address - a
name or a number. That address must

be unique, so you can reliably find and

connect to other devices, thing

information sources no matter where
you are in the world. That's how the
tens of thousands of physical
networks appear and operate

as 'One Internet',

In concert with echnical operating
community, ICANN maintains and
administers the registries containing
these unique addresses across t
ability,

net where we

world ensuring the security
and integrity of One Ir
can reliably find each other

ONE WORLD, ONE INTERNET

Community-Driven Global Policy Development Competition & Choice

To keep pace with dynamic technologies and rapid From accrediting over 1000 DNS
registrars, to introducing new
Top Level Domains (TLDs),

ICANN works to expand

innovation, ICANN facilitates an open, consensus-driven,
multistakeholder policy development process that is run
from the bottom up
consumer choice by fostering
competition and innovation in

Multistakeholder Model

Civil Society & Internet

the domain name marketplace.

Users, the Private Sector,
National & International
Organizations, Governments,
Research, Academic and
Technical Communities are
all represented.

Contractual Compliance

REGISTRAR REGISTRY ICANN

HOW DO | PARTICIPATE?

ign up for es aticann.org

.S
5 WHO’S INVOLVED?
A number of groups, each of which Supporting Advisory
represents a different interest and Organizations Committees

expertise on the In

All of them come together with the

Board of Directors to shape policies
and ICANN work

WHICH FUNCTIONS DOES ICANN COORDINATE?

Internet Numbers

maintains the contracts and enforces the consensus policies developed through

Protocol Parameters

Security & Stability

ICANN supports DNS security by supporting
a secured DNS infrastructure (DNSSEC) and
managing the top-level key of that
infrastructure, requiring close coordination
and collaboration with the community and
volunteers around the world.

Interoperability

ICANN's work plays a role in helping the
community to develop new technologies
that flourish while maintaining
interoperability across the global Internet
For example, the central publication point
of unique protocol identifiers maintained by
ICANN makes it easier for protocol
developers to create protocols that allow
communications using secure connections
between users.

the community-driven process embodied in those contracts. While we are not a regulator,
we comply with the law and enforce community policies through contractual obligations.

Technical Advisory Board of
Bodies Directors

nical Expert
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THE THREE LAYERS OF DIGITAL GOVERNANCE pr—
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INFRASTRUCTURE
LAYER

For public use. De XPLA a ment by ICANN. v1.0 « 3 August 2015 @@@ 2015 ‘ Cr nmons Attribution - NonCommercial




THE LOGICAL LAYER OF DIGITAL GOVERNANCE TECHNICAL OPERATIONS

The technical operating community is made up of multiple independent actors bound

Layered on top of the Physical Infrastructure’s thousands of networks and satellites, the Internet's Logical Infrastructure is what delivers by common principles and mutual commitments that ensure the security and stability
One Internet for the world through Unique Identifiers (Names, Numbers, and Protocol Parameters). ICANN coordinates the administration of the Internet Infrastructure. Each actor's community develops policies and standards
of this layer in partnership with other technical communities to ensure the security, stability, resiliency, and integrity of this critical layer. oy in an open, inclusive, and consensus-based approach.
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What we should remember

® Different participants (governance actors) in different
layers

® {not coincide in all layers, should be differentiated}

® New “dimensions” of the governance

® for ICANN: traditionally triad ‘security/stability/resiliency’
® NEW: interoperability (?)
® NEW: trust (1)

® Different set of ‘documents’ for different layers

® Not only formal ‘standards and regulatory documents (incl.legislation), but also
informal interaction between governance actors

® Mixture (intentional or un-intentional) of governance
methods, actors and documents -> over-politicization




What we should remember (2)

Just because you do not
take an interest in politics
- doesn't mean politics
won't take an interest in

you.

Pericles







What we should do (better, or in addition to what is

already being done)

® Multi-layer nature of the Internet Governance should ALWAYS
be taken into consideration
® Awareness raising (education, trainings, discussions etc.) efforts

are the crucial factor
® Should be done continuously
® Be ready for over-politicization
® Human rights problematics -> good argument

® Trust = new dimension

® Should be taught/explained in the same manner, as it was managed with ‘Cross-
border nature of the Internet’ dimension

® Ungrounded (or badly prepared, or not agreed with other
stakeholders) decisions on the Internet Governance => just
another risk factor (threat to the Information Security)




Engage with ICANN

Thank You and Questions

4( Reach us at:

Email: michael.yakushev@icann.org;

Website: icann.or
ICANN -

twitter.com/icann gplus.to/icann

facebook.com/icannorg @ weibo.com/ICANNorg

linkedin.com/company/icann ®® flickr.com/photos/icann

&PB youtube.com/user/icannnews slideshare.net/icannpresentations
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