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KpaTKoe coaepXaHue cor e

Y1o Takoe IETF?
Kak yctpoeH IETF?
Kak y4yactBoBaTb B pabote IETF?

Ob630p HECKONBbKUX MHTEPECHbIX TEM HaA
KoTopbiMmu Beaetca pabota B IETF.



Internet Engineering SO+
Task Force |l ETF

* Development of open, consensus-based
Internet standards

* The mission of the IETF is to produce high
guality, relevant technical and engineering
documents that influence the way people
design, use, and manage the Internet in such a
way as to make the Internet work better.
These documents include protocol standards,
best current practices, and informational
documents of various kinds. [RFC 3935]




Internet Engineering SO+
Task Force |l ETF

« Pa3paboTka OTKpPbITbIX CTaHAapToB VIHTEpHETA Ha
OCHOBE KOHCEHcYyca

 Muccuen IETF aBnseTtca cosgaHne MHXeHepHO-
TEXHNYECKNX cneundunkaumm BbICOKOro KayecTBa,
C NOMOLLbIO KOTOPLIX NPOEKTUPOBAHNE,
ncnosib3oBaHue n ynpasneHune VIHTepHeTOM
aenaet ero paboty eule ny4dwe. ATH
cneymduKkaumn BKNOYarT cTaH4apThl
NPOTOKOSI0OB, ONMUCaHME Ny4llen TeKyLLeW
NpPaKkTUKK, a Takke MHPOPMaALMOHHbIE JOKYMEHThI

pasnuyHoro poga. [RFC 3935]



MHTEPHET PYHKLUMOHMPYET Ha 0/ 0

CTaHAaapTax |[ETF | ETF
TCP/IP  DNS (RFC1034,1035...)
— IPv4 (RFC791) and IPv6 e DNSSEC (RFC4033-4035, ...)
(RFC2460...) Web
— TCP (RFC675...) and UDP €
(RFC768) — HTTP (RFC2616...)
E-Mail * VolP
— SMTP (RFC5321) — SIP (RFC3261...) and RTP
(RFC3550...)

— IMAP (RFC3501)

Network and Routing

— MPLS (RFC3031) and BGP
(RFC4271)



Kak Begetca paborta B IETF ¢/ 0+
(1) | ETF

I[ETF npon3sBoAnT CTaHAAPTbl BbICOKOIO KavyecTBa

— B IETF HeT yneHcTBa, B YaCTHOCTU HET Y1eHCTBA CTPaH U
opraHm3aummn. Kaxxaym 4enoBeK y4yacTByeT KakK
HEe3aBUCUMbIN SKCNEPT.

— PeleHnsa npnHMMaloTcs Ha OCHOBE KOHCceHcyca. J1toboi
YyesIoBEeK MOXET NPUCcoeMHUTCA K 0BCYKAEHUIO KaKoro
NNB0 NOKYMEHTa UK ero 4acTu.

— “PaboTatown NnporpamMmHbIn Koa” oKa3biBaeT bonblioe
B/INAHWE NMPU NPUEME PELLIEHUN



Kak Begetca paborta B IETF ¢/ 0+
(2) | ETF

*|ETF nogeneH Ha Obnactn (Areas) a KaxKaaa obnactb Ha
Pabouune rpynnbl (Working Groups)

— Jltobo moxeT nognuncaTbCca Ha CMUCOK paccblnoK (mailing
list) no onpegeneHHon Teme. CNUCKKM paccbiNoK “OTKPbITbI”

— Bonblasn yacTtb paboTbl MPOUCXOAUT NO SNEKTPOHHOM
noyre.

— 3 pa3a B rog, NponcxoaaT KOHPEepPEeHLNN AULOM K ULy, HO
yAaNeHHOEe y4acTUe BO3MOKHO

*Paboumne Bepcuu cneundPmuKaumm n KOHeYHble CTaHAAPTbI
NOCTYMHbI BCeEM becnsiaTHO

*|ETF yacTo 3aHMMaeTca obHoBNneHnem cobcTBeHHbIX
CTaHAAPTOB HAa OCHOBE OMbITa peasan3aunm B NPOrpamMmHbIx
NPOAYKTax M UX MCNOS1b30BaAHMUA



S0+
IETF B 06LWMX yepTax

*1000-1500 yenosekK npmesxKatoT Ha
KOHpepeHumMn KoTopble 6biBatoT 3 pa3a B roa

— bepnuHckyto IETF KoHpepeHuuto
noceTuan npeacrtasmuTenm 62 cTpaH

— 3HayuTenbHO bonblle Hapoay yyYacTByeT

B AMCKYCCUAX HA CMMCKAX PACCbINKK mUS EDE BCN @ P BFR
*~120 Working Groups (WGs) DUK BNL OF] B Others
— ~2 WG pyKkoBoaAUTENA B KaXKA0M Participants at IETF-87

Berlin, July 2013
*8 Areas nopa ynpassneHnem 15 Area Directors

(ADs)

*bonee 7000 RFCs onybankosaHo: UHTEpHET
CTaHAapPTbl, UHPOPMALIMOHHDIE U
3KENnepemMeHTabHble AOKYMEHTbI



npeacTaBUTeNn pa3HbIX

IETF B yncnax

CTpdH Mo Yncny ICIIOK\/I\/\EHTOBI ETF

Number of Drafts with Authors from a Country
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Kak HauaTb y4acTBoBaTh B~
paboTte paboyeun rpynnbi? ' ETF

MpoBepbTe cooTBETCBYET /N Bawwa naea yctasy WG (WG charter)

v

CnpocuTte MHEHUE pyKoBOAUTENEN FPYNNbl Y
Mownwute Baw ID (Internet Draft) Ha paccmoTpeHne WG

=[TpoymntamnTte RFC5378 (IPR + copyright)

=draft-yourname-wgname-topic-00 v
Cnpocute KOMMEHTapPUKM O Ballem AOKYMeHTe Ha cnucke paccbiikn WG v
Nonpocute Bpemsa Ha npe3eHTauuna Bo Bpeme |IETF KoHpepeHuun

*KOHCTPYKTUBHO OTBETbTE HA KOMMEHTAPUM U OOHOBUTE Ball AOKYMEHT (“revise

quickly, revise often”) v
[Nocne HecKoNbKux ntepaymm, cnpocnte WG BKAOYUTL Ball JOKYMEHT B v

cnmncok gokymeHtoB WG

Mpoponskaiite paboTy B pamKax WG (Tenepb Bbl CTanu peiakTopom)
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ETF

Kak Ha4aTb paboTty Haf
HoBou Temoun B IETF '

Ybeautecb 4YTo ecTb MHTEpec/HeobxoaAnMOoCTb

— Birds of a Feather (BOF) ceccmna yacto ncnonb3lyercsa 415 NPOBEPKU TOTO
YTO eCTb MHTepec, HeobXoAMMOCTb M AAPO NH0AEN KOTOPOE rOTOBO
3aHATbCA paboTon Haa TeMoW

— CocTaBbTe YepHOBOWM BapuaHT ycTaBa pabouen rpynnbi (charter for the
Working Group)

Opranunsymnte Pabouyto Mpynny
— YcTaB npeasoxXeHHoOW paboyen rpynnbl yTBepKaaetca IESG

— Pabouas rpynna obcyxaaetT AOKYMEHTbl Ha OTKPbITOM CMUCKE PACChINKU
N MOXKeT NPOBOAUTb OTKPbITble BCTPeYn BO Bpemsa KoHpepeHuumn IETF

Opranunsymnte paboty — pabotamte Haa AOKYMEHTAMM NO
IOroBOpPEeHHOoOMY rpaduKy pabot



Obnactn (Areas) n pabouue XN

asrg
cfrg
dtnrg
hiprg
iccrg
mobopts
nmrg
p2prg
pkng
rrg
samrg
tmrg
vnrg
Internet
Research
Task Force

roynnbl (WGSs)

Internet Architecture

Board (IAB)

appsawg
core
httpbis
hybi
jcardcal
json
paws
precis
gresync
repute
scim
spfbis
urnbis
websec
weirds

Applications

alto
agm
behave
cdni
conex
ippm
mptcp
nfsv4
ppsp
rmcat
storm
tcpm
tsvwg

Transport

abfab
dane
dice
emu
httpauth
ipsecme
jose
kitten
mile
nea
oauth
pkix
sacm

tls

Security

bfd
ccamp
forces
i2rs
idr
isis
karp
12vpn
I3vpn
manet
mpls
nvo3
ospf
pce
pim
pwe3
roll
rtgwg
cidr
Routing

6renum
adsimib
bmwg
dime
dnsop
eman
grow
ipfix
Imap
mboned
netconf
netmod
opsawg
opsec
radext

vbops
\AlInkAanec
O&M

Area

avtcore
avtext
bfcpbis
clue
codec
cuss
dispatch
drinks
ecrit
geopriv
insipid
mediactrl
mmusic
p2psip
payload
rtcweb
salud
sipcore
siprec
soc

stir

stox
straw
vipr
xmpp
Xrblock

6lowpan
6man
ancp
dhc
dmm
hip
homenet
intarea
[2tpext
lisp

Iwig

mif
mip4
multimob
netext
ntp

pcp
pppext
savi
softwire
sunset4
tictoc
trill

Internet
Area

ETF

GENERAL

-----------------------------------------------------------------------------------------------------------------------------



HTTP/2.0 (HTTPBIsWG) =

 HTTP/1.1 update is being finalised

* HTTP/2.0 — a new mapping of HTTP semantics to
TCP, with extra functionality:

— Multiple tagged requests/responses (“streams”) that
can be interleaved

— Avoid the need for multiple TCP connections

— Request/response HTTP headers are specially
compressed to reduce bandwidth

— Ability to prioritize requests
— Server can push some resources to clients

— More efficient binary message framing



IMAP QRESYNC -

* Basic IMAP protocol specified in RFC 3501

* Goal of the WG — work on IMAP extensions for
minimizing traffic when resynchronizing mailbox

changes
— draft-ietf-qresync-rfc4551bis-04 and draft-ietf-qresync-
rfc5162bis-02

— Example: INBOX with 10000 messages. Flags on 100
messages were changed. 300 new messages were

delivered to the mailbox.

— There is significant win in mobile networks when people
are charged per Kbyte sent/received.



000+
IMAP QRESYNC (continuedl) N

* Active implementers community

— Several open source implementations (e.g.
Dovecot, Cyrus), several commercial (e.g. Gmail,
Oracle, Isode)



SO

Antispam related techniquelsE

* SPF update (SPFBIS WG)

— SPF no3Bonsetr UHTepHET AOMeEHY COObLWUTb NoayYaTenam
NOYTbl YTO TONbKO onpeaeneHHble MTAS moryT nocbinaTtb
NoOYTYy OT MMEHMU 3TOro AOMEHA. ITa UHPOpPMaLMA
XpaHutca B DNS.

— Uenb WG:

Correction of errors, removal of unused features, addition of any
enhancements that have already gained widespread support, and addition
of clarifying language.

RFC 6686 - Resolution of the Sender Policy Framework (SPF) and
Sender ID Experiments

- Talks about observed use of SPF and Sender-ID in the wide and
whether there is any practical difference in using one over the

~nthor

F@
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REPUTE WG

* B oTKkpblITOM NHTEPHETE ANA TOro YTobbl cAenaTb OCMbICAEHHbIN
BbIOOp O TOM KaK cneayet ob6pabaTtbiBaTb KOHTEHT TpebyeTca
oueHKa 6e30MNacHOCTU AN HaAEeXHOCTU. ITO MOXKHO caenaTb
OCHOBbIBAACb HAa NAEHTMOUKATOPE BNaAeNnbLa YKAa3aHHOIo B
KOHTEHTe, C uesnbto pa3nnyatb “naoxmx” n “xopowwunx” sBnagenbues.
ObLWKn TepMUH ANnAa Takon nHdopmaumm 310 “penytaums’.

* Pe3ynbTtaTt paboTbl 3TOM rpynnbl HacTo ucnoabdyetca c SPF
(RFC4408) n DKIM (RFC4871), HO MmOXKeT TaK e bbITb
NPUMEHEHT K Beb cTpaHMuam n xoctam. 2 mechanisms:

simple -- records in the DNS

extended -- a response can contain more complex information
useful to an assessor, reported over HTTP using JSON encoding



SO

|l ETF

REPUTE WG

About to be approved for publication:
draft-ietf-repute-model-10 An Architecture for Reputation Reporting

draft-ietf-repute-media-type-13A Media Type for Reputation
Interchange

draft-ietf-repute-email-identifiers-10 A Reputation Response Set for
Email Identifiers

draft-ietf-repute-query-http-11 A Reputation Query Protocol



SO

l/IHTepHau,MOHanmau,MﬂI .

IDN (Internationalized Domain Names)
— Completed in 2010

— RFC 5992 - “Internationalized Domain Names Registration
and Administration Guidelines for European Languages
Using Cyrillic”

EAI (Internationalized Email) — completed in March
2013

Precis (algorithms for string comparison which are
independent of version of Unicode)
— Replaces StringPrep (RFC 3453), which is tied to Unicode

3.2. The latest version of Unicode is 6.2
(www.unicode.org)



DANE & DNSSEC

e DANE - “DNS-based Authentication of Named Entities”
* Llenb DANE:

“Pa3paboTka MexaHM3MOB U MPMEMOB KOTOPbIE NO3BOJIAT
NHTEpHET NPUNOKEHUAM YCTAHOBUTb KPUNTOrpaduuecKu
6e3onacHble KOMMYHUKaLUMM MCNOAb3YA MHGOPMaLMLO
pacnpoctpaHaemyto DNSSEC ana obHapyXeHuna n ayTeHTUPpmKaumm
OTKPbITbIX KNHOYEN KOTOPbIE CBA3aHbI C CEpBMUCAMMU
npeaocTaBAAMbIMU onepeaeneHHbIM AoMeHOM.”

T F

RFC 6394 - “Use Cases and Requirements for DNS-Based
Authentication of Named Entities (DANE)”

CA Constraints — which CAs can issue certificates for a service

Service Certificate Constraints
Trust Anchor Assertion and Domain-Issued Certificates

Delegated Services



DANE & DNSSEC -

* RFC 6698 - The DNS-Based Authentication of Named Entities
(DANE) Transport Layer Security (TLS) Protocol: TLSA
_443. tcp.www.example.com. IN TLSA (

11 292003ba34942dc74152e2f2c408d29ec
a5a520e7f2e06bb944f4dca346baf63c
1b177615d466f6c4b71c216a50292bd5
8C9ebdd2f74e38fe51ffd48c43326¢bc )

<the Certificate Usage Field>
<selector: full cert/SubjectPublicKeylnfo>

<matching type> — type of a hash or specific value>



DANE & DNSSEC -

 DNSSEC provides signatures over DNS records to allow
applications to detect tempering with DNS records

 Together DNSSEC and DANE can be used for secure
delegation, for example

—  draft-ietf-dane-srv-02 - Using DNS-Based
Authentication of Named Entities (DANE) TLSA
records with SRV and MX records

—  draft-ietf-dane-smtp-01 - Secure SMTP using DNS-
Based Authentication of Named Entities (DANE) TLSA
records

CyuwiecTByeT HeCKONbKO open source SMTP peanusaumm KoTopble
noaaepxunsator DANE.



DANE & DNSSEC

; mail domain

example.com. MX 1 mx.example.net.
example.com. RRSIG MX...

: SMTP server host name

mx.example.net. A 192.0.2.1
mx.example.net. AAAA 2001:db8:212:8::e:1

; TLSA resource record
_25._tcp.mx.example.net. TLSA ...
_25. _tcp.mx.example.net. RRSIG TLSA ...

Mail for addresses at example.com is delivered by SMTP to
mx.example.net. Connections to mx.example.net port 25 that use

STARTTLS will get a server certificate that authenticates the name

mx.example.net.

SO

ETF



SO

|l ETF

TLS WG is performing maintenance of TLS and DTLS

protocols, as well as work on TLS extensions and Cipher
suites

TLS

Recently published

RFC 6961 - The Transport Layer Security (TLS) Multiple Certificate
Status Request Extension

« Will make certificate revocation checks work for
web browsers

Current documents:

— An extension for multiplexing multiple protocols on a single TCP
port is ready for publication (Used by HTTP/2.0)

— draft-ietf-tls-oob-pubkey-09 Out-of-Band Public Key Validation
for Transport Layer Security (TLS)



SO

TLS
| ETF

Other related work:
draft-popov-tls-prohibiting-rc4-00  Prohibiting RC4 Cipher
Suites

draft-agl-tls-chacha20poly1305-01 ChaCha20 and Poly1305
based Cipher Suites for TLS

draft-sheffer-tls-bcp-01 Recommendations for Secure Use
of TLS and DTLS



SO

|l ETF

TLS

e Work on TLS 1.3 started. Major desired new
features:
Reduce Handshake Latency
One roundtrip for at least some initial hanshakes (currently 2)
Zero roundtrip for rehandshake (currently 1)
Encrypt significantly more of handshake
Protect identities and extensions
Improve Cross-Protocol Attack Resistance
Signature in Server Key Exchange doesn't cover entire handshake
AEAD Cipher suites (+deprecate CBC?)

Bigger Random Values
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Behavior Engineering for
Hindrance Avoidance
(Behave)

* “The working group creates documents to enable IPv4/IPv4
and IPv6/IPv4 NATs to function in as deterministic a fashion as

possible.”
* Recently published documents:

RFC 6888 - Common Requirements for Carrier-Grade NATSs
(CGNs)

RFC 6889 - Analysis of Stateful 64 Translation
* Recently approved:

draft-ietf-behave-nat64-learn-analysis-03.txt - Analysis of
solution proposals for hosts to learn NAT64 prefix



SO

|l ETF

Behavior Engineering for
Hindrance Avoidance
(Behave)

 Work in progress:

draft-ietf-behave-requirements-update-00 Network Address
Translation (NAT) Behavioral Requirements Updates

draft-ietf-behave-sctpnat-09 Stream Control Transmission
Protocol (SCTP) Network Address Translation

draft-ietf-behave-syslog-nat-logging-03 Syslog Format for NAT
Logging



Secure Inter-Domain Routing =&+
(SIDR) | ETF

The purpose of the SIDR working group is to reduce vulnerabilities in
the inter-domain routing system. The two vulnerabilities that will be

addressed are:

* Is an Autonomous System (AS) authorized to originate an IP
prefix?

*|s the AS-Path represented in the route the same as the path
through which the Network Layer Reachability Information
travelled?

SIDR WG completed the following work:

Resource Public Key Infrastructure (RPKI). Special X.509
certificates and signed objects are used for representing
resources, etc

Protocol for distribution of RPKI data to routing devices and its use

[ T [ T | .



Secure Inter-Domain Routing =&+
(SIDR) | ETF

Published in February 2012:
RFC 6480 An Infrastructure to Support Secure Internet Routing

Documents describing RPKI, repository structure used:
RFCs 6481-6491, RFC 6493

Documents describing a protocol for requesting/revoking Resource
Certificates:

RFC 6492 A Protocol for Provisioning Resource Certificates



Secure Inter-Domain Routing =&+
(SIDR) | ETF

Published in 2013:

RFC 6810 The Resource Public Key Infrastructure (RPKI) to Router
Protocol

RFC 6907 Use Cases and Interpretations of Resource Public Key
Infrastructure (RPKI) Objects for Issuers and Relying Parties

RFC 6916 Algorithm Agility Procedure for the Resource Public Key
Infrastructure (RPKI)

Recently completed by the WG:
draft-ietf-sidr-origin-ops-21 RPKI-Based Origin Validation Operation

draft-ietf-sidr-bgpsec-threats-06 = Threat Model for BGP Path
Security



Secure Inter-Domain Routing =&+
(SIDR) | ETF

Documents being worked on:

draft-ietf-sidr-as-migration-00 BGPSec Considerations for AS
Migration

draft-ietf-sidr-bgpsec-overview-03 An Overview of BGPSEC

draft-ietf-sidr-cps-02  Template for a Certification Practice Statement
(CPS) for the Resource PKI (RPKI)

draft-ietf-sidr-policy-qualifiers-00 Policy Qualifiers in RPKI Certificates

For more information on documents:

http://datatracker.ietf.org/doc/search/?
sort=date&activedrafts=on&name=sidr&rfcs=on



Constrained RESTful S+
Environments (COREWG) 1 ETF

* Goal: to develop an easy to implement HTTP-like protocol for
constraint devices like electric switches and temperature

censors, i.e. for devices with limited power supply and
processing capabilities.
* Recently completed work:
—  “Link Format” published as RFC 6690 in August 2012

—  “Constrained Application Protocol (CoAP)” approved
for publication in August 2013



SO0+
CORE WG (continued) T

e Future work

— “Blockwise transfers in COAP” - how to transfer large
chunks of data in an efficient manner

— “Group Communication for CoAP” - describes how to use
CoAP on top of IP multicast

— “Observing Resources in CoAP” - specifies a simple
protocol extension for CoAP that enables CoAP clients to
"observe" resources, i.e., to retrieve a representation of a
resource and keep this representation updated by the
server over a period of time

— “Best Practices for HTTP-CoAP Mapping Implementation” -
how to implement an HTTP-to-CoAP proxy



SO

3aKa4yeHue
|l ETF

IETF ynyywaet paboty NHTEepHeTa

- OH UrpaeT KNoYeBylo posb B pa3paboTke NUHTepHeT
NPOTOKO/10B
Ycnex |[ETF 3aBmucut oT Bawero y4yactme B ero
pabote

— MexayHapoaHoe y4yacTue, IoKasibHas akTya/IbHOCTb
pesynbTaTos

— MHeHune onepaTop Ba*KHO Npu pa3paboTke HOBbIX
NMPOTOKON0B, NX PACLUMPEHUN N OOHOBIEHUM

Yuactue B IETF oTKpbITO U 4OCTYNHO BCEM
[JononHntenbHaa nHPopmauma:



