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Some facts

UJA total domains: 616523
UJA zone itself: 12672
UA public subdomains: 76




The Plan

Testing in subdomain

Pre-production
Production

Post-Production




Testing in UA.UA

Special domain - some strange resolver traffic

Key generated at IPv6 Workshop #4 -
November 8th, 2011

Public key published
http://hostmaster.ua/dnssec

Zone signed using bind 9.7 toolset (DNSSEC
for Humans)



http://hostmaster.ua/dnssec

Testing signing UA, on private copy

Default
[ | Default | Default |
# 1s -1
total 1816
-rw-r--r-- 1 root wheel 588 Nowv 27 90:42 Kuo.+012+20181.key
—rW=——==== 1 root wheel 1777 Nov 27 @@:4Z2 Kua.+@10+20181.private
-rw-r--r-- 1 root wheel 414 Now 27 @8:42 Kua.+8010+54497  key
—PW=————== 1 root wheel 1813 Nov 27 @@:4Z2 Kua.+@10+54497 private
-rw-r--r-- 1 dk wheel 991869 Nov 29 11:33 ua.priv
-rw-r--r-- 1 dk wheel 8565 Nowv 29 11:33 ua.pub
-rw-r--r-- 1 dk wheel 4641 Nowv 29 11:33 ua.zohne

# dnssec-signzone

Ausr/locals/sbinsdnssec-signzone

# time dnssec-signzone -5 -at -0 uwa ua.zone

Fetching K5K Z@1B1/RSASHA51Z from key repository.

Fetching Z5K 54497/RSASHAS1Z from key repository.

Verifying the zone using the following algorithms: RSASHAS1Z.

Zone signing complete:

Algorithm: RSASHAS1Z: KSKs: 1 active, @ stand-by, @ revoked
Z5Ks: 1 active, @ stand-by, ® revoked

ua.zone.signed

Signatures generated: 12925

Signatures retained: @

Signatures dropped: @

Signatures successfully wverified: 12925

Signatures unsuccessfully wverified: 5]

Runtime in seconds: 145.357

Signatures per second: 88.918

142 .437u B.775s5 2:25.40 98.4% 1782+8914k B+44i0 @pf+0w

# 1s -1

total 6298

-rw-r--r-- 1 root wheel 588 Nowv 27 B80@:42 Kuo.+01B+Z20181.key

—rW=——==== 1 root wheel 1777 Nov 27 B@:4Z Kua.+@19+20181.private

-rw-r--r-- 1 root wheel 414 Now 27 089:4Z2 Kua.+018+54497 . key

-PW-—————- 1 root wheel 1913 Nov 27 @@:42 Kua.+@19+54497 .private

-rw-r--r-- 1 root wheel 153 Nowv 29 11:38 dsset-ua.

-rw-r--r-- 1 dk wheel 991069 Nov 29 11:33 ua.priwv

-rw-r--r-- 1 dk wheel 8565 Nov 29 11:33 ua.pub J
-rw-r--r-- 1 dk wheel 4641 Nowv 29 11:33 ua.zone b
-rw-r--r-- 1 root wheel 5379981 Nov 29 11:49 ua.zone.signed

# [



Pre-production

Migration of all infrastructure to bind 9.8 (or
later when stable)

Separate signing and publication servers

DUAZ - probably just single signed zone
Instance

Possible use of DLV with pre-production keys



Algorithm selection

RSAMDS5 DSA

RSASHA1 DSA-NSEC3-SHA1
RSASHA1-NSEC3-SHA1 DH

RSASHA256 ECC

RSASHA512 ECC-GOST



Potential issues

GOST - no final opinion on validator support
Algorithm support in IANA RZM system
Storing key material - hard to split with bind

Hardware certification - easier to do in software (and
cheaper)



Production

Key generation - scheduled for December 2nd 2011
Key parameters - RSASHA512, 2048/1024 bits

Deployment of key data in pre-production system
replica

Publishing records with IANA and our own web
resources



Post-production

* Key rotation schedule - 3 years for KSK, 3 months for
ZSK

* Reconsider algorithms: use Ukrainian own elliptical
curve encryption - needs RFC
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Questions?

www.hostmaster.ua
Whois.ua
info@hostmaster.ua



http://www.hostmaster.ua/
mailto:info@hostmaster.ua

